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FOREWORD 


Volume  I,  this  Volume,  and  two  companion  Volumes  contain  the  findings,  con¬ 
clusions,  and  recommendations  resulting  from  the  study  of  warning  system  requi 
ments  under  contract  OCD-PS-64-183 .  The  three  Volumes  are  as  follows: 
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CHAPTER  (WE 

INTRODUCTION  AND  SUMMARY 


1.0  INTRODUCTION 


In  April  1964,  the  System  Development  Corporation  (SDC)  was  awarded  a  contract 
( OCIV- PS-64- 183)  by  the  Office  of  Civil  Defense  (OCD)  to  continue  activitier.  in 
the  area  of  civil  defense  warning  system  research  support. 

This  volume  and  two  others,  TW-Lrl96o/09l/00  and  TM-L-I960/092/0O,  document 
and  summarize  the  results  of  that  research  effort,  and  comprise  the  final 
report  required  by  the  contract. 

The  SDC  staff  performed  the  following  tasks  during  the  course  of  the  con¬ 
tract:1 


1.  Assisted  OCD  in  evaluating,  selecting,  end  Implementing 
a  nationwide  radio-based  alert  and  warning  system. 

2.  Selected  optimum  radio  warning  system  configurations  on 
the  basis  of  operational  and  performance  requirements  and 
designated  areas  for  detailed  engineering  study. 

3.  Determined,  on  the  basis  of  operational  and  performance 
requirements,  optimum  signaling  procedures  to  be  used  in 
the  transmission  and  distribution  elements  of  a  radio-based 
alerting  and  warning  system, and  studied  the  need  for  end 
degree  of  security  of  signaling  and  other  related  factors 
leading  to  the  engineering  design  of  signaling  devices. 


1.  Several  other  tasks  were  originally  scheduled,  but  were  not  performed. 
The  omitted  tasks  include  a  study  of  the  optimaa  relationship  between 
warning  system  development  and  shelter  system  development;  an  investiga¬ 
tion  of  civil  defense  alerting  conditions;  and  an  analysis  of  improved 
processing  of  warning  Information  at  various  civil  defense  operational 
levels.  These  tasks  were  omitted  Vhen  other  tasks  undertaken  under  the 
terms  of  the  technical  support  clause  of  the  ccntrac.  (item  9  below) 
wsre  assigned  sufficiently  high  priority  by  (XTD  to  necessitate  reducing 
the  overall  scope  of  work. 
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4.  Studied  the  civil  defense  decision- to- warn  at  all  levels 
uf  government— federal,  state,  and  local. 

Evaluated  the  feasibility  and  effectiveness  of  providing 
strategic  warning  to  Industry  and  determined  tradeoffs  between 
shutdown  of  Industry  following  strategic  warning  and  possible 
escalation  of  a  crisis  versus  no  shutdown  and  probable  damage 
to  or  destruction  of  plant  and  surrounding  ccmaunity.  Hie  staff 
also  evaluated  the  impact  upon  federal  warning  systems  and 
procedures  with  regard  to  providing  such  strategic  warning 
for  shutdown  purposes. 

6.  Developed  reliability  criteria  for  evaluating  both  cur¬ 
rent  and  planned  warning  systems,  Including  expressions  for 
describing  the  levels  of  reliability  at  which  a  warning  sys¬ 
tem  will  operate,  and  a  mathematical  model  for  the  perfor¬ 
mance  required  of  the  improvements  of  any  warning  system  If 
that  system  is  to  achieve  a  predetermined  level  of  reliability. 

7.  Determined  the  degree  to  which  federal  warning  programs 
have  been  accepted  by  Congress;  collected  and  assembled 
material  shoving  the  legislative  and  fiscal  history  of  these 
programs;  analyzed  the  development  of  the  programs  In  terms 
of  the  Interaction  of  civil  defense  agency  personnel  with 
Congress;  and  traced  changes  In  the  nature  of  and  the  funding 
requested  for  programs  proposed  as  well  as  In  the  nature  of  and 
funding  provided  for  programs  accepted. 

8.  Determined  the  warning  information  that  could  be  derived 
from  a  nuclear  detection  or  damage  assessment  system,  and  re¬ 
viewed  and  evaluated  the  warring  potential  of  current,  planned, 
and  proposed  nuclear  detection  and  damage  assessment  systems. 

9*  Provided  technical  assistance  and  liaison  an  radio-based 
alerting  and  warning  systems,  and  In  other  areas  mutually 
agreed  upon  by  OCD  and  Bystem  Development  Corporation. 


Volume  I  contains  nine  chapters  devoted  to  technical  subjects  Investigated 
under  the  general  heading  of  radio-warning  system  studies  (Tasks  1  through 
3,  and  9,  above),  a  Bibliography  and  a  Glossary.  Obese  chapters  are  de¬ 
voted  to  the  following  subjects: 

•  Chapter  One,  Introduction  and  SuuMury:  Contains  an 
Introduction  and  a  aeries  of  stawrles  of  the 
succeeding  chapters  in  this  voluse. 
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•  Chapter  Two,  Interim  Operational  Requirements:  Compiles 
requirements  for  the  proposed  Radio  Warning  System. 

•  Chapter  Three,  Alternate  System  Configurations:  Presents 
the  main  Characteristics  of  three  possible  Radio  Warning 
System  configurations. 

•  Chapter  Four,  Proposed  Alert  Signal  and  Wirning  Messages: 
Reconraends  an  alert  signal  and  a  set  of  warning  messages 
suitable  for  dissemination  over  the  Radio  Warning  System. 

•  Chapters  Five  througi  Ten:  Present  series  of  analyses  of 
various  problems  related  to  the  design  of  domestic  receivers 
for  use  with  the  Radio  Warning  System. 

Chapters  Two  through  Ten  reproduce  previously  published  reports.  However, 
they  have  been  updated,  •vtoere  necessary,  to  reflect  the  status  of  the 
Radio  Warning  Program  as  of  31  January  1966.  Ho  attempt  has  been  made 
to  provide  continuity  from  chapter  to  chapter,  particularly  those  de¬ 
voted  to  receiver  design  problems  because  it  is  felt  that  anyone  reading 
them  will  gain  considerable  insight  into  these  problems  and  that  what 
little  Inconsistency  Is  apparent  is  normal  to  a  developing  program. 

Volume  Two,  TM-L-I960/091/00,  contains  the  findings  of  all  other  unclass¬ 
ified  warning  research  studies.  These  include  Tasks  4  through  7,  and  9 
above. 

Volume  Three,  TM-L-I960/092/00  is  class *fed  Secret  Restricted.  It  contains 
information  warning  data  that  could  be  derived  from  a  nuclear  detection  or 
damage  assessment  system  (Task  8,  above). 


Following  are  suranarles  of  Chapters  Two  through  Ten  of  Volume  I,  respectively. 
2.0  SUMMARY  OF  CHAPTER  TWO:  IHXZRXM  OPERATIONAL  REQUIREMENTS 


Biis  chapter  presents  a  compilation  of  operational  requirements  for  the  Radio 
Warning  System  derived  from  meetings  and  discussions  among  Office  of  Civil 
Defense  personnel  and  associated  contractors  (Gsutney  &  Jones  Camsunlcatlons, 
Inc.,  Stanford  Research  Institute,  and  System  Development  Corporation) . 

2.1  CQRCIZKdQnB  AHD  HECCMCHDATICBB 

It  Is  recommended  that  the  operational  requirements  presented  In  this  dhapter 
be  accepted  by  OCD  as  the  defining  criteria  for  the  Radio  Warning  System, 
thus  providing  a  foundation  for  the  development  work  on  the  system  to  Which 
all  design  effort  must  conform.  Although  the  operational  requirements  should 
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be  adhered  to  by  system  designers,  their  application  should  be  flexible  enough 
to  allow  changes  to  be  made  based  on  later  and  more  complete  Information. 

2.2  UNDERLYING  PUBLIC  REQUIRE 2NTS 

The  needs  of  the  public,  as  they  affect  the  system,  must.be  examined  In  two 
separate  time  frames:  the  situation  of  Israeli  ate  danger  to  life  and  the  normal 
pre-emergency  period.  To  satisfy  the  former,  the  warning  process  should  meet 
the  following  basic  system  requirements: 

1.  Coverage.  The  warning  message  must  reach  as  many  people 
as  possible  when  the  emergency  arises,  wherever  they 
may  be  at  any  time,  day  or  night. 

2.  Credibility.  The  warning  message  must  be  credible  to  them 
so  they  will  react  properly  without  costly  delay.  To  this 
end  the  warning  process  must  be  reliable  and  contain  self- 
authenticating  features. 

3*  Content.  The  warning  process  must  direct  them  as  to  what 
to  do.  This  implies  existence  of  protective  measures  and 
a  shelter  system.  It  requires  that  intelligible  voice 
instructions  be  transmitted  to  the  public.  Strictly 
local  Instructions,  while  not  a  part  of  the  Radio  Warning 
System,  must  be  Integrated  into  the  overall  warning  process. 

Regarding  the  normal  time  frame,  the  system  should  provide  for  1)  public 
financial  support,  2)  public  training,  and  3)  public  conditioning  to  a  certain 
amount  of  annoyance,  particularly  from  any  equlpnent  located  in  the  home. 

2.3  THE  ROIE  OF  OPERATIONAL  REQUIREMENTS  IN  SYSTEM  LESION 

Distinction  must  be  made  between  the  terms  operational  capability  and  opera¬ 
tional  requirement.  The  former  term  represents  the  general  statements  made 
during  the  early  stages  of  system  design  describing  characteristics  desired 
in  the  system,  and  the  latter  term  represents  uhe  more  precise  statements  of 
minimum  levels  of  performance  in  specific  areas  of  system  operation  which  set 
the  standards  the  system  designer  must  meet. 

The  Directorate  for  Plans  and  Operations  of  the  Office  of  Civil  Defense  has 
drawn  up  a  list  of  desirable  features  for  the  Radio  Warning  System.  (This  list 
Is  reproduced  In  the  Annex  to  Chapter  Two).  For  the  system  operator,  these 
desirable  features  constitute  a  set  of  operational  requirements*  For  the 
system  designer,  however,  the  list  requires  further  refinement,  as  it  does  not 
establish  rein  Iran  standards  to  be  used  In  determining  whether  a  system  con¬ 
figuration  merits  implementation.  The  set  of  operational  requirements 

V  '  '  r'  T  ’  •  •  T  •  •  »  1  '  -  -  r.  «  V  T* 


31  January  1966 


1-5 


TM-L- 1960/090/00 


r 

must  specify  characteristics  and  levels  of  performance  In  every  area  of  ' 
operation  judged  essential  to  carrying  out  the  mission  of  the  system,  and 
os  Importantly,  only  In  such  areas. 

Several  examples  are  presented  to  illustrate  the  iterative  process  necessary 
to  bridge  the  gap  between  the  system  operator’ 0  specification  of  broad  op¬ 
erational  requirements  and  the  system  designer's  need  of  a  more  precise 
statement  of  them.  Discussed  In  this  context  are  the  requirements  regarding: 

1.  Population  Coverage.  The  actual  percentage  of  people 
reached  by  the  system  will  be  determined  in  large  measure 
by  the  cost  of  the  receiver  and  the  temper  of  the  population 
at  the  time  the  system  is  Installed.  Therefore,  the  choice 
of  system  configuration  cannot  be  affected  by  the  number  of 
people  It  purports  to  cover,  since  no  specification  of  pop¬ 
ulation  coverage  can  be  claimed  for  any  given  configuration. 

As  a  result,  there  Is  no  requirement  included  specifying 
the  percentage  of  the  population  vhlch  the  system  must  reach. 

2.  Regional  Networks  and  Initiation  Points.  It  va»  originally 
believed  that  the  system  should  provide  a  public  warning  capabil¬ 
ity  to  the  OCD  Regions,  but  it  has  finally  been  decided  that 
this  feature  la  not  essential.  Therefore,  a  regional  warning 
capability  la  not  a  requirement. 

3.  Reliability.  The  system  operators  have  specified  only 
that  the  system  be  reliable.  There  are  many  Interrelated 
factors  that  affect  system  reliability,  e.g.,  false  alarm 
versus  no  alarm  failures;  redundancy  in  hardware  components 
and  communications  channels;  noise  in  the  radio  frequency 
environment;  and  human  reliability  as  it  affects  the  system 
and  methods  of  system  testing.  Though  it  would  have  been 
possible  to  specify  a  technique  such  as  automatic  closed- 
loop  continuity  checking  to  guarantee  high  reliability,  it 
was  felt  this  would  unnecessarily  limit  the  choice  of  con¬ 
figuration.  Thus,  a  general  requirement  Is  presented, 
specifying  a  minimum  level  of  reliability,  vfcich  must  be 
met  by  any  configuration  regardless  of  the  techniques  ueed 
to  do  so. 

k.  Cost.  Because  system  coat  la  only  one  criterion  that 
will  W  used  to  Judge  uhich  hardware  configuration  to  im¬ 
plement,  it  cannot  be  specified  that  the  configuration 
that  meets  all  the  other  requirements  and  can  be  installed 
for  the  least  cost,  will  be  chosen.  The  same,  argument  holds 
for  components,  such  as  the  home  receiver. 
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5.  Strategic  Versus  Tactical  Waning.  In  thie  compilation, 
there  axe  requirements  aa  wall  as  Justifications  of  require¬ 
ments  Included  an  the  heals  that  the  system  vlll  he  used  for 
strategic  a a  well  as  tactical  warning.  Rone  of  these  signi¬ 
ficantly  change  the  configuration  of  the  system  from  what  it 
would  he  if  only  tactical  warning  was  being  planned. 

2.4  GROUND  RULES  AND  ASSUMPTIONS 

1.  Current  System.  The  outdoor/indoor  alerting  and  warning 
system  based  upon  sirens  and  the  Emergency  Broadcast  System 
(EBS)  has  been  judged  inadequate  for  future  needs  by  OCD. 

2.  Radio-Based  System.  He  present  program  is  directed  toward 
the  development  of  a  radio-based  alerting  and  warning  system. 

3.  Start  Date.  Installation  of  the  Radio  Warning  System  is 
planned  to  start  as  early  as  1968  if  deployment  of  such  a 
system  is  approved. 

4.  Protective  Measures.  It  is  assumed  that  adequate  shelter  will 
he  available  by  the  time  the  Radio  Warning  System  is  installed. 


5.  Rorihanogeneity.  Although  present  outdoor  alerting  techniques 
have  teen  judged  inadequate,  they  will  still  have  a  role  in  the 
overall  warning  process  even  after  the  Radio  Waning  System  has 
been  implemented. 

6.  Emergency  Broadcast  System.  He  EBS  is  not  a  constraint  on 
the  Radio  Waning  System  Operation.  He  services  provided  by  EBS 
will  still  he  seeded,  hut  it  may  not  necessarily  exist  in  its 
present  form. 

2.5  INTERIM  OPERATIONAL  REQUIREMENTS:  FUNCTION 


2.5.1 


Rational  Alert  and/or  National  We 


The  Radio  Warning  System  shall  provide  the  public,  through  radio  receivers 
located  In  dwellings,  places  of  business,  and  institutions,  a  timely  national 
alert  and/or  national  waning  of  an  enemy  attack  and/or  the  effect*  of  such  an 
attack. 


He  Radio  Warning  System  shall  he  capable  of  activating  other  public  alerting 
end  waning  systems.  Where  several  different  selective  alerting  and  waning 
functions  exist  In  these  systems,  the  Radio  Wdmlng  System  shall  he  capable 
of  activating  these  systems  in  the  appropriate  functional  mode. 
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2*5.3  Hard  Copy 

the  Radio  Warning  System  shall  be  capable  of  transmitting  information  aa 
hard  copy  vhere  such  information  la  needed  to  provide  program  material 
for  voice  massages  to  be  delivered  to  the  public.  Hard  copy  will  alio 
be  transmitted  to  provide  immediate  authentication  of  the  automat ic  as¬ 
sumption  of  control  of  a  facility's  transmitter. 

2.6  INTERIM  OPERATIONAL  REQUIREMENTS:  COVERAGE 

2.6.1  Continuous  Activation  Capability 

The  Radio  Warning  System  shall  be  capable  of  being  activated  any  time  of  day, 
any  day  of  the  year. 

2.6.2  Geographic  Coverage 

The  Radio  Warning  System  shall  provide  adequate  signal  strength  to  activate 
public  receivers  located  anywhere  within  the  46  contiguous  states.  The  system 
shall  be  capable  of  interfacing  with  the  warning  systems  in  the  noncontiguous 
states,  territories,  and  possessions. 


2.7  INTERIM  OPERATIONAL  REQUIREMENTS:  STRUCTURE  AND  OPERATION 

2 .7 . 1  Automatic  and  Semiautomatic  Operation 

The  Radio  Warning  System  shall  be  cepabla  of  operating  both  automatically  and 
sen! automatically  from  the  time  of  activation  through  the  delivery  of  the 
alert  signal  and/or  warning  message  to  the  public.  Semiautomatic  operation 
will  consist  of  the  transmission  of  liv  j- vol ce  messages  to  sons  segments  of 
the  public  and  the  manual  transmission  cf  hard*  copy  messages  within  certain 
portions  of  the  system's  control  net  voids:. 

2.7.2  National  Initiation  Points 

t 

The  Radio  Warning  System  shall  have  a  primary  national  initiation  point  and 
cne  or  maze  backup  initiation  points.  The  rimary  point  will  be  located  at 
the  WORAD  Combat  Operations  Center. 

2.7.3  Access  to  the  System 

Tactical  warning  points  must  be  provided  the  capability  to  preempt  the  system 
In  order  to  override  a  strategic  warning  already  in  progress  Except,  for  this 
restriction,  the  national  initiation  points  of  the  Radio  Warning  System  shall 
have  independent  access  to  the  systar  thrcugi  the  System' a  control  network 
transmitter^ a)  1  that  la,  communications  channels  from  each  of  the  points  shall 
be  provided  directly  to  the  control  transmitters  and  no  control  over  acbass  to 
the  system  other  than  procedural  shall  normally  be  exercised  over  '«ny  Initiation 
poim  by  any  other  initiation  point; 
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2.7.4  Selective  Functions 

Baa  ability  to  perform  the  following  six  functions  shall  oe  provided  as 
wtrHmmn  to  the  operator  of  the  Radio  Warning  System  at  each  of  the  national 
initiation  points:  alert  rod  van,  van  only,  cancel  test,  preempt,  and 
transmit  hard  copy. 

2.7.5  Operational  Status  and  Verification  of  Activation 

The  operational  status  of  components  at  each  level  of  the  system  shall  be 
made  available  at  the  national  initiation  points.  /In  indication  of  success¬ 
ful.  operation  or  failure  of  the  system  at  any  and  all  levels  above  the  home 
receiver  shall  be  provided  to  the  operators  at  one  or  more  of  the  national 
initiation  points  at  the  time  of  system  activation. 

1 

2.7.6  Nonhomogenelty 

The  Radio  Warning  System  may  be  a  nonhomogeneoua  system,  that  is,  different 
types  of  equipment  may  be  used  within  different  portions  of  the  system  to 
accompli sh  the  same  function. 

2.7.7  Muted  Receivers 

The  public  receiver  component  of  the  Radio  Warning  system  shall  normally  re¬ 
main  in  a  muted  condition,  that  is,  the  audio  portion  of  the  receiver  will 
not  operate  until  it  is  necessary  to  transmit  a  signal  or  massage  through 
the  receiver  to  the  public. 

2.7.8  Positive  Control  of  PUbllc  Receiver 

The  public  receiver  component  of  the  Radio  Warning  System  shall  be  designed 
to  operate  under  the  positive  control  of  the  system  operator,  that  la,  the 
demoting  and  resutlng  of  the  reoeiver  -hall  both  be  controlled  by  signals 
from  the  alert  and  warning  transmitter. 

2. 7.9  Location  of  Alert  Signal  Generator 

The  equipment  used  to  generate  the  public  alert  “signal  far  the  Radio  Wann¬ 
ing  System  shall  be  located  at  the  transmitter  or  control  facility  of  the 
radio  station  that  distributes  the  signal  to  other  radio  stations,  or  that 
delivers  the  signal  to  the  public,  but  not  in  the  heme  receiver  itself. 

2.7.10  Alert  Signal 

'lie  Radio  Warning  System  shall  be  capable  of  transmitting  massages  to  the 
ttiblic  with  or  without  the  accompanying  alert  signal.  (Prelialnery  studies 
Indicate  that  an  alert  signal  intensity  on  the  order  of  90  decibels  at 
10  feet  will  be  required.  ; 
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2.7.11  Warning  Mease#- 

the  Radio  Vanning  System  shall  transmit  pretaped  warning  messages  to  the  pub¬ 
lic  whenaver  possible,  but  the  capability  to  transmit  live  messages  to  the 
public  must  also  be  provided  to  cover  unusual  situations  for  vhich  standardized 
messages  are  Inappropriate.  The  warning  message  shall  be  delivered  by  the 
public  receiver  with  sufficient  audibility  and  intelligibility  to  insure  Its 
being  readily  understood  by  a  person  located  in  the  same  room  as  the  receiver. 
(Preliminary  studies  Indicate  a  warning  message  intensity  of  the  order  of  75 
decibels  at  10  feet  will  be  required. ) 

2.7.12  Interaction  with  Other  Systems 

Provision  shall  be  made  in  the  Radio  Warning  System  for  the  exchange  of  infor¬ 
mation,  either  automatically  or  manually,  with  those  systems  that  are  involved 
In  the  warning  process  either  as  sources  for  warning  Intelligence  or  as  comple¬ 
mentary  means  for  transmitting  warning  and/or  warning  Information. 

2.8  INTERIM  OPERATIONAL  REQUIREMENT:  MAXIMUM  RESPONSE  TIME 

The  response  time  of  the  Radio  Warning  System  shall  be  such  as  to  Insure  that 
an  alert  and  warning  can  be  provided  to  target  areas  within  a  time  period 
approaching  one  minute  as  a  maximum  and  to  nontarget  areas  within  a  time 
period  approaching  three  minutes.  Variation  in  response  time  between  target 
and  nontarget  areas  shall  be  allowed  only  If  radio  frequencies  must  be  shared 
by  several  facilities  within  the  system  on  a  time- division  basis,  er  If  some 
similar  technical  sacrifice  must  be  mode. 

2.9  INTERIM  OPERATIONAL  SPECIFICATIONS:  RELIABILITY 

2.9.1  Minimum  Performance  Level 

The  reliability  of  the  Radio  Warning  System  shall  be  such  that  the  expected 
number  of  people  put  at  risk  by  failures  in  the  system  shall  not  exceed  0.1 
percent  of  the  entire  population.  The  figure  of  merit  to  be  used  In  cal¬ 
culating  the  expected  number  of  people  put  at  risk  shall  be  the  Instantaneous 
availability  of  the  system,  i.e.,  the  probability  that  the  system  will  func¬ 
tion  in  a  completely  satisfactory  manner  upon  activation. 

2.9*2  Redundant  Equipment 

Redundant  equipnent  eh  till  be  Installed  In  the  RadlJ  Warning  System  above  the 
public  receiver  level  when  Indicated  as  necessary  by  an  engineering  evaluation 
of  system  reliability.  Where  such  redundancy  exists,  automatic  switchover  +0 
standby  equipment  shall  be  provided  in  the  event  of  a  failure  In  the  active 
equipment. 
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All  equipment  vised  In  the  Radio  Warning  System  shall  he  designed  to  maxis  iso 
the  probability  that  components  will  fail  in  a  silent  or  safe  condition,  not 
in  a  condition  which  simulates  system  operation. 

2.$.k  Receiver  Protection 


The  public  receiver  component  at  the  Radio  Warning  System  shall  he  designed  to 
withstand  the  wear  and  tear  that  can  he  expected  in  an  exposed  location  in  an 
average  household  which  may  he  situated  anymore  within  the  wide  range  at 
environments  found  in  the  various  climatic  areas  of  the  United  States.  Further, 
It  shall  he  assembled  In  such  a  way  as  to  discourage  or  prevent  a  person  from 
tampering  with  it. 


The  Radio  Warning  System  shall  he  tested  down  to  and  Including  the  public 
receivers  on  a  frequent  basis.  The  frequency  of  these  tests  shall  he  deter¬ 
mined  so  that  the  expected  mastoer  of  public  receivers  that  are  allowed  tc 
become  Inoperative  between  tests  shall  not  exceed  a  fixed  percentage  of  the 
total  nuBtoer  of  receivers.  (The  allowable  percentage  of  inoperative  receive: 
remains  to  he  determined. ) 


The  failure  of  equipment  used  in  the  Radio  Warning  System  at  levels  above  the 
public  receiver  shall  automatically  be  indicated  to  maintenance  personnel. 


Provision  shall  be  made  In  the  Radio  Warning  System  to  require  the  actions  of 
two  Individuals  to  activate  the  system  from  any  national  initiation  point. 

(The  exact  method  that  will  he  Used  to  carry  out  this  requirement  remains  to  he 


determined.) 

0 

2. ID  INTERIM  OPERATIONAL  lOBUIRBMKNTBr  8URV1VABILHY,  SECURET  AND  SABOTAGE 

2.10.1  Survivability 


The  Radio  Warning  System  shall  be  survivmble  in  the  follow ng  sense:  In  the 
event  of  an  overt  attack  on  the  United  States  (except  for  an  undetected  attack 
directed  against  the  Radio  Warning  System  itself),  shall  be  capable  Of  surviving 
in  operating  condition  for  a  period  sufficient  to  enable  the  delivery  of  a 
national  alert  and  warning.  Following  the  attack,  the  planned  reconstitution 
capabilities  of  the  system  shall  be  sufficient  to  insure  a  continued  pvfolic 
warning  capability  with  minimum  interruption  doe  to  attack  affects.  Reconstitu¬ 
tion  planning  shall  determine  the  means  of  increasing  tiiS  likelihood  of  the 
continued  operation  of  facilities  originally  Included  as  system  components,  as 
well  as  the  means  by  iftiich  other  communications  facilities  ifcidh  might  survive 
an  attack  might  he  utilised  to  jrmlde  warning  to  the  public. 
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2.  ID.  2  jannt’Tg 

Ae  control  portion  of  the  Radio  Warning  System  shall  he  provided  with  anti- 
jxaning  capability.  Ae  RF  sensitivity  of  the  public  receiver  component  of 
tie  system  shall  he  made  adjustable  and  shall  be  maintained  at  a  level  no 
greater  than  that  which  is  necessary  to  receive  legitimate  signals  from  sys' 
tern  transmitters. 


The  contro?  portion  of  the  Radio  Warning  System  shall  be  made  sufficiently 
secure  to  prevent  its  being  spoofed.  Ae  system  shall  be  designed  to  enable 
the  rapid  detection  by  system  operators  of  any  attempt,  whether  belligerent 
or  mischievous,  to  spoof  the  system.  The  system  operators  shall  be  provided 
with  the  ability  to  inform  the  pdblic  of  the  situation  as  soon  as  possible, 
using  the  Radio  Warning  System  Itself  as  veil  as  other  means  of  conmunicatJng 
with  the  public. 


SUMMARY  OF  CHAPTER  THREE:  ALTERNATE  SYSTEM  CONFIGURATIONS 


This  chapter  presents  the  main  characteristics  of  three  possible  Radio  Warn¬ 
ing  System  configurations:  Radio-Eased;  AUTGDINj  and  Landline- Radio.  Each 
la  based  on  a  somewhat  different  Interpretation  of  the  Radio  Warning  System 
mission,  and  on  differences  in  the  relative  weighting  of  such  parameters  as 
reliability,  survivability,  and  security.  A  addition,  a  redefinition  of  some 
of  the  operational  requirements  that  have  been  specified  in  earlier  documenta¬ 
tion  ia  proposed.  In  the  process  of  redefining  seme  of  the  requirements,  a 
far  of  the  problem  areas  have  been  investigated  and  discussed.  Solutions 
offered  to  some  of  the  problems  are  based  an  the  assumptions  and  arguments 
developed  in  this  chapter. 


MISSION  OF  THE  SYSTEM 


The  mission  of  the  Radio  Warning  System  la  to  provide  the  public,  through 
radio  receivers  located  in  dwellings,  places  of  business,  and  institutions, 
a  timely  national  alert  and  voice  warning  of  an  Impending  enemy  nuclear 
attack.  The  purpose  of  this  alert  and  warning  la  to  enable  the  public  to 
take  protective  measures  to  increase  the  probability  of  their  survival.  The 
Radio  Warning  System  la  different  from  previous  warning  systems  in  ttuft  It 
has  in  one  system: 


1.  She  capability  of  a  quick  reaction  time. 

2.  The  capability  to  alert  the  public  by  generating  a  dis¬ 
tinctive,  attention-getting  sound. 

3*  As  capability  of  delivering  a  voice  message  to  the  public 

4.  Ae  capability  to  coyer  a  broad  population. 
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The  Radio  Warning  System  viU  not  replace  the  existing  warning  systems,  which 
have  their  own  unique  contributions  to  make  in  the  overall  warning  situation. 
Other  systems,  however,  will  be  affected  by  the  Radio  Warning  System,  and  all 
systems  will  be  made  to  complement  each  other  and  contribute  toward  providing 
a  complete  warning  capability. 

3.1.1  Constraints 

No  attempt  to  define  a  command  and  control  capability  a a  part  of  the  Radio 
Warning  System  ha a  been  made  in  this  chapter.  Also,  the  level  of  detail  of 
the  system  configurations  presented  is  not  sufficient  to  allow  adequate  cost 
analyses  to  be  made  at  this  time.  Only  variations  in  the  control  network 
subsystem  will  be  discussed.  The  radio  facilities  for  broadcasting  to  the 
public  will  be  considered  to  be  the  seme  for  all  three  configurations.  All 
of  the  control  network  subsystems  presented  are  considered  to  interface  with 
a  broadcast  -ub system  consisting  of  eight  low-frequency,  subnational  trans¬ 
mitters  plus  approximately  60  c crane rcial  broadcast  stations . 

3.1.2  Conclusions  and  Recommendations 

All  threw  different  system  configurations  that  have  been  examined  in  some 
detail  appear  to  be  technically  feasible.  However,  a  number  of  problems 
remain  to  be  solved  before  an  operational  system  can  be  implemented.  More 
precise  definition  of  the  system  requirement s,  and  a  rationale  for  weighing 
their  relative  Importance  should  be  developed  as  soon  as  possible  to  allcv 
meaningful  cost-effectiveness  comparisons  to  be  made  of  the  different  con¬ 
figurations.  It  la  recommended  that  the  principles  of  Value  Engineering, 
as  developed  by  the  Department  of  Defense,  be  applied  to  the  development  of 
the  Radio  Warning  System. 

3.2  RADIO-BASED  CXJKFTGURATICn 

This  configuration  la  based  upon  use  by  OCD  of  the  low-frequency  (60  kHz) 
time-standard  station,  WWVB,  at  Fart  Collins,  Colorado,  far  disseminating 
the  control  signals  from  the  national  initiation  points  to  the  transmitters 
that  broadcast  the  alert  and  warning  message  to  the  public.  ,HBS*  la  the' 
normal  everyday  user  of  the  station,  broadcasting  at  60  kHz  to  the  public 
with  time  signals  derived  from  the  NBS  cesium  atomic  frequency  standard. 

During  an  alert  situation,  OCD  will  assume  control  of  WWVB  and  will  transmit 
frequency  shift-keyed  teletype  signals  to  control  sifonational  low-frequency  (IF) 
and  eoExnercial  broadcast  stations.  A  switch  closure  from  the  operator’s 
console  starts  the  transmission  of  a  coded  message  over  the  first  link  of  the 
control  network.  This  first  link,  from  the  National  Warning  Center  at  1K3RAD 
COC  to  the  KBS  transmitter  at  Fort  Collins,  will  be  a  full-period,  microwatt 
channel.  The  purpose  of  the  first,  control  message  Is  to  activate  the  primary 
transmitters  at  Fort  Collins  by  pitting  them  on  the  sir  In  the  OCD  mode  of 
operation. 
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A  programmer  puts  In  a  timed  delay  to  allov  for  completion  of  the  hardware 
switching,  and  for  WWVB  to  be  ready  to  start  transmitting  an  61.13  kHz  in 
the  OCD  mode.  The  programmer  then  initiates  the  sending  of  the  second 
message,  Which  causes  a  stunt  box  to  provide  a  switch  closure  to  a  transmit 
KVJ  cryptographic  device  at  WWVB.  This  switch  closure  causes  the  KW7  to  send 
synchronizing  signals  via  the  61.13  kHz  transmitter  to  synchronize  all  of  the 
KW7s  at  the  lower  echelon  stations. 

When  a  communication  channel  has  been  established  to  the  subnational  and  com¬ 
mercial  broadcast  transmitters,  a  transmitted  code  group  causes  stunt  banes 
to  activate  controllers  et  each  of  these  lower  echelon  transmitters.  At  the 
subnational  transmitters,  which  are  OCD  dedicated  and  have  no  other  mode  of 
operation,  the  controllers  have  only  to  switch  on  the  plate  power  supply  and 
the  transmitters  arc  ready  to  broadcast  to  the  public.  At  the  coraaercial 
broadcast  stations  the  controller  has  to  switch  program  llnee,  modulators, 
plate  power  and  possibly  other  equipment,  depending  on  the  configuration  of 
each  station.  In  this  manner,  all  stations  will  be  put  in  a  condition  to 
broadcast  the  OCD  alert  and  warning  message.  The  next  code  group  will  be 
Interpreted  by  the  stunt  boxes  at  all  stations  to  be  the  selection  of  the 
correct  alert  and  warning  tape  drive  unit  from  the  voice  tape  deck.  The 
selection  of  the  tape  unit  will  be  followed  by  lamed  late  read  out  of  the 
taped  alert  and  warning  message  to  the  modulators  of  the  transmitters  for 
broadcast  to  the  public.  Once  the  alert  and  warning  broadcasts  have  been 
started  at  all  of  the  subnational  transmitters  and  ccamercial  broadcast 
stations,  a  teletype  authentication  message  la  sent  down  from  the  NWC  to  all 
caanerclal  broadcast  stations  and  printed  out  on  the  local  page  printers. 


3.3  AOTGDUf  CONFIGURATION 

This  configuration  Is  based  on  the  use  of  AOTOLIN  to  provide  the  necessary 
coma mlcatlon  network  for  activating  the  Radio  Warning  System.  AUTODIN  is 
an  automatic  switching  network  operated  by  the  Defense  Communications  Agency 
consisting  of  nine  switching  centers  and  interconnecting  truck  lines.  The 
network  is  designed  to  provide  high  speed,  flexible  ccmnuni  cat  ions  for  the 
Deportment  of  Defense  and  related  users.  It  can  be  used  for  Radio  Warning 
System  control  if  tributary  lines  are  added  from  the  switching  centers  to 
the  National  Warning  Centers,  subnational  warning  transmitters,  and  possibly 
the  local  broadcast  facilities. 

In  this  configuration,  each  National  Warning  Center  and  subnational  warning 
transmitter  would  be  equipped  with  Campc/und  Terminals.  The  Compound  Terminal 
(CT)  transmits  and  receives  teletype  messages  via  modified  Automatic  Send  and 
Receive  Sets.  Transmission  is  synchronous  and  in  8-bit  ccnmon-languat 
Pleldeta  code,  of  \faich  7  levels  are  used  for  Information  and  the  8th  vel 
for  a  parity  check.  The  data  rate  is  150  bits  per  second  requiring  twice 
the  bandwidth  of  a  standard  teletype  channel. 
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The  local  broadcast  facilities  will  be  equipped  with  both  their  own  IF  receiver, 
and/or  an  AOTCDIN  Teletype  Terminal,  looped  with  other  facilities  for  authentica¬ 
tion  purposes,  and  as  a  back-up  for  iianual  initiation  of  warning  transmissions 
if,  for  sane  reason,  the  IF  link  from  the  subnational  transmitter  is  Inoperative. 
The  Teletype  Terminal  transmits  and  receives  messages  in  the  5  level  Baudot 
code.  Transmission  is  by  standard  telegraph  means.  Characters  are  sent 
asynchronously  in  bit  serial  form. 

The  low-frequency  (IF)  sub  national  and  broadcast  transmitters  will  retain  their 
present  function  cf  providing  the  radio  llrk  to  the  public,  but  may  or  may  not 
be  used  to  transmit  control  signals  to  con me  clal  broadcast  stations.  The 
three  national  initiation  points  at  Colorado  Springs,  Colorado;  Denton,  Texas; 
and  Vachii^ton,  D.C.,  are  each  connected  to  AITTODIN  by  landllne  links  to  at 
least  two  alternate  switching  centers.  Alternate  links  are  provided  to  add 
redundancy  and  increase  the  reliability  and  survivability  of  the  system.  All 
traffic  on  these  lines  is  encrypted  to  Insure  the  sane  level  of  security  as 
that  afforded  by  the  AUTODDT  circuits.  Drops  from  ADTQDHf  will  be  furnished 
to  the  sub  national  warning  transmitters  in  their  proposed  locations.  The  local 
broadcast  facilities  may  be  provided  with  an  AUTODIN  drop,  or  they  may  depend 
on  the.  subnationals  for  activation,  or  both. 

then  the  system  Is  activated  for  any  reason,  two  flash  priority  massages  will 
be  initiated  at  the  National  Warning  Center.  One  will  be  to  the  local  broadcast 
facilities  indicating  that  OCD  has  assumed  control  of  their  facility  and  the 
reason  therefor.  The  second  message  must  contain  the  time  the  message  was  ini¬ 
tiated  from  the  National  Warning  Center  in  order  that  the  IF  transmitters  can 
synchronize  their  transmissions  in  case  of  conflicting  frequency  allocations 
causing  zones  of  Interference. 

AUlCOIN's  speed  fits  well  within  the  time  constraints  of  adequate  warning.  It 
la  designed  to  deliver  nigi  priority  messages  to  any  recipient  within  six 
seconds. 

Another  requirement  of  any  warning  system  Is  that  it  should  not  be  subject 
xo  seizure,  either  for  overt  or  covert  purposes.  Tbs  ADTCEDIH  switching  cen¬ 
ters  axe  secure  facilities  and,  therefore,  are  not  accessible  to  unauthorised 
personnel.  Also,  traffic  between  the  centers  is  encrypted,  thereby  making 
it  virtually  impossible  to  seize  lines  between  centers. 

AXJPODIN  is  an  extremely  reliable  system.  Its  lines  axe  common  carrier  lines, 
which  are  maintained  on  a  continuous  basis,  and  it  is  able  to  seise  lines  from 
the  AOTQastic  VOioe  Network  (ADTOVON)  in  esse  of  overload.  ACSQDXH  is  a  dis¬ 
tributed  network,  l.e*,  every  switching  center  is  connected  directly  to  every 
other  switching  caster,  making  alternate  routing  possible  In  case  of  line 
outage  or  switching  canter  failure.  Messages  sent  between  switching  canters 
are  confirmed  end  acknowledged,  thus  guaranteeing  the  receipt  of  messages  sent 
over  the  system. 
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3.4  IAHDLD®- RADIO  COKFIGURATION 

This  configuration  is  based  upon  use  of  the  UBS  transmitting  station  WWVB  and 
a  low-quality  leased  wire  line  to  disseminate  the  control  signals  from  the 
national  initiation  points  to  the  transmitters  that  broadcast  the  alert  and 
warning  message  to  the  public. 

ffi  eft  system  reliability  is  achieved  in  this  configuration  by  the  use  of  two 
reliable,  dissimilar  communication  channels,  i.e.,  radio  and  leased  wire,  to 
provide  redundancy  against  system  failure.  This  diversification  of  facilities 
also  allows  a  higi  level  of  security  to  be  obtained  without  sacrificing  reli¬ 
ability.  The  fact  that  the  two  conmunlcation  channels  are  completely  different 
males  it  difficult  for  an  enemy  to  spoof  the  system.  It  also  reduces  the 
probability  that  any  natural  or  inadvertent  man-made  phenomena  that  could 
generate  a  false  control  signal  an  one  channel  would  also  Induce  one  on  the 
other  channel.  A  third  benefit  gained  from  this  diversity  of  facilities  is 
an  Increased  probability  of  surviving  the  initial  phases  of  an  enemy  nuclear 
attack.  Though  both  of  the  channels  must  be  highly  reliable,  requiring 
considerable  redundancy,  they  are  not  necessarily  high  cost  facilites.  The 
low  data  rate  requirements  of  the  system  can  be  satisfied  by  a  15- Hz  wire 
facility.  The  low  data  rate  will  also  allow  the  TJWV B  transmissions  to  be 
coded  to  take  maximum  advantage  of  the  available  power  and  bandwidth  of  the 
system.  This  should  provide  a  high  signal- to-noise  ratio,  resulting  in 
•very  reliable  coverage  of  the  United  States  with  the  single  transmitting 
station  at  Fort  Collins. 

When  the  decision- to- warn  is  Implemented  by  the  system  operator,  parallel 
switch  closures  are  sent  free  the  operator's  console  to  a  programmer  that 
Interfaces  with  the  radio  channel,  and  to  a  wire  encoder  that  interfaces  with 
the  wire  channel.  Upon  receipt  of  the  switch  closure,  the  programmer  sends 
a  start  code  group  to  the  controller  at  Fort  Col  1.1ns,  vhlch  Initiates  the 
changeover  of  the  KBS  transmitter  from  operation  in  the  KBS  mode  to  operation 
in  the  OCD  mode.  When  this  changeover  is  completed,  the  transmitter  begins 
radiating  carrier  power  only  at  a  frequency  of  61.15  kHz.  At  the  Notional 
Warning  Center,  the  monitor  receiver  thrt  is  tuned  to  this  frequency  provides 
an  input  signal  to  the  programmer  that  initiates  the  second  output,  i.e.-,  the 
tactical  alert  control  message.  This  message  Is  transmitted  by  the  KBS  trans¬ 
mitter  and  received  at  each  of  the  transmitter  sites  that  broadcast  to  the 
public,  Where  It  Is  decoded  and  fed  into  a  logic  circuit.  Wren  the  operator's 
console  furnishes  the  switch  closure  to  the  vise  encoder,  the  code  group  desig¬ 
nated  by  the  switch  closure  is  generated  and  sent  down  the  wire  line  to  the 
public  broadcast  transmitter. 

At  the  heart  of  the  control  network  are  the  logic  circuits  at  each  efi  the 
public  broadcast  transmitter  sites.  The  logic  circuit  is  the  device  that 
receives  the  control  signal  from  two  different  channels,  checks  their 
authenticity,  and  decides  whether  to  initiate  the  warning  broadcast  or  sound 
an  alarm  calling  for  human  intervention  in  cases  i*ere  the  probability  la 
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high  that  the  received  alert  control  tea  sage  la  false.  The  logic  circuit 
constantly  nonitors  both  Incoming  Channels.  £he  60-kHz-ioonitor  receiver 
Is  tuned  to  WWVB  at  all  tines  and  furnishes  an  audio  input  to  a  WWVB  recogni¬ 
tion  circuity  >fcich  dote  mines  Aether  WWVB  Is  operating.  Oils  information 
Is  supplied  to  the  logic  circuit.  The  logic  circuit  also  continuously  monitors 
the  vlre  line  inputs.  It  has  recognition  circuitry  that  accepts  the  codes 
generated  by  a  line  check  cods  generator,  and  from  the  presence  or  absence 
of  these  codes  determines  whether  the  vlre  line  is  operable. 

With  this  basic  information  on  the  conditions  of  the  input  channels  being 
maintained  continuously,  the  logic  device  is  in  a  position  to  make  logical 
decisions  shout  the  authenticity  of  the  incoming  control  messages,  and  to 
Implement  these  decisions  by  either  automatically  initiating  the  varnlng 
broadcast  to  the  public,  or  asking  for  a  human  decision  to  be  made  vhether 
to  proceed  vita  the  alert.  The  logic  being  instrumented  is  that,  with  both 
channels  known  to  be  working  properly  lanedlately  prior  to  reception  of  the 
commands,  the  probability  that  both  channels  could  be  simultaneously  seized 
by  unauthorized  persons  is  extremely  low. 


3.5  PROBLEM  AREAS 

Four  problem  areas  have  been  identified  and  singled  out  for  special  considera¬ 
tion  since  they  are  of  a  fundamental  nature  and  should  be  discussed  and  resolved 
am  soon  as  possible.  These  are:  1)  Functions  performed  by  teletype  and  live 
voice;  2)  Data  rate  considerations;  3)  Security  and  authentication;  and 
4)  Overlapping  coverage. 

1.  Functions  performed  by  teletype  and  live  voice. 

A  need  for  hard  copy  has,  in  the  past,  been  based  on  three 
argments:  a)  to  provide  text  for  a  live-voice  warning 

input  at  a  lower  echelon;  b)  to  provide  authentication 
to  the  owner  of  a  caonoerclal  broadens  station  when  his 
facility  is  seized  by  automatic  circu_.ry  for  the  broad¬ 
cast  at  a  radio  warning;  and  c)  to  be  used  as  a  tool  for 
trouble- shooting  system  malfunctions. 

these  **sss<ents  axe  shown  to  be  invalid  by  showing  there  Is 
insufficient  time  in  a  tactical  alert  to  cosqpoee  ad  lib 
messages  and  that  other,  slower  means  exist  for  transmission 
of  nco-time-crltioal  strategic  messages. 


It  is  shown  that  without  the  seed  for  transmitting  ad  lib 
teletype  mas  sages,  the  actual  amount  of  data  that  need  be 
transmitted  through  the  ccnsunication  links  of  the  system 
is  very  mull.  This  means  a  lew  data  rate  for  transmission 
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of  the  control  messages  nay  be  used  without  intro¬ 
ducing  unacceptable  delay*  in  the  message  transmission. 
This  allows  the  use  at  ouch  narrower  bandvidUs  with 
significant  increases  in  eignal-to- noise  ratio.  These 
improvements  ease  many  of  the  design  problems  of  the 
system  and  increase  the  system  reliability. 

3.  Security  and  Authentication. 

Different  methods  of  achieving  signal  security  and  mes¬ 
sage  authentication  are  discussed.  These  are:  a)  Use 
of  cryptographic  devices  on  a  simplex,  intermittent 
channel;  b)  Two-mode  simplex  operation  on  a  full- 
period  channel;  and  c)  Two  different  types  of  full- 
period,  simplex  channels,  each  operated  in  a  two-mode 
manner.  The  latter  method  is  shown  to  offer  high 
security,  high  reliability  and  reliable  authentication. 
Costs  are  moderate  since  the  second  channel  would  be 
required  by  the  system  as  backup  to  insure  high  re¬ 
liability,  regardless  of  whether  this  type  of  operation 
is  used. 


4.  Overlapping  Coverage. 


The  problems  of  trying  to  cover  the  Continental  tf^ted 
States  with  adequate  radio  signals  from  multiple  trans¬ 
mitters  is  discussed.  Vhen  insufficient  frequencies 
are  available  to  Insure  that  adjacent  transmitters 
operate  on  different  frequencies  to  avoid  interference 
with  each  other's  signals,  some  form  of  time-sharing 
method  of  operation  must  be  evoke*.  This  creates  two 
undesirable  conditions  which  are  Culacuased:  a)  The 
time-sharing  results  in  interrupted  warning  to  the 
public.  This  is  shown  to  degrade  the  effectiveness 
of  the  waning  by  making  it  less  likely  to  wake  people 
at  nijht,  and  by  causing  less  than  optimum  coverage  due 
to  short-term  population  mobility.  Jt  also  creates 
annoying  problems  in  establishing  a  periodic  system 
testing  program;  b)  Time-sharing  creates  difficult 
technical  problems.  Precise  timing  aynchrcni  ration 
is  required  among  all  transmitters  to  make  the  system 
operate  satisfactorily.  This  requires  additional  Ingle 
circuitry  and  precise  time  standards .  The  effects  of 

~  «*-  system  hardware,  i.e., 

,  due  to  time- 
foraance  in  a 
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This  chapter  presents  reccsmsndstlans  for  the  prerecorded  alert  signal  sad 
warning  aaisegss  that  are  to  he  presented  to  the  jUblic  on  a  nation  vide 
hosls  via  the  Radio  Warning  Olsten.  The  alert  signal  end  vamlrs  nesseges 
axe  to  he  received  through  special- purpose  radio  receivers.  The  prerecorded 
tapes  containing  the  alert  signal  and  varnlrg  messages  are  mounted  In  play- 
hack  equipment  at  selected  radio  stations  throughout  the  country.  Sam 
stations  sere  special  low-frequency  stations)  others  are  specially  equipped 
M,  IN,  and  TV  broadcast  stations.  Because  relatively  fev  stations  are  to 
he  used,  the  prerecorded  alert  signal  and  warning  sassages  oust  prorl<e  in¬ 
telligence  suitable  for  dissemination  to  the  entire  country. 

k.i  conclusions  m  mccHmomam 

fcm  alert  signal  reccmsended  Is  Car  Homs  R!  and  R2— Speeded,  generated  by 
sounding  two  horns  fro*  an  unspecified  foreign  automobile.  The  lover- pitched 
if  the  tvo  is  rounded  continuously,  while  the  higher- pitched  is  pulsed  at 
the  rite  of  t.vo  pulses  per  second.  The  minimum  duration  of  the  alert  signal 
should  he  arproodaetely  JsO  seconds,  sad  the  loudness-level  90  db  at  10  feat. 
Firs  specif i  messages  are  recommended: 

1.  A  art  signal  end  warning  asssage  (rscaaeanded  for 
net t leal  warning  only). 

2.  Venning  menage  without  an  alert  signal  (reccsamnded 
for  strategic  warring). 

3.  Cancel  message  (to  countermand  a  false  alarm  dlssswl rated 
to  the  pdbllc). 


k.  Vast  cm  sssge  without  alert  signal  (for  testing  tbo  Radio 
Warning  System  through  to  the  home  receiver). 


1 


9.  Test  massage  with  modified  alert  signal  (far  testing  the 
Radio  Warning  System  through  to  the  home  recei\  *sr  and  condi¬ 
tioning  the  pdblle  to  the  *!srt  signs!) . 


Tables  IrZ  through  1-7  present  suggested  warning  mreeages,  those  sound 
sure  levels  should  he  srprootiastely  65-75  db  at  10  faet. 


WARHHO  PROOSS 


Tbs  task  of  selecting  the  aler-i  signal  and  of  designing  tbs  various  messages 
trsnamltted  over  the  Radio  Warning  tfcr*t*m  is  tantamount  to  dsalgntag  the 
interface  of  that  system  with  the  total  civil,  defense  program.  Signals  and 
massages  can  be  devised,  hut  &ey  ore  effective  only  under  the  following 
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?  •  If  they  tot  coordinated  with  the  shelter  progrua;  the 
messages  rust  be  directed  to  the  level  of  protection 
available* 

2*  If  they  ere  presented  effectively  to  the  public 
through  training,  education,  end  advertising/  neither 
shelters  nor  the  Radio  Warning  System  can  be  effective 
unless  the  public  is  conditioned  to  the  effective  use 
cf  both. 

3.  if  they  ere  supported  by  effective  civil  defense  at 
the  local  level.  The  best  national  programs  in  warning 
and  shelters  are  likely  to  be  Inadequate  without  close 
support  from  local  civil  authorities,  including  the  making 
available  of  local  broadcasting  fusilities  for  conranicationa 
with  the  public  In  the  preattack  and  trar  attack  periods* 

4*3  RECOMKBRCEP  AIZRT  SURAL 

4*3*1  Selection  of  a  Signal 

Only  limited  'nf  onset  ion  is  available  on  alert  signals  suitable  for  dissemina¬ 
tion  via  the  Rcdlo  Warning  System.  Much  rf  this  information  la  contained  in 
a  study  performed  for  the  Office  of  Civil  Defense  (OCD)  by  researchers  at 
Michigan  State  University  (MSU).1  It  Identified  certain  sounds  and  signals 
as  haring  a  high  potential  fox  alerting  the  public. 


Starting  with  recordings  of  400  counts — including  currently  used  warning 
signals,  environmental  sounds,  and  electronically  produced  sounds— M5U 
researchers  collected  over  1200  individual  subjective  ratings  of  these  sounds 
(in  both  laboratory  and  field  environments) .  The  six  with  the  highest  overall 
ratings  are: 


Mlssllm  Alam 
Telper  Siren 


t-l 


'Til 

,,  • '! 
te  & , 

,  ;V,.;  .v? 


J.  Qyer  and  Sdward  J.  Bardlck,  Response  (A 

_ _ ima.lt  Michigan  Btata  Univex * ity,  3h£J  ll 

report  was  completed  under  contract  OCD-OB-62-lfie. 
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3  British  Air  Bald  Siren— Speeded 

k  Falcon  Horn  #1 

5  Car  Horns  Rl  and  R2--Speeded 

6  Yelper  Siren— Speeded 

(The  tons  "speeded"  appended  to  3»  5,  and  6  above,  Indicates  that  these  sig¬ 
nal  is  vere  played  back  at  twice  the  level  at  which  they  wore  recorded.) 

On  the  basis  of  the  MSU  study,  the  only  alert  signal  that  can  be  recommended 
for  the  Radio  Warning  System  is  Car  Horns  Rl  and  R2 — Speeded.  This  recom¬ 
mendation  is  based  upon  the  following  considerations! 

1*  It  was  among  the  best  five  as  subjectively  rated  in 
a  series  of  tests  Involving  over  l,200  people* 

2.  It  was  among  the  top  three  signals;  is  subjectively 
rated  by  a  group  of  laborers;  this  rating  was  of  the  sound 
in  a  field  of  factory  noise. 

3*  It  is  highly  detectable  in  anbient  noise;  It  ranks 
highest  of  all  six  alert  signals  in  fields  of  factory  noise, 
street  noise,  and  speech  babble. 

k.  It  is  the  most  effective  awakening  agent  of  those  tested. 

5.  It  is  ^  unique  stand,  having  no  analogue  in  everyday 
experience. 

Car  Horns  Rl  and  R2 — Speeded  is  generated  by-  sounding  two  horns  from  an  un¬ 
specified  foreign  automobile.  The  lower-pitched  of  the  two  horns  is  sounded 
continuously,  vhiL*  the  higher- pitched  horn  is  pulsed  at  the  rate  of  two 
pulses  per  second.  The  resulting  sounds  are  rendered  unspecific  by  tape 
recording  them  end  then  rerecording  them  at  twice  the  speed  of  the  initial 
recording,  tills  process  tends  to  double  the  apparent  pitch  of  the  signal 
and  probably  accounts  for  the  high  alerting  potential  that  was  assigned 
to  the  signal  by  a  large  number  of  listeners  of  various  ages,  seres,  end 
occupations,  rt  probably  also  accounts  for  the  excellent  power  this  signal 
has  to  penetrate  high  levels  of  aafclent  noise. 

The  alert  signal  recommended,  therefore,  is  essentially  neutral;  that  11, 

It  has  no  specific  seining.  Thus,  an  effective  program  of  training  and  edats- 
ticn  can  condition  the  public  to  respond  to  it  ss  the  immediate  signal  of  a 
specific  danger- -nuc? ear  attack,  ineffective  use  of  the  signal,  however, 
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•specially  through  poorly  designed  toning  programs,  can  deprive  the  signal 
of  any  effective  meaning,  or,  even  worse,  can  cause  the  alert  signal  to 
connote  a  meaningless  alarm.  The  signal,  itself,  Is  excellent;  the  meaning 
given  to  It  depends  not  only  upon  the  Radio  Warning  8|yat*ra,  but  la  also  a  func¬ 
tion  of  the  entire  civil  defense  program,  furthermore.  In  the  Interval  be* 
tween  initial  field  tests  of  the  Radio  Warning  System  an!  availability  of 
receivers  to  the  public,  considerable  opportunities  will  be  available  for  re* 
assessing  the  choice  of  an  alert  signal. 

U.3,2  Duration  and  Loudness  of  Alert  Signal 


The  approach  of  this  discussion  is  to  determine  the  duration  and  loudnece* 
level  of  the  alert  signal  that  appears  suitable  for  alerting  a  sleeping  popu¬ 
lation  and  to  use  this  time  interval  and  loudness* level  for  alerting  both 
sc  awake  and  a  sleeping  population.  Because  of  the  unavailability  of  any 
data  that  make  feasible  the  selection  of  a  time  interval  for  daytime  alert¬ 
ing,  the  interval  selected  for  nl&ttlme  seems  Intuitively  adequate- -given 
an  adequate  signal-to-noise  ratio— to  alert  the  population  during  its  day* 
tide  and  evening  activities. 

In  two  separate  sets  of  experiments,  volunteers  used  the  telephone  ring  to 
awaken  members  of  a  sleeping  population.’1'  Data  from  these  experiments  have 
been  merged,  and  statistics  have  been  developed  for  the  cusuletlve  percentage 
of  a  sleeping  population  that  can  be  expected  to  respond  to  a  telephone  ring 
in  given  periods  of  time.  Table  1-1  eunuarices  this  Information. 


Table  1*1.  Tims  Response  of  a  Sleeping  Population  to 

a  Telephone  Ring 
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If  it  ±0  aaruzaed  that  the  population  la  conditioned  to  the  recoaaended  alert 
signal  to  sore  approximation  of  the  degree  It  la  conditioned  to  the  ring  of 
a  telephone,  than  It  appears  teat  the  optimum  duration  of  the  alert  signal  for 
awakening  the  population  freer  sleep  should  range  frem  approximately  20  seconds 
to  75  seconds.  It  appears  desirable,  furthermore,  to  achieve  as  high  a  level 
of  alert  effectiveness  as  possible  on  the  first  alert  cycle.  Ibis  has  the  fol¬ 
lowing  advantage  a: 

1.  It  potentially  starts  the  greatest  mcaber  of  pe*??e 
moving  to  Shelter  at  the  earliest  possible  time. 

-i.  It  provides  the  ccnflxmatlon  of  as  ouch  repetition 
as  possible  to  those  rdio  are  still  groggy  or  skeptical. 

3.  It  provides  the  greatest  Insurance  against  premature 
system  failure  or  destruction. 

For  the  reasons  given  shove,  and  particularly  to  minimise  the  Impact  of  early 
system  failure  or  damage,  It  Is  recoaaended  that  the  objective  of  the  system 
be  to  alert  SO  percent  or  more  of  the  population  on  the  first  presentation  of 
the  alert.  The  minimum  time  for  the  alert  Is,  therefore,  approximately  ho 
seconds. 

•  'r  ' 

It  is  Impossible  to  determine  the  extent  to  which  the  warning  message  that 
follows  the  alert  signal  will  augment  the  alert  signal  Itself.  If  it  is 
assumed  that  the  cycle  of  alert  signal  followed  by  warning  message  is  con¬ 
tinuously  effective  as  an  awakening  agent,  then  a  one-minute  alert- warning 
cycle  (of  \hich  ko  seconds  Is  an  alert  signal)  could  be  expected  to  awaken 
as  much  as  95  percent  at  the  population.  If,  however,  the  warning  message 
is  not  as  effective  an  awakening  agent  as  the  alert  signal,  then  a  ho- second 
alert  could  be  expected  to  awaken  as  much  as  90  percent  of  the  population. 

u  t 

The  average  noise  level  In  a  heue  that  has  a  radio,  television  set,  or  phono¬ 
graph  operating  is  approximately  50  dh.  (The  figure  Is  quoted  with  a  radio, 
television  set,  or  phonograph  operating,  since  this  appears  to  be  more  typical 
of  current  noise  levels  in  the  hone.)  noise  in  small  businesses  runs,  on  the* 
average,  from  53*5  to  68.5  db.  These  figures  of  approximately  50  to  65  db, 
therefore,  set  the  minimal  level  of  presentation  for  an  alert  signal.  The 
limit  upon  the  upper  range  of  alert  signal  level  Is  approximately  130  db,  the 
point  at  vhlch  damage  may  possibly  be  done  to  a  listener' s  hearing.  The 
alert  signal,  therefore,  should  be  presented  at  a  level  somewhere  between  50 
and  130  lb. 

On  the  basis  of  overall  research  studies,  M30  researchers  conclude  that  the 
alert  signal  Should  be  presented  so  ss  to  provide  a  sound  pressure  level  of 
80  to  100  db  at  the  listener's  ear.  Limited  experimentation  at  System  Develop* 
ment  Corporation  Indicates  that  the  recommended  alert  signal  should  be  prd-  ' 
seated  at  a  sound  pressure  level  of  90  db  at  10  feet.  Though  the  effort  ex* 
pended  In  this  area  has  not  bear  conclusive,  it  appears  evident  that  the  loudest 
alert  signal  has  the  greatest  alerting  potential. 


/dsn* 

■a  *V  r  .1 ). 
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4.4  WARHIBO  MESSAGES 

There  is  little  information  available  regarding  the  format  and  content  of 
the  warning  messages  to  be  broadcast  by  the  system.  The  messages  recommended 
are  based  upon  analysis  of  known  responses  of  people  to  disaster  warnings. 

The  complete  flexibility  inherent  in  prerecorded  messages  allows  the  messages 
recommended,  to  td  changed  as  more  experience  la  gained  with  the  Radio  Warning 
System.  The  sassages  transmitted  are  self-explanatory  and  can  be  changed 
without  risk  of  loss  of  previous  conditioning  of  the  public.  Therefore,  the 
recocmended  messages  can  be  changed  even  after  the  system  la  operational. 


4.4.1  Perception  of  Speech 

Developing  message  formats  and  content  is  further  simplified  by  the  nature  of 
speech  itself.  A  verbal  ccanunlcatlcn  is  Inherently  resistant  to  distortion 
because  of  the  high  redundancy  inherent  In  speech .  The  sound  pressure  level 
at  which  the  r^ssage  is  presented  is  also  relatively  uncritical.  There  ap¬ 
pears  to  be  an  optimum  level  for  a  voice  message  delivered  over  any  casmunlca- 
tions  system.  Below  this  optimum  level  an  Increasing  number  of  speech  compo¬ 
nents  fall  below  the  threshold  of  audibility;  above  it  the  ear  tends  toward 
fatigue.  limited  experimentation  at  System  Development  Corporation  in¬ 
dicates  that  the  sourjd  pressure  level  of  a  warning  manage  should  be  approx¬ 
imately  75  db  at  ID  feet.  Beyond  this  point,  the  distortion  Inherent  In  a 
loud  voice  message  sounded  through  *  variety  of  small,  radio  speakers  became 
very  annoying,  perhaps  because  of  the  fatigue  factor  mentioned  above. 

A  more  critical  factor  that  must  be  considered  In  assuring  the  quality  of  the 
message  delivered  to  the  public  is  the  speed  of  delivery.  Laboratory  ex¬ 
periments  have  established  120  words  per  minute  as  the  optimal  rate  of  delivery. 
This  rate  Is  used  in  the  time  calculations  associated  with  the  proposed  messages. 

* 

The  final  factor  that  aaurt  be  considered  in  preparing  warning  messages  Is 
highly  qualitative.  A  verbal  message  carries  considerable  information  about 
tbs  speaker.  Studies  bars  Indicated  that  listeners  often  agree  among  thaavelves 
that  an  unseen  speaker  seems  to  be  what  be  Is  not;  these  studies  have  often 
resulted  in  attributing  qualities  to  a  speaker  with  a  consistency  significantly 
greater  than  chance,  but  in  the  wrong  direction,  lot  all  the  listener's  infor¬ 
mation  depends  upon  the  speaker's  choice  of  words;  therefore,  care  vest  be 
exarelaed  to  assure  that  the  delivery  of  tbs  prereoorded  message  does  not  weaken 
the  anticipated  effect  of  the  verbal  content  of  the  massage. 

4.4.2  Message  Characteristics 

An  effective  vrming  message  should  have  the  following  attributes: 

1.  Official.  The  message  rtiould  represent  to  the  recipient 
the  official  policy  of  the  v^nzizg  agency.  Xn  the  case  of  tac¬ 
tical  warning,  the  agency  is  tho  federal  government. 
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2.  apwHlva.  The  message  should  not  be  easily  ignored. 

The  danger  inherent  in  the  lapending  situation  should  be 
•"nallcit.  In  pert  the  effectiveness  of  the  message  itself 
can  be  favorably  augmented  by  the  prior  presentation  of  a 
suitable  alert  signal;  by  effective  delivery;  and  by  repeti¬ 
tion,  over  verbatim  repetition. 

3.  Unequivocal.  He  message  should  be  simple,  clear,  and 
direct .  It  should,  furthermore,  allow  no  possibility  of 
incocaintent  interpretation;  any  instruction  given  should 
be  completely  consistent  and  non  contradictory. 

4.  Personal.  He  message  should  convince  the  recipient 
that  lie  personally  is  in  danger  and  that  the  protective 
action  prescribed  applies  directly  to  him. 

5.  Balanced.  The  message,  in  order  to  produce  effective 
action,  nut  balance  the  danger  of  attack  with  the  pro¬ 
tection  afforded  by  taking  the  appropriate  action.  Fail¬ 
ure  to  do  this  may  produce  ineffective,  maladaptive  action, 
or  may  result  in  an  apathetic  rejection  of  any  action. 

i  ,  . 

The  tactical  warning  message  is  a  true  warning  message:  It  warns  of  a  specific 
threat  (nuclear  attach)  for  which  specific  protection  is  available  (fallout 
shelters).  Additionally,  a  tactical  warning  is  time  critical;  an  effective 
response  to  it  must  be  prompt.  The  other  messages  disseminated  by  the  system 
are  not  true  warning  msssagss;  rather  they  are  announcements  of  specific  con¬ 
ditions  warranting  public  attention.  The  tactical  warning  message  and  the 
other  messages  disseminated  via  the  Radio  Warning  System  are  presented  In  Tables 
1-2  through  1-6. 


4.4.3  Rules  for  Message  Formats 

Certain  rules  have  been  devised  for  formatting  messages.  These  rules  axe  in¬ 
tuitive  and  have  not  been  subjected  to  laboratory  testing.  They  have  been 
applied  as  consistently  as  possible  to  all  messages. 


1.  Message  Flags.  These  are  one  or  two  attention-getting 
words  (repeated  twice)  that  identify  the  general  character 
of  each  type  of  message.  Repetition  Is  used  to  emphasise 
the  message  Where  appropriate;  this  is  particularly  true  of 
the  strategic  warning  message,  ifeich,  if  it  baa  to  waken 
a  sleeping  population,  will  have  to  to  so  without  the  aid 
of  an  alert  signal. 


2.  Start-Stop  tethtsls.  Wherever  possible,  key 
placed  ct  either  the  start  of  a  sentence  or  at  the 
a  sentence.  Xn  all  cases  key  words  are  placed  at 

of  a  1 
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3.  Redundancy.  Two  typed  of  redundancy  have  been  built 
Into  the  Radio  Warning  System  me  a  sage*:  redundancy  within 
each  message;  and  redundancy  through  repetition  of  complete 
messages  as  long  as  the  systea  operator  feels  that  repetition 
can  rouse  more  people  to  take  protective  action. 


4.5  RECOWENIED  MESSAGES 

Table  1-2.  Proposed  Tactical  Alert  and  Warning  Message 


Item 

Content 

Word 

Count 

Time 

(8ec) 

1 

(Alert  Signal) 

ko 

2 

ATTACK— ATTACK 

2 

3 

THE  UNITED  STATES  IS  URIER  NUCU5AR  ATTACK 

7 

If 

I  REPEAT— THE  UNTIED  STATES  IS  UNEER 
NUCLEAR  ATTACK 

9 

10 

5 

GO  TO  SHELTER 

3 

6 

00  TO  SHELTER  IMMEDIATELY 

4 

7 

YOU  ARE  IN  DANGER— YOU  CAN  SAVE  TOUR  LUZ 
IF  YOU  IMMEDIATELY  GO  TO  SHELTER 

15 

10 

Total 

ko 

60 

4.5*1  Tactical  Warning  Message 

It  is  recent mV4  that  the  verbal  portion  of  the  tactical  warning  message  be 
presented  at  a  sound  pressure  level  of  75  db  at  10  feet;  the  rationale  for 
presenting  the  alert  signal  at  a  sound  pressure  level  of  90  db  at  ID  feet 
has  already  been  discussed. 

It  Bust  be  pointed,  out  that  the  instruction  00  TO  SSUTSR  is  predicated  upon 
two  assumptions:  r 


rv_. 


1.  Nben  the  Radio  Warning  8y*tem  is  laplsaented,  there  will 
be  adequate  shelter  space  for  the  total  population,  distribu¬ 
ted  so  aa  to  provide  approximately  15- Minute  access  tine  in 
urban  areas. 
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2.  As  a  result  of  specific  end  intensive  educational  effort e — 
reinforced  by  the  Installation  of  a  shelter  system  and  the  Radio 
Warning  System— the  vast  majority  of  the  public  will  know  in  the 
time  frame  of  the  system  the  purpose  of  both  the  Radio  Warning 
System  and  the  shelter  system,  the  nature  of  the  attack  hazards, 
and  the  proper  response  to  an  attack  varning. 


If  either  of  these  assusptlons  lo  not  valid,  then  the  instruction  00  TO  flnsiipEH 
cannot  be  effective.  Instead  the  Instruction  TORN  OR  TOUR  RADIO  FOR  INFORMA¬ 
TION  would  have  to  be  reconeended  because  of  the  degree  to  which  this  instruc¬ 
tion  would,  within  the  obvious  time  constraints,  allow  local  officials  to  re¬ 
inforce  the  warning  and  direct  the  responses  of  the  public. 


Tbs  strategic  varning  message  is  not  a  true  warning  message:  It  only  warns  of 
a  generalised  emergency  and.  therefore,  cannot  prescribe  s  pecific  protective 
measures  (see  Section  4.4.2).  The  response  of  the  auditor  generally  need  not 
be  as  timely  es  his  response  to  a  tactical  wmi  The  strategic  warning  mes¬ 
sage  should  be  official  and  unequivocal;  ?jut  it  cann.il  be  personnel.  Impressive, 
or  balanced,  set  least  as  these  terms  have  been  defined  above.  Because  of  the 
leek  of  a  specific  threat,  balance  is  Impossible;  consequent!  ’,  the  message  must 
play  down  the  Impressiveness  of  u  warning  over  the  warning  receiver  in  order 
not  to  cause  undue  alarm  and  maladaptive  rt  spouses.  The  a^ert  signal  is  not 
used  because  of  tbs  necessity  to  reserve  It  for  a  tactical  writing,  which 
requires  a  time-critical  response.  It  is  reoussended  that  the  first  cycle  of 
the  strategic  warning  message  be  broadcast  at  a  sound  pressure  level  of  90  db 
at  10  feet  in  order  to  increase  the  probability  of  attracting  attention  without 
the  necessity  of  using  sa  alert  signal;  subsequent  cycles  of  the  strategic 
warning  message  are  to  be  broadcast  at  a  sound  pressure  level  of  75  db  at 
10  feet  to  increase  the  intelligibility. 


She  delivery  of  the  massage  must  comr  te  tsmsdlacy,  but  urt  Imminent  danger. 
The  strategic  warning  message  Is,  therefore,  more  accurately  characterised  as 
an  advisory  announcement  of  a  more  spa  xiiic  warning  to  be  disseminated  via 
commercial  radio  and  TV  stations.  Presumably  the  radio  or  television  set, 

When  the  listener  turns  it  on,  will  give  him  more  information  about  a  probable 
nuclear  attack,  but  the  strategic  warning  message.  Itself,  is  sufficiently  gen¬ 
eral  that  it  can  be  used  for  any  purpose  grave  enough  to  warrant  warning  the 
entire  nation. 

Tables  1-3  and  1-4  contain  the  proposed  strategic  varning  steerages.  Two  dif¬ 
ferent  messages  are  proposed,  one  for  areas  served  by  a  special  low- frequency 
station  (Table  1-3);  the  other,  for  areas  served  by  local  M ,  M,  and  TV 
stations  (Table  1-4). 
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Table  1-3*  Proposed  Strategic  Warning  Message 
for  Areas  Served  by  a  Low-Frequency  Station 


FOR  INFORMATION  TORN  OB  YOUR  RADIO  OR  TV 

I  REPEAT— TORN  OR  YOOR  RADIO  OR  TV  FOR 
INFORMATION 

(SAME  AS  1-5) 


THE  STATION  YOU  USUALLY  LISTEN  TO  MAY  IKJT  BE 
OR  TBE  AIR— IN  THAT  CASE  TONE  TO  ANY  RADIO  a 
TV  STATION  THAT  IS  ON  THE  AIR 

(SAMS  AS  1-5) 


Total 


1-4.  Proposed.  Strategic  Warning  Massage  for  Areas 
Served  by  an  AM,  KM,  or  TV  Station 


Word 

Count 


Content 


for  Information  tore  to  radio  station 
vm,  1250  or  your  radio 


PCM  INFORMATION  TORN  ON  TV  STATION 
WXXZ-TV,  CHANNEL  10 


I  ’REFIAT— TUNE  TO  R.1DI0  STATION  WTfZ 
1250— 1250— ON  YOUR  RAjJlO  DIAL  FOR 
INFORMATION 


I  REPEAT— TORN  ON  TELEVISION  STATION 
WXYZ-TV,  CHANNEL  20— CHANNEL  10— FOR 
INFORMATION 


Radio 


Radio  «  25 


Radio  •  76 


Total 


Word 

Count 


Content 


1 

FAJJ-: E  ALARM— FALSE  ALARM 

4 

8 

THE  AIART  SIQTAL  OR  EMERGENCY  MESSAGE  YOU 
JUST  HEL\HD  WAS  A  FALSE  ALARM 

13 

3 

I  REPEAT- -A  FAISE  ALARM  WAS  JUST  SENT  OUT 
OVER  THE  RADIX)  WARNING  SYSTEM 

14 

4 

DISREGARD  ANY  ALERT  SIGNAL  OR  EMERGENCY 
MESSAGE  YOU  JUST  RECEIVED  FROM  YOUR  WARNING 
RECEIVER 

14 

5 

I  REPEAT— DO  NOT  CARRY  OUT  ANY  IMKRGENCY 
INSTRUCTIONS  YOU  MAY  HAVE  RECEIVED  FROM 

YOUR  WARNING  RECEIVER 

17 

6-7 

(Same  as  2  and  3) 

27 

44 

8 

IN  GREER  ROT  TO  INCONVENIENCE  YOU  FURTHER, 

WE  ARE  NOW  ENDING  THIS  FALSE  ALARM  MESSAGES 

15 

9 

ViS  HOPE  YOU  HAVE  N(T  BEEN  RADIY  INCONVEN¬ 
IENCED  BY  THIS  FALSE  ALARM 

22 

•  r*  Vt'id 

13 

■ 

Total 

u6 

?r 
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Cancel  Falao  Alarm  )!>>»«» 

This  type  of  meaaage  1*  not  a  warning  ressage:  it  cancels  a  prior  false  alarm 
that  reached  the  public.  It  nay  he  tine  critical.  If  the  false  elan  was  it 
apparent  tactical  veriine,  and  the  public  has  been  trained  to  take  shelter 
prcrptV,  as  has  been  assumed,  then  a  timely  cancel  message  will  minimize  the 
incortenlence  and  confusion  by  countermanding  •  belter Heorcaent  instructions  • 

If,  however,  the  faloe  alarm  was  an  apparent  strategic  warning,  then  the  dis¬ 
semination  of  a  cancel  message  le  less  time  critical  because  no  shelter  move¬ 
ment  le  Involved.  The  message  should  be  official  and  unequivocal,  as  defined 
above,  but  it  cannot  be  impressive,  balanced,  or  personal.  Someone  or  some¬ 
thing  ajsoelated  with  the  Radio  Warning  System  delivered  tn  official"  warning. 
Indeed,  a  false  alarm.  There  is  no  possibility  of  personalizing  such  a  message; 
there  la  no*  danger  for  the  listener  to  identify  it  au  a  threat  to  himself.  The 
lack  of  threat,  and  the  ccnsrquent  cancellation  of  instructions  to  take  pro 
tectlve  action,  invalidate  the  possibility  of  preparing  an  impressive  or  a 
balanced  message.  The  message  itself  is  critical  because  it  aids  in  minimiz¬ 
ing  potential  compromise  of  the  Radio  Warning  System  and  of  the  entire  civil 
defense  system  that  may  result  from  a  large-scale  false  elans. 


Table  1-5  contains  the  text  of  the  Proposed  Cancel  False  Alarm  Message.  It  is 
recommended  that  this  message  be  presented  only  once,  that  it  not  be  repeated 
as  are  the  tactical  warning  and  at  ntegic  warning  messages,  and  that  presenta¬ 
tion  be  at  a  sound  pressure  level  of  75  db  at  ID  feet. 

4.5'fc  Teat  Messages 

Test  messages  are  routine  messages  to  Which  the  public  will  be  exposed  with 
some  frequency.  The  public  response  to  these  messages  can  be  highly  significant i 
The  messages  can  help  to  l)  familiarize  the  pjbllc  with  the  operation  of  the  , 
System,  2)  locate  felled  or  falling  receivers,  and  3)  Identify  the  System  as 
a  source  of  meaningful,  potentially  lifesaving  information.  These  messages 
are  time  critical  in  a  special  sense;  they  should  always  occur  at  a  time  select¬ 
ed  to  reach  the  largest  number  of  people.  They  Should  also  have  the  character¬ 
istics  of  the  tactical  warning  message  itself,  though  to  an  extent  limited  by 
the  fact  that  they  are  being  used  in  tests.  The  test  messages  can  bt  used  to 
condition  the  public  to  the  possibility  of  hearing  a  warning  message  over  the 
Radio  Warning  System  and  to  the  need  for  each  listener  to  take  the  protective 
action  specified.  Thus,  while  a  test  message  is  not,  by  Itself,  a  critical 
message,  an  ineffectively  designed  or  used  test  message  can  vastly  degrade  re¬ 
sponse  to  rn  attack  warning  \Sen  it  la  ultimately  disseminated,  ihile  an  effec¬ 
tively  designed  and  used  teat  message  can  enhance  the  response  to  an  attack 
warning. 

Tables  1-6  and  1-7  contain  proposed  teat  messages.  Tbs  message  in  Table  lr6 
le  designed  primarily  to  faamiarlze  the  public  with  the  operation  of  the  Radio 
Warning  System  and  to  help  locate  failing  receivers.  The  massage  in  Table  1-7, 
in  contrast,  is  primarily  designed  to  help  condition  the  public  to  recognize 
and  respond  to  the  alert  signal  used  in  the  tactical  warning  message. 
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It  im  rccamended  that  th  text*  of  both  nmgsi  be  presented  at  sound  pressure 
Tevol*  of  65  db  at  70  feet,  aid  that  he  alert  signal,  vher>  used,  be  presented 
at  t  sound  pressu^  level  of  60  db  »t  ZO  feet . 

1 "  k  ’  '  ,3r '/  2?  t -fSK  ~  It  IK  ♦awiS 


Tab!'-  1-6*  proposed  Test  Message  Without  Alert  Signal 


Content 


COS  IS  A  TEST  OF  HE  RADIO  WARNING  SYSTEM 


ATTSNTICn  TO  THIS  TEST  MESSAGE  COULD  SAVE 
YO®  LITE 


WE  AJK  TESTING  YOUR  WARNING  RECEIVER 


IF  YOUR  RECEIVER  DOES  NOT  SOUND  R3EHT,  FUSASE 
TAKE  IT  TO  YOUR  NEAREST  FIRE  HOUSE  FOR  TEBT- 
INO  OR  KEPIACBCNT  AT  NO  COST  TO  YOU 


IN  AN  EMERGERIY,  A  MESSAGE  ON  YCUR  WARNING 
RECEIVER  WOULD  TELL  YOU  *>Sa2  YOU  SHOULD  DO 


PROMPT  RESPONSE  TO  A  WARNING  COULD  SAVE  YCUR 
LOT 


THIS  CONCLUDES  A  TEST  OF  THE  RADIO  WARNING 
SYSTEM 


I  REPEAT— THIS  HAS  B58N  A  RADIO  WARNING 
SYSTEM  TEST 


Word 

Tine 

Count 

(8ec.) 

wil  ■  M 


fc n iWJmV  YjTrg «,  r 


T»bl*  X- 7»  PropoMd  Test  Mm0«0»  with  Modified  Altrt  &tgn*l 


IBIS  TB  A  TEST  CT  THE  RADIO  WARNING  SYSTEM 


Amman  to  thib  test  message  could  m 

TOUR  iJTE 


m  CASE  or  A  NUCLEAR  ATTACK  (XV  THE  UNITED 
STATES,  TBS  FOLLOWING  SIGNAL  WOULD  BE  80U1CKD 
LOUDLY: 


IN  A  NUCLEAR  ATTACK  THE  ALERT  SIGNAL  YOU  JUST 
HEARD  WOULD  BE  FOLLOWED  BY  TBS  INSTRUCTION  TO 
TAKE  SHELTER  OMDXATEXX 


PROMPT  RESPONSE  TO  THE  ALERT  SIC&tAL  AND  THE 
INSTRUCTION  TO  TAKE  SHELTER  COULD  SAVE  TOUR 
LEFT, 


I  REPEAT— THIS  HAS  BEEN  A  RADIO  WARNING  SISOM 
TEST 


■» 
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5.0  maum  at  chapter  five:  review  a®  rvaluati ob  of  niac  sdgnaltng 

1GTBQD8 

This  chapter  review  and  evaluates  the  activities  to  date  of  the  Federal  Com¬ 
munications  Ccnraiasion  (FCC)  In  the  develojment  of  civil  defense  alerting 
and  warning  techniques  suitable  for  use  by  commercial  radio  and  TV  broadcast 
stations,  initially,  the  effort  undertaken  In  early  1963  by  a  working  group 
of  the  National  Industry  Advisory  Connlttee  (NIAC)  attempted  to  devise  techniques 
applicable  to  indoor  public  alerting  and  warning  for  use  In  individual  hones, 
transient  accomodations,  and  places  of  business.  In  March  J$6k,  however*  the 
NIAC  effort  was  redirected  toward  davelopeent  of  signaling  techniques  for  initi¬ 
ating  KBS  operations. 

Fran  thirteen  proposals  submitted  in  response  to  *  public  notice  In  February 
1963,  NIAC  selected  four  for  further  development  end  testing*  These  were 
originated  by  Columbia  Broadcasting  System  (CBS);  Rtilco  Corporation  (Rxilco); 
General  Electric  Caapeny  (CE);  end  Zenith  Radio  Corporation  (Zenith). 

5.1  UMTEATICN3  CP  NIAC  APPROACH 

Hie  mode  of  operation  of  NIAC  is  found  to  be  inadequate  because: 


1.  It  lacks  comprehensiveness.  NIAC  responds  only  to  proposals 
and  does  not  designate  certain  techniques  as  requiring  further 
study. 

2.  It  capitalises  upon  the  potential  coanerclal  profit  that  a 

successful  proponent  stands  to  gain  from  his  effort.  Obese  com¬ 
mercial  goals  are  largely  inapplicable  to  the  development  of  an 
alerting  and  warning  system.  "* 

3.  It  lacks  adequate  guidance  as  to  the  requirements  that  such 
a  system  would  here  to  meet.  Thus,  each  of  the  four  proponents 
proceeded  to  meet  hlr  own  performance  requirements. 

ra  '  .  •'  •  ;  *  V-  .  V 

5-2  POSITIONS  TAKEN  BY  PRCEPCHERTS 
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Each  proponent  prepared  a  final  report  that  evaluated  his  effort  in  comparison 
with  those  of  the  other  proponents*  A  brief  review  of  these  Is  Included  in  * 
the  chapter,  together  with  tables  swmarlzlng  some  of  each  of  thalr  key  re¬ 
quirement  e. 


5.3  NIAC  TESTING  TECHNIQUES 


The  NIAC  tests  of  the  preposed  signaling  techniques  were  divided  into  bench 
tests  and  field  tests.  These  are  summarised  and  found  lacking  because,  though 
Informative,  they  are  unconvincing  because  they  do  not  establish  the  fact  that 
they  warn  dealing  with  the  total  radio  envlrocment. 

* jb  « jfai' *V  ’  Stf1-  1  .  >  '  *  V  ,  ■.»  -  ,  * 
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$.b  COBCLUBICHB 

Lack  of  standardised  requirements  makes  It  impossible  to  select  one  system  m 
superior  to  any  other;  la  feet,  It  invalidates  ouch  of  the  work  performed  by 

me* 

: \  - j  ,  "  ' 1  '  '  '  ’  T’ 1  “,IV  J  •* 

NIAC  attempted  to  establish  through  e  combination  of  bench  and  field  testing 
e  severe  environment  la  vhlch  to  test  receivers  for  falsa  slam  and  no  alarm 
failures.  The  bench  tasting  appears  to  have  been  rigorously  planned  and  scan* 
dardlsed,  but  without  the  establishment  of  precise  test  duration.  The  field 
teats  mere  also  carefully  designed,  but  operated  for  so  short  a  time  sa  to 

1  (possible  any  guarantee  that  the  teat  environment  exhaustively  represented 
the  f*JJL  range  of  environments  in  vhlch  operational  receivers  would  have  to 
function. 

While  the  me  effort  provides  soot  useful  Information,  the  lack  of  standard- 
lead  requirements  and  of  exhaustive  testing  make  selection  of  alerting  and 
warning  signaling  techniques  and  an  associated  receiver  premature.  This  is 
true  even  if  the  receiver  is  used  only  for  initiating  Bssrgency  Broadcast 
Syftem  (KBS)  operations  in  the  participating  radio  stations.  Acceptance  of 
one  of  the  proposed  techniques,  even  if  it  is  only  for  controlling  KBS,  will 
tend  to  preempt  signaling  technique*  used  for  heme  alerting  and  waning.  It 
la  likely  that  the  Implementation  of  one  of  the  NIAC  signaling  techniques  for 
BBS  control  will  neks  the  broadcasters  reluctant  to  iaplesssnt  e  second  -technique 
for  hams  alerting  and  warning.  If  a  technique  la  selected  for  KBS  control  be* 
fore  a  technique  la  selected  for  public  alerting  and  warning  it  is  possible  that 
the  opt  inn  public  alerting  technique  may  be  incompatible  with  the  KBS  control 
technique. 


IMBEJM3  on 


Chapter  discusses  the  use  (and  misuse)  of  probabilistic  aodels  for  pre¬ 
dicting  the  false- alam  reliability  of  receivers  for  the  Radio  Warning  System. 
What  prompted  the  discussion  wee  an  examination  of  two  such  aodels  derived  by 
corporate  members  of  the  Rational  Industry  Advisory  Ccnndttee  (KIAC)  Systems 
Analysis  Ad  Hoc  subcomlttae.  One  was  devised  by  the  Radio  Receiver  Department 
of  General  xdectric  Ccapeny;  the  other  by  Rxllco  Corporation. 

• 'r  >  '  Oc  ,-**  A jp  .  v-v  -ft  •» 

The  Osne:<al  KLsctric  model  contains  several  critical  errors  of  math sawt leal  de¬ 
tail,  which  are  demonstrated.  Nora  important,  however,  both  models  amy  be  in 
error  on  more  basic  grounds:  A  mathematical  model  of  a  real  process  is  only  as 
valid  as  the  assumptions  upon  Which  it  is  based;  and  the  assumptions  axe  valid 
only  to  the  extant  that  they  reflect  the  process  they  axe  attempting  to  model. 
In  the  problem  at  hand,  that  Of  predicting  the  likelihood  of  receiver  false 


*»Ujn 
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1.  The  relative  impact  of  frequency,  amplitude,  and  duration 
on  the  likelihood  of  false  alarms  is  hot  dear* 

2.  The  degree  to  vhich  the  shove  characteristics  are  mutually 
related  in  the  likelihood  of  their  assuming  certain  values  ie 
not  known. 

Therefore,  it  is  recommended  that  either  such  empirical  data  he  obtained,  or 
that  attempts  at  this  kind  of  prediction  through  mathematical  modrling  be 
avoided  in  the  future. 

7.0  ?m)n)*Vsr^j3^buS  3^8513°  IBOOBAM  MMaLiIAL 


This  chapter  presents  a  method  for  preventing  a  broadcast  station  from  ever 
transmitting  demoting  signals  to  radio  warning  receivers  tuned  to  it  during 
normal  broadcast  operations.  The  proposed  method  removes  objections  that  sta¬ 
tion  owners  might  hove  to  using  devices  that  could  degrade  their  transmissions. 

The  technique  uses  notch  filters  to  remove  the  demoting  tones  from  broadcast 
material.  The  technique  overcomes  the  objections  of  brprdcastcrs  by  Inserting 
the  notch  filters  dynamically  into  the  station  programming  line  only  when  the 
damutlng  tones  appear  for  a  long  enough  period  of  time  to  threaten  a  false 
alarm.  If  a  valid  warning  is  required,  the  notch  filters  would  be  inhibited 
from  insertion  in  the  programming  line  before  tbe  demoting  tones  wnre  trans¬ 
mitted.  Thus,  the  notch  filters  would  be  in  tbe  programming  line  only  as  long 
as  they  were  needed  to  prevent  a  false  alarm  and  would  not  degrade  the  quality 
of  normal  program  material.  It  is  recommended,  therefore,  that  all  future  plan¬ 
ning  for  the  Radio  Warning  System  include  dynamically  controlled  filtering 
technique. 

8.0  SUMMARY  OF  CHAPTER  EIGHT:  COHERENT  RECEIVER  gVBLOBCTT 


This  method  reviews  and  stnmarlses  work  performed  in  developing  secure  signal¬ 
ing  methods  for  demoting  base  warning  receivers.  This  effort  evolved  flrem  an 
Investigation  of  receivers  developed  by  the  Vetionel  Industry  Advisory  Ccasait- 
tee  (WIAC).1  Two  deficiencies  were  found  in  the  9IAC  evaluations: 

1.  The  attempt  to  enhance  several  of  tbs  reports  with  mathematical 
analyses  based  bn  Unsupported  assumptions  About  the  noike  and  program 
material  environments  of  the  proposed  receivers  was  thwarted  by  the 
lack  of  idequate  information  on  the  distribution  of  noise  in  the 
broadcase -frequency  band. 

2.  Also  lacking  was  any  information  on  the  time,  duration,  and 
frequency  of  tones  that  exist  in  commercial  broadcast  material. 

“^Chapter  Five,  "Review  and  Analysis  of  IXAC  Signaling  Methods.” 


31  January  1966 


1-36 


TK-L-1960/090/00 


oince  It  la  believed  that  auch  data  are  nonexistent  la  tha  fora  needed  for  a 
proper  analysis  of  the  effect#  of  program  Material  on  receiver  daunting  cir¬ 
cuitry  and,  furtheraure,  that  any  effort  to  collect  adequate  data  would  be 
tljae- consuming,  costly,  and  Inconclusive,  It  vas  decided  to  study  the  pos¬ 
sibility  of  developing  desalting  circuitry  that  would  respond  only  to  unique 
signals  that  could  not  normally  be  produced  by  either  natural  or  man-made 
sources. 


O 


8.1  CONCLUSIONS  AND  RECCM4EKDATI0NS 

Several  configurations  Involving  special  usage  of  single  or  dual  transmitter* 
with  particular  receiver  designs  were  Investigated.  Three  of  the  most  note¬ 
worthy  designs— a  tvo-trsnaaitter  concept;  a  tvo- station  coherent  signal  con¬ 
cept;  and  a  single- station  coherent  signal  concept  are  discussed  and  considered 
to  be  technically  feasible,  but  are  rejected  for  possible  application  in  the 
Radio  Warning  System  because  of  excessive  costa. 


A  coherent  receiver  la  presented  that  applies  the  coherency  principle  to  reed 
relays  as  a  means  of  bringing  costa  down  to  an  acceptable  level. 


Although  only  part  of  the  circuit  described  has  been  treadboarded  and  tested, 
it  la  believed  that  Its  principle  la  sound  and  offers  the  real  possibility 
of  improving  the  false  alarm  characteristics  of  the  radio  warning  receiver. 

As  comparative  costing  figures  are  still  not  available,  It  Is  not  possible  to 
place  a  dollar  value  on  the  costa  of  this  design;  however,  the  number  and  types 
of  components  used  arc  comparable  to  those  used  In  the  conventional  two- tone 
denting  circuit  currently  under  development  for  XD,  and  It  la  believed  that 
the  coats  should  be  In  the  asms  range.  Noire  development  work  needs  to  be  done 
to  prove  the  operat  ion  of  this  circuit,  but  it  la  belleveA  that  such  an  effort 
would  be  worthwhile  to  the  Radio  Warning  Program.  It  la  recossaead  d,  therefore, 
that  such  *evelopnentsl  work  be  undertaken. 


9.0  SIM4ARY  OF  CHAPTER  NIBS!  A  OOgfiXiaM  OT  KIAC  AND  PCD  RBQIIVKR8 


Three  radio  warning  hoes  receivers  are  compared  In  this  chapter:  those  proposed 
by  Philco  Corporation  and  Zenith  Radio  Corporation  to  the  Rational  Industry 
Advisory  Coomlttee  of  tha  Federal  Ccsawnlcat*ct*a  Commission,  and  the  one  that 
la  being  developed  for  the  Office  of  Civil  Defense. 

The  standard  criteria  that  are  used  to  compare  these  receivers,  one  with 
another,  are  derived  from  an  authoritative  document  accepted  within  OCD  which 
define*  the  operational  requirements  for  the  Radio  Waning  8ystsm  (eee  Chapter 
One,  "interim  Operational  Requirements"). 


Enumerated  la  a  compilation  of  those  requirements  pertinent  to  the  homra 
•receiver.  Thera  follows  on  evaluation  of  each  receiver  In  relation  to  tbsss 


i 
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requirements,  supported  by  a  table  lifting  the  ilgnif  leant  oparating  parameters 
of  each  receiver-  The  only  real  difference*  in  the  receiver#  are  the  logic  of 
tba  desalting  circuitry  and  the  philosophy  of  operation.  The  OCD  receiver  design 
vm  the  result  of  a  careful  consideration  of  the  operational  requirements  as 
propounded  and  defined  by  numerous  discussions  tad  working  group  Meetings  with 
OCX)  technical  personnel.  On  the  contrary,  the  HIAC  receivers  w ere  derived  inde¬ 
pendently  by  individual  manufacturers  each  working  from  his  own  definition  of 
the  operational  requirements . 

tflng  the  fequirenents  generally  acceptable  by  OCD  as  a  yardstick.  It  is  evi¬ 
dent  that,  of  the  throe  receivers  compared,  only  the  OCD-proposed  one  is  compa¬ 
tible  with  tl»  suasion  of  a  civil  defense  public  warning  system. 


Ibis  chapter,  Which  extends  ideas  previously  presented  in  Chapter  Six,  focuses 
on  the  following  problem:  Is  it  possible  to  arrive  analytically  at  an  optima 
cgnallng  technique,  using  conventional  methods,  that  will  minimize  the  prob¬ 
ability  of  receiver  false  alarms  caused  inadvertently  by  normal  broadcast  pro¬ 
gram  material? 


The  approach  token  in  solving  this  problem  may  appear  to  violate  the  conclu¬ 
sions  previously  presented  in  Chapter  Six  because  mathematical  models  are 
used.  However,  the  models  are  qualitative,  not  quantitative,  and  the  conclu¬ 
sions  drawn  from  them  are  based  on  empirical  knowledge  of  the  type  of  program 
material  that  the  models  describe. 


The  result  lr  a  recommended  signaling  technique  for  controlling  the  public 
receiver  components  of  the  Radio  Warning  System.  It  nay  be  summrlzed  as 
follows: 


Whatever  signaling  technique  is  used  to  activate  the  public  receiver, 
it  must  be  such  that  a  receiver,  accidently  activated  by  noise  in 
the  radio  environment  that  duplicates  the  effect  of  the  transmit¬ 
ted  control  tones,  automatically  turns  oeff  in  the  absence  of  such 
noise. 


'Sub audible"  Control  Tones 


The  control  tones  used  to  activate  the  public  receiver  must  be  in¬ 
audible  at  the  receiver  output,  lying  either  above  or  below  that 
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portion  of  the  audio  spa ct run  used  by  the  hum  volet.  Since 
"eupersuattle"  frequencies  art  reproduced  In  practically  all 
combinations  In  the  course  of  musical  programming,  the  "sub- 
audible"  spectrin  appears  to  have  greater  potential  for  false* 
alarm-free  control.  This  potential  oan  be  enhanced  by  the 
proper  selection  of  control  tones. 


It  can  be  demonstrated  that  a  control  signaling  technique  -which 
uses  n  tones  transmitted  simultaneously  is  Inherently  more  re¬ 
liable  than  a  technique  which  uses  n  tones  transmitted  In  se- 
ouancs. 


t.  Continuous  Spectrum  of  Idualcal"  Tones 


The  auslcal  scale  must  be  considered  as  a  continuous  spectrum 
as  fer  as  analysing  the  programing  environment  to  which  the 
public  receiver  will  be  exposed.  In  other  words  there  are  no 
frequencies  that  cannot  appear  as  musical  tones,  not  even  In 
the  "subaudible"  range. 


It  Is  recta— iindsd  that  the  signaling  technique  used  to  activate 
the  public  receiver  In  the  Radio  Warning  System  have  the  follow¬ 
ing  characteristics: 


b.  Percent  Difference.  The  higher  tone  Should  have  a 
frequency  22  percent  greater  than  the  lower  tone. 


d.  Ten-Second  Time  Delay.  The  two  tones  should  be 
transmitted  for  at  least  10  seconds.  The  time  delay  of 
the  receiver  should  also  be  at  least  ID  seconds. 


It  Is  suggested  that  two  suitable  tones  for  use  in  receiver  control  be  87*31  Be 
end  106.52  &. 
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CHAPTER  TWO 

UTTER IM  OPERATIOHAL  REQUTRPfllTS 


1.0  INTRODUCTION 


This  chapter  la  a  compilation  of  the  operational  requirements  for  the  proposed 
Office  of  Civil  Defense  (OCD)  Radio  Warning  System,!  The  major  portion  of  these 
requirements  is  derived  from  discussions  about  the  capabilities  desired  for  the 
Radio  Warning  System  among  OCD  personnel  and  the  contractors  concerned  vith  the 
system.  These  discussions  have  taken  place  at  the  three  formal  meetings  of  the 
Working  Group  for  Radio  Warning  (6-9  July  196b,  29-30  September  196b,  and  6-10 
December  196b),  as  veil  as  in  several  informal  meetings  involving  OCD  and  contrac¬ 
tor  personnel  during  the  six  months  prior  to  publication  (1  February  1965). 

2.0  J0NCLUSI0HS  AMD  RECOMMENDATIONS 

The  operational  requirements  that  are  listed  and  explained  in  this  chapter 
constitute  a  consensus  of  the  best  thinking  that  has  been  done  to  1  Febi.'uaiy 
1965  on  the  Radio  Warning  System.  These  requirements  represent  a  statement 
of  the  areas  of  agreement  that  have  been  reached  wmoog  responsible  personnel 
of  OCD  and  associated  contractors  as  to  the  basic  operation  of  the  Radio  Waning 
System.  It  is  recommended  that  these  operational  requirements  he  accepted  by 
OCD  a-  the  basic  set  of  criteria  defining  the  operation  of  the  Radio  Waning 
System. 


Such  acceptance  by  OCD  vill  than  become  a  recognition  by  that  organization  that 
the  preliminary  steps  in  the  design  of  the  Radio  Waning  System  have  been  taken 
and  that  a  foundation  for  all  future  development  work  has  been  laid.  This  recog¬ 
nition  vill  then  serve  as  notice  to  all  design  personnel  that  their  designs  must 
conform  to  the  set  of  operational  requirements  that  have  been  agreed  upon  if  they 
are  to  be  considered  acceptable  to  the  Radio  Waning  System  development  program. 

While  these  operational  requirements  should  be  considered  as  defining  the 
fundamental  principles  of  the  Radio  Waning  System  and,  therefore,  should  be 
binding  upon  all  design  personnel,  they  should  not  be  considered  immutable. 

The  development  program  must  be  flexible  enough  to  allow  changes  to  be  made 
when  early  estimates  of  requirements  are  found  to  be  invalid  in  the  light  of 
increased  knowledge  gained  in  the  system  development  process.  The  making  of 
these  necessary  changes  should  not  be  Inhibited  by  this  set  of  operational 
requirement!,  but  the  discipline  exercised  by  OCD  in  directing  the  development 


1,  This  chapter  contains  the  seas  information  as,  but  does  not  supercede.  Radio 

2.  Systam  Development  Corporation)  Stanford  Research  Institute,  Menlo  Park, 
California)  and  Oautney  and  Jones  Cc—mnl cations ,  Inc.,  Washington,  D.  C. 
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efforts  on  this  program  ahould  require  that  change*  recommended  by  any  lumber 
of  tha  development  taaa  ba  coordinated  with  the  othrr  members.  It  ia  equally 
important  to  program  diaclpllne  that  atapa  ba  taken  to  amend  tha  documentation 
of  the  operational  requirement  a  ao  that  the  design  base  for  the  ayatem  vill 
alvaya  be  up  to  data  and  available  aa  a  source  of  baalc  input  to  all  membera 
of  the  deaign  team  aa  veil  aa  to  other  intaraatad  agenciaa  and  organizatlona. 


3.0  BACKGROUND  INPORMATION 

3.1  UNDERLYING  PUBLIC  REQUIREMENTS 

Before  the  deaign  and  development  of  a  aye-tea  to  warn  the  public  of  a  civil 
defenae  emergency  can  be  completed,  the  baaic  naada  of  tha  public  aa  they 
affect  the  lystem  auet  ba  determined.  Without  a  firm  underatanding  of  vhat 
it  la  that  the  public  vanta  and  needa  in  the  vay  of  warning,  any  deaign  and 
development  ef forte  vill  be  carried  out  in  a  vacuum.  The  needa  of  tha  public, 
aa  they  affect  the  ayatem,  muat  be  examined  in  tvo  aeparate  time  frames  : 
first,  when  a  situation  arises  that  puts  Ufa  in  Immediate  danger,  and  second, 
in  the  normal  preemergenc.y  period  when  participation  la  needed  to  make  the 
ayatem  operate  effectively  and  to  finance  its  installation  and  upkeep.  The 
requirements  derived  from  these  needs  apply  to  the  entire  Civil  Defenae 
Warning  System, of  which  the  Radio  Warning  System  la  a  part,  along  with  sirens, 
public  address  systems,  NEAR,  and  any  othar  techniques  that  may  be  used  in 
various  parts  of  the  country.  The  public  does  not  specify  the  means  by 
which  the  warning  ia  delivered  ao  long  aa  it  ia  received. 

3.1.1  Emergency  Time  Frame 

In  time  of  danger,  vhen  the  alert  signal  sounds,  a  person  wants  answers  to  the 
following  questions: 

What  ia  happening? 

Is  it  the  real  thing? 

What  do  I  do  about  it? 

He  wants  answers,  end,  in  an  age  of  nuclear  peril,  he  needs  them  immediately. 
Prom  these  questions,  it  is  possible  to  derive  three  basic  system  requirements 
that  the  user  demands. 

Coverage.  The  system  rist  be  designed  to  reach  as  many  people  as 
possible  within  the  constraints  of:  rapidly  accelerating  costs.  It 
must  deliver  an  alert  and  warning  irseptly  any  time  of  the  day  or 
night,  any  time  of  the  year.  It  nut  reach  members  of  the  public 
in  virtually  any  location  where  they  may  be  in  their  normal  activities. 
To  be  sure,  these  can  only  be  design  goals,  bnt  every  individual 
citizea  of  the  United.  States  who  cannot  be  reached  by  the  system 
represents  a  compromise  of  this  particular  system  requirement. 


o 
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2.  Credibility.  Not  only  must  the  public  receive  the  warning,  the 
warning  itself  must  be  credible  enot^gh  that  the  public  will  react  as 
though  the  threat  were  real.  If  there  is  sufficient  doubt,  valuable 
time  cin  be  lost  when  minutes,  surely,  and  even  seconds  may  count. 
The  system  must  be  reliable  in  performance,  and  the  warning  process 
must  contain  self-authenticating  features. 

3.  Content.  The  waning  process  must  Insure  that  direction  as  to 
what  to  do  to  meet  the  emergency  is  provided  to  the  public.  This 
presupposes  the  existence  of  protective  measures  and  an  interaction 
with  the  shelter  system  during  the  emergency  planning  process.  It 
leads  to  a  requirement  that  the  system  be  capable  of  transmitting 
voice  messages  and  th*t  these  meswages  be  intelligible  in  a  time  of 
great  stress.  Finally,  since  there  will  be  local  variation  in  the 
planned  course  of  action  to  be  followed  by  the  public,  the  system 
must  be  able  to  provide  warning  information  and  direction  that  is 
integrated  with  local  protective  measures .  Again,  it  must  be 
remembered  that  this  requirement  applies  to  the  overall  warning 
system,  not  necessarily  to  the  OCD  Radio  Warning  System  Itself. 

Local  voice  messages  may  be  provided  by  another  component  of  the 
warning  system.  If  this  is  the  case,  however,  the  interface  between 
the  OCD  Radio  Warning  System  and  such  a  component  will  require 
careful  planning  to  insure  an  integrated  functioning  of  the  warning 
process . 

3.1.2  Normal  Time  Frame 


In  the  normal  presoergency  time  period,  the  public  will  be  called  to  support 
the  system  in  several  ways.  First,  and  foremost,  the  public  will  have  to 
pay  for  the  system.  This  may  be  done  solely  through  taxes  each  family 
may,  in  addition,  have  to  buy  a  piece  of  equipment  out  of  poexet.  Second, 
the  public  may  have  to  be  called  upon  to  interact  with  the  systsn  in  a 
training  or  testing  capacity.  This  may  he  necessary  not  only  to  train  people 
in  how  to  save  their  lives  when  an  emergency  arises,  but  also  to  insure  that 
the  warning  system  itself  will  operate  effectively  in  the  event  it  is  needed. 
Finally,  the  public  rill  probably  be  required  to  put  up  with  seme  annoyance 
from  the  systam,  particularly  any  part  of  it  located  within  the  home.  This 
annoyance  may  range  from  having  a  little  black,  (or  perhaps  off-white)  box 
creating  an  unsightly  effact  on  tbs  bedroom  wall,  to  having  this  box  fail 
and  perc  out  80  or  90db  of  rock-and-roll  music  at  two  o'clock  in  the  morning. 

The  degree  to  which  the  public  is  willing  to  participate  in  supporting  the 
systam  and  interacting  with  it  will  be  conditioned  by  two  subjective  proba¬ 
bilities.  First,  how  111  >ly  is  it  that  an  attack  will  occur?  In  other  words, 
is  thsre  a  need  for  the  systam?  Second,  if  an  attack  comes,  art  chances  anj 
better  if  the  public  receives  a  warning?  In  other  words,  will  the  system,  do 
any  good?  Whlis  OCD  can  have  no  control  over  the  first  factor,  tha  second 
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one— Will  the  system  do  any  good?— can  be  aff&cted  by  the  deaign  of  an  effective 
system,  by  an  educational  campaign,  and  by  related  measures.  The  greater  the 
public  reliance  on  the  warning  ayatem  the  more  that  membera  of  the  public  can 
be  expected  to  contribute  in  money  and  effort,  the  more  they  can  be  countea 
upon  to  participate  in  teating,  and  the  more  forbearance  they  can  be  expejted 
to  offer  to  inconveniencea  impoaed  by  the  ayatem, 

3,1,3  Conclualon 


The  public  needa  that  must  be  met  in  the  deaign  of  the  Fadio  Warning  System 
can  be  summed  up  in  the  form  of  three  system  requirements  and  one  conditioning 
factor.  Requirements  are  that  the  system  must  provide  the  maximum  possible 
coverage,  must  have  adequate  credibibity,  and,  to  the  degree  made  necessary 
by  the  capabilities  of  the  entire  warning  system,  must  be  capable  of  directing 
the  public  to  carry  out  a  feasible  course  of  action  to  meet  the  emergency, 
fhe  conditioning  factor  is  that  only  to  the  degree  that  these  are  provided 
can  the  public  be  expected  to  support  the  implementation  aad  operation  of  the 
system  and  participate  with  it  in  working  effectively  toward  their  safety. 

In  designing  the  system,  the  requirements  must  be  met.  The  conditioning 
factor  cannot  be  put  in  quantitative  terms,  but  it  will  certainly  impose 
constraints  on  system  design. 

3.2  THE  ROLE  OF  OPERATIONAL  REQUIREMENTS  IN  SYSTEM  DESIGN 

In  the  previous  compilation  of  the  operational  requirements  for  the  Radio 
Warning  System  (TM-L-196o/021/01A)  ,  a  distinction  was  made  between  the  terms 
operational  capability  and  operational  requirement.  These  terms  were  put 
forth  in  an  attempt  to  distinguish  between  the  general  statements  made  during 
the  early  stages  of  system  design  describing  characteristics  desired  in  the 
system,  ucd  the  more  precise  statements  of  minimum  levels  of  performance  in 
specific  areas  of  system  operation  which  set  the  standards  which  the  system 
designer  must  meet.  The  former  constitute,  in  the  sense  usad  in  the  previous 
compilation,  operational  capabilities,  the  latter,  operational  requirements. 
These  terms  a.:e ,  however,  somewhat  confusing  because  they  have  been  used  in 
exactly  the  opposite  sense  in  other  contexts.  The  fact  remains,  however, 
that  there  is  a  difference  between  the  set  of  operational  requirements  that 
are  used  in  the  actual  deuign  of  the  system  and  the  Initial  "wish  list" 
drawn  19  by  the  people  who  intend  to  operate  the  system,  but  who  have  not 
had  r.  great  deal  of  experience  in  the  analysis  and  design  of  systems.  The 
Annex  to  this  chapter  contains  a  list  of  desirable  features  for  the  Radio 
Warning  System  drawn  up  by  the  Directorate  for  Plans  and  Operations  of  the 
Office  of  Civil  Defense,  For  the  system  operator  *  these  constitute  a  set  of 
operational  requirements.  For  the  system  designer,  however,  they  require 
further  refinements 
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She  cat  of  operational  requirements  which  the  system  designer  must  have  estab¬ 
lishes  the  minimum  standards  which  are  to  be  used  in  determining  which  system 
configurations  merit  consideration  for  implementation.  Any  configuration  which 
meets  the  operational  requirements  must  be  considered  equal,  at  least  for  study 
purposes,  to  any  other  configuration  which  meets  them.  This  means  that  the  set 
of  operational  requirements  must  specify  characteristic;  and  levels  of  perform¬ 
ance  in  every  area  of  operation  judged  essential  to  carrying  out  the  mission  of 
the  system,  and,  as  importantly,  only  in  such  areas.  Whi'.e  it  is  not  possible 
in  practice  to  prevent  additional  capabilities  which  a  particular  configuration 
■ay  possess  from  entering  into  the  evaluation  process,  it  must  constantly  be 
borne  in  mind  that  if  these  are  not  essential  to  the  system's  primary  mission 
they  should  not  be  weighted  heavily  in  the  evaluation.  If  it  is  decided  taey  are 
necessary,  then  the  requirements  should  be  modified  to  recognise  tbe  need  for 
these  capabilities  and  all  feasible  configurations  should  be  evaluated  against 
tiem* 

In  order  to  illustrate  the  iterative  process  necessary  to  bridge  the  gap  between 
the  system  operator's  specification  of  broad  operational  requirements  end  the 
system  designer's  need  of  a  more  precise  statement  of  these  requirements,  several 
examples  of  modifications  that  have  been  made  to  the  requirements  for  the  Radio 
Warning  System  are  discussed  below. 

3,2.1  Population  Coverage 

It  was  previously  specified  by  OCD  that  the  system  was  to  be  designed  to  provide 
a  signal  to  100  percent  (or  nearly  so)  of  the  population  of  the  United  States. 
However,  the  number  of  people  which  the  system  will  reach  is  not  entirely  within 
the  control  of  the  system  designer.  It  is  determined  in  large  measure  by  the 
cost  of  thr  receiver  and  tha  temper  of  the  population  at  the  time  the  systea  is 
Installed.  Therefore,  the  choice  of  systea  configuration  cannot  be  affected  one 
way  or  the  other  by  the  number  of  people  it  purports  to  cover  since  no  specifi¬ 
cation  of  population  coverage  can  be  claimed  2or  any  given  configuration.  To 
this  factor  must  be  added  the  decision  by  OCD  initially  to  exclude  automobile 
radios  or  personal  receivers  from  the  systea.  Estimates  of  the  population  in 
autoanblles  during  peak  traffic  periods  of  the  day  range  as  high  as  25  peresnt. 
Those  located  outdoors  and  awry  from  radio  receivers  add  a  slseable  amount  to 
this  number.  Therefore,  even  if  the  system  designer  could  specify  receiver 
distribution,  it  would  still  be  impossible  to  npecify  a  percentage  of  the  popu¬ 
lation  of  the  United  States  which  the  syttem  would  reach.  As  a  result,  there 
is  no  requirement  included  specifying  the  percentage  of  the  population  which  the 
the  eyster  must  reach, 

3*2,2  Kcitlonai  networks  end  Initiation  Points 

Much  discussion  has  been  devoted  to  the  problem  of  providing  a  public  warning 
capability  to  the  OCD  Regions  by  means  of  the  Radio  Waning  System,  Until 
recently,  it  wu  bolleved  by  certain  individuals  within  OCD  that  such  a 
capability  was  easentitl  to  the  system  and  a  requirement  to  this  effect 
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has  bean  Included  in  the  previous  two  compilations  of  the  operational  require¬ 
ments*  However,  it  has  recently  been  decided  that  this  feature  is  not  essential, 
however  desirable  it  may  be  as  a  bonus  benefit  in  any  particular  configuration. 
Therefore,  the  previously  included  requirements  fur  regional  initiation  points 
and  subnational  networks  have  been  omitted  from  this  compilation* 

3.2.3  Reliability 

The  system  operators  have  specified  only  that  the  system  be  reliable.  Before 
detailed  requirements  in  this  area  can  be  written,  consideration  must  be  given 
to  many  interrelated  factors  which  affect  system  reliability,  (e.g. ,  false 
alarm  versus  no  alarm  failuree,  redundancy  in  hardware  components  and  coemunl- 
catlons  channels,  noise  in  the  radio  frequency  environment,  human  reliability 
as  it  affects  the  system,  itetL^ds  of  system  testing,  etc.),  In  U4-L-1960/021/01A, 
it  vas  specified  that  the  system  be  equipped  with  an  autoot-tlc  closed  loop  con¬ 
tinuity  checking  feature  which  would  virtually  guarantee  reliability  of  the  degree 
which  the  operators  desire.  However,  the  inclusion  of  such  a  feature  is  not 
technically  feasible  in  every  configuration  nor,  because  of  radio  frequency  spec¬ 
trum  crowding,  is  it  likely  to  be  possible  in  any  configuration.  Therefore,  this 
requirement  has  been  withdrawn  and  replaced  by  a  more  general  requirement  speci¬ 
fying  a  minimum  level  of  reliability,  which  must  be  met  by  any  configuration 
regardless  of  »he  techniques  used  to  insure  its  relisbility. 

3.2. 4  Cost 

System  cost  if,  in  effect,  one  of  the  criteria  that  will  be  used  to  Judge  between 
competing  configurations  that  have  met  the  other  operational  requirements .  But 
it  is  not  the  only  one.  Time,  ease  of  implementation,  and  c compatibility  with 
existing  and  planned  systems  are  others.  Political  considerations  msy  eventually 
enter  into  the  determination  of  vhich  configuration  to  choose  as  well.  Therefore, 
it  cannot  be  specified  that  the  system  configuration  vhich  meets  all  of  the  other 
requirements  and  can  be  installed  for  the  least  cost,  will  be  choten.  Nor  can  a 
minimum  receiver  cost  be  established  as  a  requirement.  The  $10.00  figure  vhlca 
has  >  ven  discussed  previously  has  always  bee.A  regarded  as  a  target  figure. 
Furthermore,  it  has  generally  been  treated  as  a  cost  F.O.B.  the  manufacturer's 
plant.  The  dir tribution  costs  have  to  be  added  to  it.  Since  onj  given  require¬ 
ment  has  to  be  met  by  a  given  configuration  on  a  go,  no-go  basis,  and,  since 
there  is  no  reliable  estimate  of  vhat  the  receiver  will  cost,  there  is  nothing 
to  he  gained  by  including  such  a  requirement  in  this  compilation,  Thren  if  a 
$10.00  figure  were  established  as  a  maximum  cost  for  the  receiver,  past  studies 
of  public  willingness  to  procure  a  receiver  give  every  Indication  that  the  pro¬ 
spective  n'xket  for  the  receiver  vlll  not  be  adequate  without  a  majox  0CD  educa¬ 
tional  campaign.  Therefore,  it  is  proposed  that  cost  serve  only  as  one  of  the 
criteria  for  Judging  between  the  proposed  configurations,  not  as  a  direct  con¬ 
straint  upon  the  design  of  sue*.  configurations , 
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3.2.5  Strategic  Vertm  Tactical  Warning 

Opinion  vitkin  CCD  la  dirlded  aa  to  whether  system  planning  should  Include  pro- 
«ls<ons  fcr  strategic  vrmlng  or  not.  It  Is  believed  by  some  within  the  agency 
that  the  government  does  not  presently  plan  to  use  strategic  warning  and  that  it 
would  be  unlikely  that  the  government  would  ever  risk  its  own  domestic  support 
as  well  as  possible  international  reactions  by  mobilising  the  public,  so  to 
speak,  prior  to  the  actual  detection  of  an  enemy  attack.  Others  in  the  agency 
stress  the  potential  use  of  the  system  for  striteglc  warning.  They  believe 
that  if  given  a  ready  means  to  communicate  directly  with  the  public,  the  govern¬ 
ment  would  be  more  likely  to  take  advantage  of.  it  to  increase  the  flexibility  of 
its  response  in  an  international  criois, knowing  that  the  public  can  be  given 
emergency  direction  with  no  deley,  if  neceestoy.  In  whie  compilation,  there  are 
requirements  aa  well  ae  Justifications  of  requirements  included  on  the  basis  that 
the  system  will  be  used  for  strategic  as  well  as  tactical  warning.  Rone  of  these 
requirements  significantly  changes  the  configuration  of  the  system  from  what  it 
would  he  if  only  tactical  warning  were  b*lng  planned.  We  believe  that  this 
approach  v  11  ova  for  the  fullest  utilisation  of  the  capabilities  of  the  system 
and  assures  the  government  that  it  will  have  a  system  capable  of  the  greatest 
possible  amount  of  flexibility. 

3.3  GROUND  RULES  AND  ASSUMPTIONS 

3.3.1  Current  System 

The  outdoor/indoor  alerting  and  warning  system  based  upon  sirens  and  the  Baergency 
Broadcast  System  (ITS)  has  been  Judged  to  be  inadequate  for  future  need*  by  OCL, 
in  part,  because  it  does  not  satisfactorily  alert  the  indoor  population.  Conse¬ 
quently,  the  neod  exists  for  an  automatic  indoor  system  to  augment  the  outdoor 
system. 


3.3.2  Radio-  jjasfcd 


The  REAR  program  examined  the  feasibility  of,  an*  developed  an  indoor  system 
based  upon,  power-line  alerting.  This  system,  however,  has  certain  shortcomings.' 
The  present  program  is  directed  toward  the  development  of  a  radio-based  averting 
and  warning  system.  Such  a  system  has  already  been  shown  tj  be  feasible. 


1.  System  Development  Corporation.  Interin  Report  for  the  Office  of  Civil  Defense t 
TEAR  System  Study.  TM-L-1505M0/01,’  Merck  '  "  " 

L.i'TT'C  “y*1*  f^*?0**;.*1*  omc,.°f  c1tU  sassm,  am  asoa 

ftftUc  Alwt  «na  Winlni  ter  B»aio.  SBo  Con>or»tloc  of  5Si>,  !«■■■- 
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3.3.3  1968  St  vet  Date 


Installation  of  the  Radio  Warning  System  Is  planned  to  start  as  early  ns  1968 
If  depioymec  of  such  a  system  is  approved. 

3.3.1*  .Votcctlve  Measures 


It  is  assumed  that  an  adequate  shelter  program  shall  be  available  by  the  time 
the  Radio  Warning  Svstom  is  installed.  No  assumptions  are  made  as  tj  types 
of  shelters  or  shelter-access  time. 

3.3.5  Nonhomogcnelty 

Although  outdoor  alerting  techniques  using  sirens  have  been  judged  inadequate 
to  do  the  entire  alerting  and  vaming  job,  they  will  still  be  a  part  of  the 
system  and  may  even  be  improved  by  the  1968  time  period.  In  addition,  the 
currently  limited  use  of  public  addreee  systems  for  voice  warning  may  be 
expanded  to  Include  other  geographic  areas. 

3.3.6  Emergency  Broadcast  System 

The  EBS  ia  assumed  in  theet  requirements  not  to  be  a  constraint  on  Radio  Warning 
System  operation.  While  all  of  the  services  currently  provided  by  EBS  will 
still  have  to  be  provided,  this  does  not  imply  that  EBS  is  a  part  of  the  Radio 
Warning  System  or  -hat  EBS  will  continue  to  exist  in  its  present  form. 


U.O  INTERIM  OPERATIONAL  REQUIREMENTS 

Listed  below  are  she  operational  requirements  for  the  Radio  Warning  System 
arranged  under  the  following  nix  categories* 

1.  Function v  What  does  the  system  do? 

2*  Coverage .  Whom  does  it  reach? 

3.  Struct uro  and  Operation.  How  is  it  set  up  and  how  does  it  work? 
1*.  Response  Time.  How  long  does  it  take  to  do  its  job? 

5.  Roll  ability.  How  well  docs  it  do  the  job? 

6,  Survivability.  Security,  and  Sabotage.  How  difficult  is  it  to 
put  it  out  of  action,  jam  it,  or  spoof  It? 
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4.1  FUNCTION 

The  operational  requirements  discussed  in  this  section  are  those  which,  taken 
together,  specify  the  minimum  number  of  functions  which  the  Radio  Warning 
System  must  carry  out, 

4.1.1  National  Alert  and/or  National  Warning 

The  Radio  Warning  System  shall  provide  the  public,  through  radio  receivers 
located  in  dwellings,  places  of  business,  and  institutions,  a  timely  national 
alert  and/or  national  warning  of  an  enemy  attack  and/or  the  effects  of  such 
an  attack. 

That  the  system  must  provide  warning  of  an  enemy  attack  is  axiomatic.  That 
the  system  should  provide  only  national  warning  is  not.  At  the  first  and 
second  meetings  of  the  Working  Group  for  Radio  Warning,  much  discussion  was 
devoted  to  the  need  for  the  delivery  of  local  warning  instructions  by  means 
of  the  Radio  Warning  System.  It  was  finally  determined  that  in  the  viewpoint 
of  the  representatives  from  the  Directorate  for  Policy  and  Programs  and  the 
Emergency  Operations  Division  in  the  Directorate  for  Plans  and  Operations, 
this  feature  was  to  be  treated  on  a  priority  basis  with  first  priority  being 
accorded  to  the  delivery  of  a  national  alert  and  national  warning  message, 
and  second  priority  to  the  delivery  of  local  warning  instructions.  However, 
only  those  operational  capabilities  which  are  essential  to  system  operation 
can  be  specified  in  operational  requirements.  Therefore,  in  the  operational 
requirements  for  the  Radio  Warning  System  there  is  no  requirement  for  delivery 
of  local  warning  instructions.  It  Is  noted,  however,  that  there  is  a  required 
interface  between  the  Radio  Warning  System  and  the  system  which  will  provide' 
local  alerting  and  warning  (see  Sections  4,1.2  and  4,3,12),  The  ability  to 
transmit  local  warning  messages  will  exist  through  local  broadcast  stations. 

The  Radio  Warning  System  and  the  local  broadcast  stations  designated  to  transmit 
local  warning  information  will  have  to  interact  with  each  other.  In  all  cases, 
the  operation  of  the  local  broadcast  station  will  have  to  be  synchronized 
with  the  Radio  Warning  System  in  order  that  detailed  local  direction  can  be 
provided  to  the  public  immediately  upon  their  receipt  of  the  natiora1  warning. 

In  addition,  it  may  be  necessary  to  provide  some  common  programming  links 
to  the  local  broadcast  stations  to  enable  the  delivery  of  lengthy  messages 
of  a  national  character  to  the  public  without  taking  up  an  inordinate  amount 
of  time  on  the  Radio  Warning  System.  This  could  be  done  by  using  network  lines 
or  the  AP-UPI  teletype  circuits. 

The  Radio  Warning  System  must  be  able  to  deliver  an  alert  signal  followed 
by  a  warning  message,  as  veil  as  a  warning  massage  alone  without  the  alert 
signal.  If  the  system  is  to  be  used  for  both  tactical  and  strategic  warning, 
the  content  of  the  two  types  of  warning  will  be  very  different.  The  time 
limitations  Imposed  upon  the  reactions  of  individuals  will  also  be  very  different. 
Recipients  must  haw  some  way  of  distinguishing  immediately  between  the  two 
types  of  waning.  The  presence  or  absence  of  the  alert  signal  provides 
the  necessary  distinction.  If  the  system  ie  used  only  for  tactical  warring, 
it  might  be  argued  that  it  is  possible  to  include  a  noisemaker  in  the  home 
receiver  rather  then  broadcast  the  alert  signal.  If  such  a  configuration 
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were  allowed,  however,  It  vould  mean  that  every  false  alarm  would  result  In 
the  sounding  of  the  alert  signal  and  the  way  would  be  opened  for  certain  types 
of  receiver  failure  to  have  the  same  result.  If  this  were  allowed,  there 
would  be  less  public  confidence  in  the  urgency  of  the  alert  signal*  (See 
Section  4.3.1QJ 

In  a  strategic  warning  situation,  time,  while  important,  is  not  as  critical 
as  in  a  tactical  situation.  It  is  important  that  everyone  get  the  message, 
but  other  means  than  the  Radio  Warning  System  can  be  used  to  accomplish 
this  once  it  has  been  transmitted.  Nothing  is  gained  by  preceding  the 
message  with  the  alert  signal.  In  fact,  there  are  compelling  reasons  for 
not  preceding  the  strategic  warning  message  with  the  alert  signal.  In  an 
extended  period  of  extreme  tension,  one  characterized  by  a  succession  of 
crisis  incidents,  the  government  might  want  to  use  the  system  several 
times  to  convey  strategic  warning  to  the  public.  If  the  alert  signal  is 
used  each  time,  the  sense  of  urgency  which  it  must  convey  will  become 
increasingly  diluted  so  that  when  an  attack  actually  occurs,  valuable 
time  nay  be  lost  because  the  public  does  not  immediately  realize  the  true 
nature  of  the  situation. 

The  urgency  which  the  alert  signal  conveys  must  be  reserved  for  use  in 
tactical  warning.  Time  is  crucially  important  in  areas  which  are  actually 
targets,  and  ia  ir  portant  from  the  viewpoint  of  local  residents  in 
areas  which  are  considered  likely  to  be  targets.  In  such  a  situation, 
it  is  advantageous  to  have  a  means  of  conveying  immediately  a  sense  of  the 
degree  of  danger  which  exists.  Those  who  are  trained  can  save  valuable 
seconds,  perhaps  minutes,  if  they  begin  at  once  to  move  to  shelter.  There 
is  the  additional  problem  of  awakening  sleepers  and  gaining  the  attention 
of  those  in  noisy  locations)  this  problem  is  moru  important  in  the  crse 
of  tactical  warning  than  in  the  case  of  strategic  warning.  The  alert 
signal  provides  both  the  indication  of  urgency  and  the  means  of  overcoming 
ir  attention  or  sleep.  Since  this  dual  capability  is  needed  only  in  periods 
of  extreme  time  criticality,  tt'  alert  signal  must  be  reserved  exclusively 
for  tactical  warning. 

The  requirement  for  a  voice  warning  capability  has  two  lmndiate  consequences 
which  affect  system  design.  First,  it  precludes  an  alert-only  system.  Second, 
it  imposes  a  vital  restriction  on  the  design  of  the  horns  receiver*  The  most 
singular  advantage  that  a  radio-based  warning  system  has  over  previously  investi¬ 
gated  systems  is  its  ability  to  carry  voice  messages  into  the  home.  Radio  warn¬ 
ing  makes  possible  a  range  of  public  responses  in  an  emergency* 

The  amount  of  money  which  will  be  invested  by  the  government  and  the  public  in 
such  a  system  will  be  large  regardless  of  whether  the  system  is  designed  to  deli¬ 
ver  only  an  alert  or  both  rn  alert  and  a  warning-.  To  restrict  the  system  only  to 
an  alerting  function  vould  be  a  misuse  of  resources  since  it  vould  fail  to  take 
advantage  of  the  tnlque  capabilities  of  radio,  would  limit  the  potential 
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flexibility  available  to  the  warning  program,  and  would  deny  the  American  public 
a  meana  of  taring  many  lives  in  the  avent  of  a  nuclear  attack.  Moreover,  it 
is  unlikely  that  such  a  configuration  would  be  any  less  expensive.  Many  of 
the  same  receiver  functions  would  have  to  be  carried  out  in  both  configurations. 
The  distribution  costs  would  be  such  that  the  difference  in  final  cost  to  the 
purchaser  would  probably  not  be  significant.  Finally,  the  installation  of 
an  alert  only  configuration,  accompanied  by  the  educational  canpaign  necessary 
to  convince  the  public  to  buy,  would  make  it  extremely  difficult  at  a  later 
date  to  modify  the  system  to  an  alert  and  warning  configuration.  Having 
p'urchased  one  receiver,  the  average  individual  will  resent  being  told  that 
hie  receiver  is  no  longer  adequate  and  must  be  replaced.  Planned  obsolescence 
will  have  grave  consequences  if  included  in  the  Radio  Warning  System. 

If  it  is  to  reproduce  voice  messages,  the  public  receiver  must  be  equipped  with  a 
loudspeaker  of  suitable  bandwidth.  If  it  is  to  be  able  to  deliver  both  an  alert 
and  a  warning,  or  a  warning  alone,  it  must  be  capable  of  selective  response. 

While  this  does  not  preclude  locating  the  noisemaker  in  the  receiver,  it  does 
mean  that  the  receiver  must  be  capable  of  being  unmuted  with  or  without  trigger* 
ing  the  selfcontained  noisemaker.  Ibis  tends  to  put  such  a  receiver  at  a  dis¬ 
advantage  in  terms  of  cost  and  complexity  of  circuitry. 

fc.1.2  Activate  Other  Systems 

The  Radio  Warning  System  shall  bo  oapabU  of  activating  other  public  alerting 
and  warning  system.  Where  eeveral  different  selective  alerting  and  warning 
functions  exist  in  these  systems,  the  Radio  Warning  System  shall  be  capable  of 
activating  these  system  in  the  appropriate  functional  mods . 

The  Radio  Warning  System  itself  must  also  be  considered  as  a  subsystem  of  a 
larger  apparatus,  which  may  be  called  the  Public  Warning  System  and  which  also 
Includes  as  subsystems  local  siren  and  public  address  systems,  the  Emergency 
Broadcast  System  or  its  successor,  and  the  NEAR  System  (if  implemented).  The 
Radio  Warning  System  will  have  the  broadest  geographic  coverage  of  any  of  these, 
will  operate  automatically  once  initiated,  andw  having  been  designed  as  the 
primary  means  of  delivering  public  indoor  warning,  will  be  the  logical  system  to 
which  to  synchronise  all  other  public  alerting  and  warning. 

The  geographic  coverage  of  the  Radio  Warning  System  will  make  it  possible  to 
put  s  controlling  signal  into  any  alerting  and  warning  device  located  in  the 
United  States  or  its  possessions.  The  reliability  of  the  system  necessary  to 
meke  it  acceptable  for  home  use  also  makes  it  ideal  for  controlling  other  devices. 
Ihe  ability  to  synchronise  the  operation'  of  all  of  the  components  of  the  Public 
Warning  System  on  the  basis  of  a  single  decision  to  warn  at  tbs  national  level 
will  result  in  a  greater  Impact  on  the  public  of  the  alert  and  warning*  Tho 
simultaneous  activation  of  all  system?  will  have  the  effect  of  authenticating 
the  validity  of  the  emergency. 
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The  problem  of  Radio  Warning  System  interfaces  with  c  iher  system*  is  a  complex 
one*  For  instance,  siren  signals  are  not  designed  to  deal  adequately  vith 
strategic  warning.  The  latest  policy  within  OCD  is,  in  effect,  to  use  only 
the  take  cover  signal  in  an  emergency.  If  the  Radio  Warning  System  is  used 
to  provide  strategic  warning,  its  transmissions  must  not,  in  such  a  case, 
trigger  the  sirens.  Public  address  system*  are  still  in  their  infancy  as 
regards  their  vise  in  civil  defense  warning.  It  is  not  unlikely  that  they 
will  use  pretaped  messages  for  warning  in  the  future.  In  such  a  situation, 
it  is  not  enough  that  the  Radio  Warning  System  be  able  to  activate  the  public 
address  system,  it  must  also  insure  that  the  proper  tape  is  selected. 

Flexibility  is  called  for  in  these  interfaces,  especially  since  requirements 
for  the  other  systems  are  not  firmly  established  and  may  vary  from  locale  to 
I'v.ale, 

l».1.3  He^d  Copy 

The  Radio  Warning  System  shall  be  capable  of  transmitting  information  as  hard 
copy  where  such  information  is  needed  to  provide  program  material  for  voioe 
mssages  to  be  delivered  to  the  public .  Hard  copy  will  also  be  transmitted 
to  provide  immediate  authentication  of  the  automatic  assumption  of  control  of 
a  facility's  transmitter. 

In  most  warning  situations,  it  is  contemplated  that  pretaped  messages  automa¬ 
tically  triggered  from  the  national  level  will  be  used.  However,  cases  may 
arise  where  no  existing  tape  covers  the  situation  and  a  live  message  is  necessary 
to  inform  the  public.  If  the  system  configuration  allows  direct  voice  caanuci^ 
cation  to  the  public  from  the  national  level,  this  can  be  handled  without  bard 
copy.  Such  a  capability  probably  will  not  exist,  however,  due  to  the  need  for 
secure  communications  at  the  higher  levels  (see  Section  U.6.3).  Therefore, 
operating  procedures  must  provide  for  the  transmission  of  the  message  text  to  be 
read  verbatim  over  the  air  at  the  subnational  or  local  level  (depending  upon  the 
configuration).  When  such  a  relay  of  information  is  necessary,  herd  copy  must 
be  provided  to  prevent  errors  and  delays  resulting  from  faulty  copying  and, 
retransmitting  of  information  and  to  insure  national  uniformity  in  the  message 
received  by  the  public. 

In  1M-I>1960/021/01A,  it  was  argued  that  hard  copy  did  not  have  to  be  proviird 
to  radio  facilities  to  indicate  that  the  system  was  assuming  control  over  their 
operation.  The  argument  was  based  on  the  fact  that  the  operators  of  these 
facilities  could  not  be  allowed  any  discretion  as  tc  whether  their  facility 
would  participate.  Nevertheless,  it  has  been  decided  that  providing  such  hard 
copy  will  serve  as  more  than  a  mere  courtesy  to  the  facility  operator.  It 
will  provide  a  permanent  authentic  record  indicating  the  time  at  which  control 
of  the  facility  was  assumed  by  the  system  sad  the  reason  why  it  was  dons. 

Further,  it  le  believed  that  the  hard  copy  will  provide  a  tool  in  trouble¬ 
shooting  system  malfunctions.  Therefore,  it  is  necessary  that  such  hard  copy 
be  provided.  Providing  such  hard  copy  does  not,  however,  mesa  that  the  facility 
operator  has  been  given  any  discretionary  control  over  whether  his  facility  will 
participate  in  the  operation  of  the  system. 
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h.2  COVERAGE 

The  operational  requirement ■  discussed  in  this  section  specify  the  corerage  of 
the  system  both  in  time  and  area.  For  the  reasons  discussed  In  Section  3, 2.1, 
no  requirement  Is  specified  for  population  coverage. 

h.2.1  Continuous  Activation  Capability 

The  Radio  Warning  System  shall  bo  orpabls  of  being  aoHvatsd  any  time  of  dayt  any 
day  of  the  year. 

This  point  has  not  been  debated  to  date  since  it  Is  self-evident  that  there  cap 
be  no  foreknowledge  of  the  time  of  an  enemy  attack.  While  the  end  result  of 
this  requirement  is  the  same  as  that  included  in  the  TM-L-1960/021/01A,  the  word¬ 
ing  here  represents  a  relaxation  from  the  lerel  of  performance  specified  there. 
Much  discussion  was  presented  there  of  the  need  for  full-period  circuits  to 
Insure  reliable  system  operation*  The  ideas  expressed  previously  are  no  less 
true  now.  However,  the  likelihood  of  being  able  to  secure  full  period  circuits, 
or  even  circuits  which  approach  them,  with  today's  crowded  radio  spectrum,  it 
small  indeed.  As  a  result,  greater  attention  will  have  to  be  given  to  switching 
reliability,  and  monitoring  of  critical  components  to  insure  that  the  continuous 
activation  capability  will  be  achieved. 

U.2.2  Geographic  Coverage 

The  Radio  Warning  System  shall  provide  adequate  signal  strength  to  activate  pub¬ 
lic  receivers  located  anywhere  within  the  46  contiguous  United  States,  The  Radio 
Warning  System  shall  be  capable  of  interfacing  witn  the  warning  systems  in  the 
noncontiguous  states,  territories ,  end  possessions. 

The  scope  of  this  requirement  represents  a  long  range  system  goal,  not  a  first 
stage  implementation  plan.  There  is  no  necessary  requirement  that  the  entire 
system  throughout  the  broad  range  of  coverage  be  homogeneous  as  to  hardware 
eoaponents  (see  Section  b.3,6). 

k,3  STRUCTURE  ARP  OPERATION 

The  operational  requirements  included  in  this  section  specify  the  way  in  which 
the  Radio  Warning  System  will  earyy  out  its  mission.  The  Section  serves  as  an 
omnibus  criterion  containing  specifications  on  numbers  and  locations  of  initia¬ 
tion  points  as  well  as  certain  characteristics  of  the  sisals  used  in  the  system. 
These  are  the  minimum  requirement?  which  must  be  mst  by  any  configuration  which 
is  to  do  the  jOb  m^pmeted  of  the  ystem. 
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U.3.1  Automatic  and  Semiautomatic  Operation 

The  Radio  Warning  System  shall  be  capable  of  operating  both  automatically  asvi 
semiautomatioally  from  the  time  of  activation  through  the  delivery  of  the  alert 
signal  and/or  Darning  message  to  the  public.  Semiautomatic  operation  will  con¬ 
sist  of  the  transmission  of  live-voice  messages  to  the  public ,  and  the  manual 
transmission  of  hard-ccpi  messages  within  certair.  portions  of  the  system's  con¬ 
trol  network. 

Automatic  operation  is  necessary  in  order  that  the  alert  and  warning  will  be 
timely  and  the  information  in  it  accurate.  The  need  for  dispatch  in  broadcasting 
the  alert  and  warning  is  obvious  in  an  age  when  maximum  warning  time  of  an  enemy 
attack  may  vary  from  zero  to  30  minutes.  Network  activation  must  be  automatic 
at  all  levels  below  the  national  to  eliminate  delays  inherent  in  any  manual  tasks 
that  must  be  performed  by  lower-echelon  personnel.  The  urgency  of  the  situation 
does  not  allow  for  discretionary  action  by  those  personnel,  particularly  if  they 
are  not  subject  to  discipline  by  the  federal  government. 

As  mentioned  previously,  however,  all  contingencies  in  the  area  of  warning  cannot 
be  planned  for  ahead  of  time.  Therefore,  it  is  necessary  to  build  flexibility 
into  the  system.  The  warning  message  is  the  most  difficult  factor  to  preplan. 

To  some  extent  this  difficulty  is  minimized  by  the  national  character  of  the  mes¬ 
sage  and  its  consequent  generality.  Nevertheless,  particularly  if  a  strategic 
warning  must  be  transmitted,  the  capability  of  altering  the  warning  text  must  be 
provided.  This  is  the  reason  for  the  specification  of  a  semiautomatic  capability. 

U. 3.2  National  Initiation  Points 


The  Radio  War  ling  System  shall  have  a  primary  national  initiation  point  and  one 
or  more  backup  initiation  points .  The  primary  point  will  be  located  at  the 
NORAD  Combat  Operations  Center. 

The  wording  of  this  requirement  has  been  generalized  from  previous  statements 
because  of  the  state  of  change  in  which  the  warning  program  finds  Itself  at  this 
time.  While  the  location  of  the  National  Warning  Center  appears  to  be  firmly 
established  at  the  NORAD  COC,  the  location  and  status  of  the  backup  warning 
centers  is  not  certain.  It  is  currently  proposed  that  the  OCD  Region  5  Head¬ 
quarters  at  Denton,  Texas  will  be  the  first  alternate  and  the  Washington  Warning 
Area  Control  Point  (WUACP)  the  second. 

U.3.3  Access  to  the  System 

Tactical  warning  points  must  be  provided  the  capability  to  preempt  the  system 
in  order  to  override  a  strategic  warning  already  in  progress .  Except  for  this 
restriction,  the  national  initiation  pointe  of  the  Radio  Warning  System  shall 
have  independent  access  to  the  system  through  the  system's  control  network 
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tranamittar(a) i  tha*,  is,  oommeiioationa  channels  from  aooh  of  the  points  shall 
ba  provided  diraotly  to  tha  control  transmitters  end  no  control  over  aooaae  to 
the  system  other  than  procedural  jhall  normally  be  exercised  over  any  initia¬ 
tion  point  by  any  other  initiation  point. 

The  requirement  la  established  to  iaprore  ayatem  reliability  and  survivability, 
but  since  it  also  specifies  certain  network  operation  features,  it  is  included 
here.  It  gravy  out  of  a  requirement  vhich  was  included  in  the  first  draft  of 
this  document  and  rejected  by  OCD  personnel  at  the  second  meeting  of  the  Working 
Group  for  radio  warning.  It  vas  originally  thought  that  a  hlerarchal  arrange¬ 
ment,  regulated  by  certain  hardware  features,  vas  required  to  insure  that  one 
initiation  point  retained  control  of  the  system  and  delegated  this  control  to 
the  others  as  required.  This  idea  vas  challenged  by  OCD  and  further  analysis 
showed  there  vas  indeed  weakness  in  it.  Such  a  configuration  not  only  added 
additional  control  equipment  to  the  Radio  Warning  System  with  a  consequent 
decrease  in  system  reliability,  it  c&so  tied  the  reliability  of  the  system  to 
that  of  the  NAWAS  or  NACOM  system  which  connects  the  national  initiation  points 
together  because  coordination  would  be  necessary  to  effect  a  transfer  of  control. 
The  arrangement  presented  here  depends  upon  procedures  to  determine  which  facil¬ 
ity  will  initiate  the  warning.  The  only  controlling  function  built  into  tb* 
hardware  is  a  preemption  capability  given  to  the  tactical  warning  Initiation 
points. 

4.3.4  Selective  Functions 

The  ability  to  perform  the  following  six  functions  shall  be  provided  as  a  minimum 
to  the  operator  of  the  Radio  Warning  System  at  each  of  the  national  initiation 
points:  alert  arid  warn,  warn  only,  cancel,  test,  preempt,  and  transmit  hard  oopy. 

The  operator  of  the  system  must  have  the  option  of  warning  tha  public  with  or 
without  an  accompanying  alert  signal.  As  discussed  In  Sections  4.1,1  and  4.3,10, 
the  alert  signal  should  be  reserved  exclusively  for  use  in  the  event  of  a  nuclear 
attack.  Since  both  primary  and  backup  national  initiation  points  vill  have  the 
necessary  intelligence  to  make  a  tactical  warning  decision,  the  capability  of 
activating  the  alert  signal  should  be  provided  to  each.  The  activation  of  the 
alert  signal  on  the  Radio  Warning  System  vill  automatically  activate  all  other 
alert  devices  (sirens,  NEAR,  etc.),  as  well,  because  of  the  requirement  contained 
in  Section  4.1.2. 

The  varning  message  that  is  to  be  transmitted  to  the  public  through  the  Radio 
Warning  System  is  designed  primarily  to  authenticate  the  alert  signal  by  giving 
a  brief  statement  of  the  threat  and  direction  as  to  a  generally  appropriate  course 
of  action  to  be  taken  by  the  public.  It  is  believed  that  a  set  of  such  messages, 
adequate  to  cover  a  broa5  range  of  attacks  can  be  prepared  in  advance  and  stored 
on  magnetic  tape  to  be  selected  automatically  in  the  event  of  need  and  transmitted. 
The  ability  to  prepare  these  messages  in  advance  is  most  clearly  feasible  In  the 
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out  of  a  tactical  warning.  Strategic  warning  nay  pro'-  lde  somewhat  more  of  a 
problem.  But  time  works  in  favor  of  easing  the  problem  since  in  strategic 
warning  there  will  presumably  be  time  enough  to  distribute,  in  hard  copy  form, 
the  required  prvgram  material  necessary  to  Insure  that  a  uniform  message  is 
transmitted  nationwide.  The  hard  copy  capability  requirement  Insures  that  the 
.Mans  for  transmitting  such  program  material  will  exist  in  the  system.  (See 
Section  U.1.3.) 

The  ability  to  cancel  a  previous  message  by  voice  is  one  of  the  real  advantages 
present  in  a  radio-based  system.  It  is  Invaluable  in  dealing  with  enemy  spoof¬ 
ing,  a  threat  to  the  system  which  cannot  be  guarded  against  in  any  other  way. 

(See  Section  U •  6 •  3* )  It  also  aids  in  counteracting  the  effect  of  an  areawide 
false  alarm,  a  feature  unfortunately  lacking  in  the  present  siren  system. 

The  ability  to  test  the  system  is  requ4  ~ed  not  only  to  check  on  the  status  of 
hardware,  but  to  enable  the  exercising  of  the  warning  system  as  part  of  an 
overall  civil  defense  training  program.  In  order  to  check  on  the  status  of 
system  hardware,  any  of  the  system  initiation  points  must  be  able  to  originate 
a  control  signal  for  the  test.  If  only  one  were  able  to  do  so,  there  would  be 
no  guarantee  that  any  of  the  others  could  initiate  an  actual  alert  and/or  warn¬ 
ing  in  the  event  of  need.  One  of  the  test  messages  must  include  a  sounding  of 
the  alert  signal,  but  probably  at  a  lower  level  of  intensity  and  not  at  the 
beginning  of  the  message.  Gome  explanation  of  the  signal  must  also  be  included 
in  the  message.  This  is  necessary  to  enable  the  public  to  identify  the  alert 
signal  if  it  is  ever  sounded  to  indicate  a  nuclear  attack.  All  of  this  implies 
that  several  test  modes  will  be  required.  The  number  and  types  of  such  modes 
remain  to  be  determined. 

Hie  ability  of  one  initiation  point  to  preempt  the  operation  of  the  system  by 
another  initiation  point  is  necessary  in  order  that  a  time-critical  warning 
may  supersede  a  warning  of  a  less  critical  nature  during  the  course  of  its 
delivery.  It  might  be  argued  that  this  capability  is  not  needed  since  it  is 
unlikely  that  a  situation  vould  arise  in  which  it  was  needed.  Rie  opposite, 
however,  vould  seem  to  be  a  more  likely  assumption.  If  a  strategic  warning 
were  to  be  delivered  to  the  public,  the  government  vould  decide  to  do  so  only 
if  a  severe  crisis  in  international  affairs  were  to  occur.  In  certain  cases, 
the  decision  to  deliver  such  a  warning  might  be  regarded  by  an  enemy  »  a  hostile 
act  in  itself  or  as  an  indication  that  the  United  States  was  about  to  carry  out  a 
first  strike  against  him.  One  possible  reaction  from  him  vould  be  a  preemptive 
attack.  Since  the  delivery  of  a  strategic  warning  vould  involve  the  reiteration 
of  the  message  several  times  over  a  period  of  time,  even  if  the  message  only 
announces  the  fact  that  the  President  is  to  deliver  an  address  to  the  country 
via  commercial  radio  and  television,  the  definite  possibility  exists  of  an 
eneoy  attack  occurring  during  a  series  of  strategic  warnings.  Carrying  the 
examination  of  such  a  situation  further,  if  a  series  of  strategic  warning 
messages  is  transmitted  at  regular  Intervals  in  order  to  maximize  the  coverage 
of  a  Presidential  broadcast,  the  probability  of  a  tactical  vaming  having  to 
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be  delivered  during  the  course  of  one  of  these  messages  increases  vith  each 
successive  one.  While  it  would  be  possible  to  coordinate  a  change  of  control 
between  the  strategic  initiation  point  and  the  tactical  initiation  point  over 
the  NAWAS(  or  a  similar  circuit,  such  a  procedure  would  take  time  and  would 
be  dependent  upon  the  reliability  of  the  other  circuit. 

The  need  for  and  use  of  hard  copy  is  discussed  in  Section  U.1.3.  It  must  be 
stressed  here  that  the  operators  at  the  national  input  points  will  have  to  be 
provided  equipment  which  does  not  require  that  elaborate  procedures  be  carried 
out  to  format  and  transmit  the  hard  copy.  To  the  extent  possible,  such  messages 
should  be  precomposed  and  stored  on  tape  with  an  automatic  callup  capability 
provided.  Where  messages  must  be  prepared  in  real  time,  a  message  composer  must 
be  provided.  On  the  other  hand,  the  choice  of  operators  for  the  syuter  should 
certainly  be  based  upon  their  ability  to  operate  communications  devices,  since 
such  devices  are  an  integral  part  of  an  elaborate  and  sophisticated  costmunica- 
tions  system. 

1*.3.5  Operational  Status  and  Verification  of  Activation 

The  operational  statue  of  components  at  eaoh  level  of  the  system  shall  be  mads 
available  at  the  national  initiation  points .  An  indication  of  successful  opera¬ 
tion  or  failure  of  the  system  at  any  and  all  levels  above  the  horn  receiver  shall 
be  provided  to  the  operators  at  one  or  more  of  the  national  initiation  points  at 
the  time  of  system  activation. 

This  is  a  new  requirement  made  necessary  by  the  relaxation  of  the  requirement  for 
automatic,  closed-loop  continuity  checking.  Previously,  it  was  thought  that  a 
means  of  monitoring  the  status  of  the  system  in  real  time  as  well  as  making  a 
roll-call  check  of  the  operation  of  the  system  at  the  time  of  activation  would 
be  provided  by  the  automatic  continuity  checking  feature.  With  no  such  feature, 
the  operator  has  no  knowledge  of  the  status  of  the  system  and  whether  it  is  in 
operational  condition  in  a  given  locality.  This  information  must  be  provided 
to  him  so  that  he  can  plan  to  take  alternative  means  of  delivering  the  warning 
to  areas  where  system  facilities  are  not  operative.  In  like  manner,  once  the 
system  is  activated,  he  must  know  those  areas  where  it  failed  to  operate  so  that 
he  can  take  other  measures  to  get  the  warning  to  them. 

The  means  by  which  the  status  of  components  will  be  monitored  and  the  roll  call 
effected  remain  to  be  determined.  A  study  of  the  alternative  means  of  accom¬ 
plishing  this  will  be  carried  out  by  SDC. 

U.  3.6  Nonhomogeneity 

The  Radio  Warning  System  may  be  a  nonhomogene ous  system ,  that  ist  different 
types  of  equipment  may  be  used  within  different  portions  of  the  system  to 
accomplish  this  scans  faction. 
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This  requirement  is  included  in  order  not  to  restrict  the  Radio  Warning  System 
to  a  single  type  of  configuration  throughout  its  area  of  coverage,  the  system 
will  span  a  vast  geographical  area  which  will  include  many  different  environ¬ 
ments  as  well  as  different  existing  resources.  The  system  designer  should  take 
advantage  of  whatever  resources  are  available  to  keep  the  cost  of  implementation 
down  and  to  maximize  the  number  of  people  who  can  be  reached  by  the  system. 

4.3.7  Muted  Receivers 


The  public  receiver  component  of  the  Radio  Warming  System  shall  normally  remain 
in  a  muted  condition t  that  ist  the  audio  portion  of  the  receiver  will  not 
operate  until  it  is  necessary  to  transmit  a  signal  or  message  through  the 
receiver  to  the  public . 

Two  methods  of  standby  operation  have  been  proposed  for  the  public  receiver. 

The  most  generally  acceptable  method,  suitable  in  any  system  configuration, 
is  to  mute  the  receivers  in  the  standby  condition.  This  method  of  operation 
requires  that  a  special  control  signal  be  transmitted  to  demute  the  receiver 
before  any  program  material  is  transmitted.  It  has  been  suggested  that  the 
control  signal  may  also  serve  as  the  alert  signal,  but  this  is  not  possible, 
since  it  will  be  necessary  to  demute  receivers  without  sounding  the  alert 
signal  for  strategic  warning. 

The  other  method  was  suggested  at  the  second  meeting  of  the  Working  Group  for 
Radio  Warning.  It  involves  a  simple  squelch  circuit  which  quiets  the  receiver 
in  the  absence  of  a  signal  on  the  channel.  If  the  system  is  based  on  any 
configuration  other  than  one  which  uses  a  dedicated  (i.e.,  sole  use)  channel 
for  OCD  warning  to  the  public,  the  squelch  circuit  is  unsatisfactory  since 
any  nonwarning  program  material  (i.e,,  regular  broadcasting  programs)  will 
also  demute  the  receiver. 

If,  on  the  other  hand,  it  is  used  in  a  configuration  which  has  a  dedicated  OCD 
warning  channel,  performance  in  fringe  areas  will  be  variable  and  the  squelch 
circuit  will  have  to  be  made  adjustable  to  meet  varying  signal  strengths.  In 
some  areas  with  extremely  weak  coverage  the  squelch  may  even  have  to  be  dis¬ 
abled,  leaving  an  open  channel  which  will  broadcast  all  of  the  noise  on  tho 
channel  directly  into  the  home.  The  noise  problem  on  a  low  or  medium  frequency 
channel,  particularly  in  stormy  weather,  will  hamper  the  operation  of  the 
receiver  even  if  the  squelch  circuit  is  functioning.  Moreover,  if  the  dedicated 
channel  is  also  used  for  hard  copy  transmission,  these  signals  will  also  cause 
the  home  receivers  to  demute.  Finally,  the  use  of  a  squelch  circuit  makes 
spoofing  the  system  very  easy.  The  enemy  merely  has  to  transmit  any  signal  or 
message  on  the  OCD  channel,  and  home  receivers  will  be  demuted.  If  the  squelch 
circuit  is  made  selective,  responding  only  to  certain  types  of  signals,  then 
the  configuration  is  the  same  as  the  required  one,  namely,  one  which  uses  a 
control  signal  to  demute  the  receiver.  The  use  of  muted  receivers  is,  therefore, 
the  only  satisfactory  method  of  standby  operation  in  the  Radio  Warning  System. 
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U.3.8  Positive  Control  of  Public  Receiver 

The  public  receiver  component  of  the  Radio  Warning  Syetem  shall  be  designed  to 
operate  under  the  positive  control  of  the  system  operator ;  that  is,  the 
demuting  and  remuting  of  the  receiver  shall  both  be  controlled  by  signals 
from  the  alert  and  warning  transmitter. 

Two  alternatives  to  positive  control  of  the  public  receiver  have  been  proposed. 

The  first  would  have  automatic  demuting  of  the  receiver  from  the  transmitter,  but 
would  require  the  owner  of  the  receiver  to  remute  it  manually  after  the  message 
has  been  delivered.  The  second  method  also  has  automatic  demuting,  but, 
instead  of  manual  remuting,  it  depends  upon  a  clock  mechanism  (mechanical  or 
electronic)  to  remute  the  receiver  after  a  preset  time  interval.  Neither  of 
thes*  methods  is  satisfactory  from  an  operational  point  of  view. 

Manual  remuting  implies  that  the  receiver  owner  can  disable  the  operation  of 
the  set,  which  means  that  it  may  be  disabled  at  the  time  it  is  needed  to  receive 
a  warning.  Moreover,  if  a  switch  must  be  used  to  remute  the  receiver  after 
every  test  of  the  system,  then  receivers  at  unattended  locations  will  continue 
to  operate  at  full  volume  even  though  such  operation  may  be  extremely  annoying 
to  others.  Receivers  located  in  apartments  are  particularly  prone  to  this 
problem.  It  has  been  argued  that  this  need  not  be  a  problem  if  the  system  uses 
a  special  channel  for  public  warning;  but,  as  pointed  out  in  Section  U.3.T,  the 
problem  of  fringe-area  performance  and  noise  makes  remuting  necessary  even 
when  a  carrier  is  present  to  quiet  the  receiver. 

A  timed-off  receiver  is  not  satisfactory  either.  As  pointed  out  in  Section 
U.3.11,  it  is  impossible  to  establish  time  requirements  for  the  delivery  of  the 
warning  messages  which  the  system  will  have  to  transmit.  A  strategic  warning 
,  may  take  the  form  of  announcing  a  Presidential  speech  to  be  transmitted  over  the 
commercial  radio  and  televialon  stations,  such  an  announcement  being  repeated  at 
regular  intervals  over  a  given  period  of  time.  The  receiver  in  this  case  would 
have  to  be  able  to  respond  to  relatively  short  messages.  On  the  other  hand,  a 
tactical  warning  will  have  to  be  repeated  many  times  to  insure  that  everyone 
possible  is  notified  of  the  emergency.  It  has  been  argued  that  extended  messages 
can  be  handled  by  retransmitting  the  deusuting  signal  at  intervals  determined  by 
the  timing  capacity  of  the  receiver.  This  argument  is  weak,  however,  since  timing 
circuits  are  not  100  percent  accurate,  and  there  will  always  be  variance  in  their 
performance.  Given  a  certain  mean-timing  accuracy  and  variance,  maintained  by 
strict  quality  control,  there  will  still  have  to  be  a  periodic  interruption  of 
the  warning  message  in  order  to  transmit  the  demuting  signal  either  to  hold  on 
receivers  or  to  demute  those  that  have  gene  off.  Add  to  this  the  problem  of  time 
delay,  which  will  have  to  be  built  into  the  receiver  to  protect  against  acciden¬ 
tal  demuting  by  transient  noise,  and  the  interruption  of  the  messages  can  be 
quite  extended.  As  an  example,  assume  a  timing  circuit  is  designed  to  hold  the 
receiver  on  for  three  minutes  with  a  standard  deviation  of  nine  seconds  (15  per¬ 
cent).  In  order  to  insure  that  at  least  95  percent  of  the  receivers  will  be 
controlled  properly,  the  demuting  signal  will  have  to  be  transmitted  for  a  period 
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of  at  least  two  standard  deviations  in  each  direction  from  the  mean.  This  will 
require  that  the  message  be  interrupted  during  the  period  from  162  seconds  to 
198  seconds  after  its  start  merely  to  deal  with  circuit  variance.  Assume  further 
that  the  control  signal  must  be  integrated  over  a  ten-second  period  before  the 
receiver  will  demute.  This  means  a  total  interruption  of  the  message  for  56 
seconds  out  of  every  198  seconds  or  about  30  percent  of  the  message  time  being 
taken  up  with  the  mechanics  of  controlling  the  receiver.  At  a  time  when  every 
second  counts,  this  means  that  lives  are  put  needlessly  in  danger.  Therefore, 
positive  control  of  the  public  receiver  from  the  transmitter  is  required. 

U.3.9  Location  of  Alert  Signal  Generator 

The  equipment  used  to  generate  the  publics  alert  signal  for  the  Radio  Warning 
System  shall  be  located  at  the  transmitter  or  control  facility  of  the  radio 
station  that  distributee  the  signal  to  other  radio  stations^  or  at  the  station 
that  delivers  the  signal  to  the  public t  but  not  in  the  home  receiver  itself . 

While  an  argument  has  been  put  forward  in  the  past  that  it  may  be  necessary  to 
use  a  self-contained  noisemaker  in  the  public  receiver  in  order  to  provide  the 
sound  intensity  capabilities  required  by  the  system  within  the  cost  limits  that 
have  been  imposed,  it  is  apparent  that  the  drawbacks  present  in  such  an  arrange¬ 
ment  far  outweigh  any  benefits.  Assuming  that  there  may  be  as  many  as  several 
thousand  transmitters  at  the  public  level  of  the  system  and  upwaids  of  JO  million 
public  receivers,  putting  the  alert  generator  in  the  home  receiver  incx eases  by 
five  orders  of  magnitude  the  problem  of  keeping  the  alert  signal  uncompromised. 
The  situation  may  even  be  worse,  since  the  reliability  of  the  public  receiver  is 
bound,  by  the  cost  constraints  involved,  to  be  of  a  lower  order  than  that  of 
equipment  at  the  transmitting  facilities.  The  way  is  left  open,  therefore,  for 
receiver  failures  to  cause  the  sounding  of  the  alert  signal  in  individual  homes. 
Furthermore,  there  la  no  way  of  count  crating  the  effect  of  Buch  accidents.  If 
alert  generating  equipment  located  at  the  transmission  facility  fails,  a  far  less 
likely  possibility,  but  one  which  must  be  planned  for  nevertheless,  a  voice  mes¬ 
sage  can  be  transmitted  which  will  have  somewhat  of  a  mollifying  effect  on  the 
listeners  even  though  the  occurrence  will  probably  shake  public  confidence  in  the 
system. 

A  further  problem  presented  by  the  inclusion  of  the  alert  generator  in  the  public 
receiver  is  that  of  controlling  the  noisemaker  selectively  in  order  to  restrict 
its  use  to  tactical  wanning  situations*  Although  no  rigorous  examination  has 
been  made  of  the  cost  of  such  selectivity,  it  would  appear  reasonable  to  expect 
that  given  two  recelvers—one  with  a  noisemaker  and  a  loudspeaker  that  must  be 
separately  controllable,  the  other  with  Just  a  loudspeaker— the  former  will  cost 
at  least  as  much  as  the  latter,  if  not  more,  will  provide  no  more  capability, 
and  will  be  at  a  disadvantage  from  a  reliability  standpoint.  Therefore,  the 
requirement  that  the  receiver  be  capable  of  reproducing  a  voice  message  further 
strengthens  the  argument  for  keeping  the  alert  generator  out  of  the  home  receiver. 
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If  the  alert  generator  is  located  at  the  transmitter ,  a  failure  of  the  home 
receiver  which  causes  it  to  cone  "on  the  air"  will  be  immediately  recognizable 
as  a  receiver  failure.  It  will  be  an  "annoyance  alarm"  not  a  "false  alarm." 

It  has  been  suggested  that  the  concept  of  annoyance  alarm  merely  sweeps  an 
iiiportant  problem  under  the  carpet  by  giving  it  another  name.  No  one,  however, 
has  a  greater  appreciation  of  the  grave  consequences  which  the  outpouring  of 
80  to  90db  of  noise  or  normal  program  material  into  a  home  may  have  on  the  public 
tolerance  of  the  system.  Such  an  occurrence  in  the  early  hours  of  the  morning 
or  shortly  after  a  mother  has  put  her  children  down  for  an  afternoon  nap  will 
probably  result  in  the  abrupt  and  summary  removal  of  the  offending  instrument 
from  the  wall  and  perhaps  an  irate  letter  to  local  authorities.  What  are  the 
alternatives?  If  one  is  going  to  suffer  . a  90db  onslaught,  white  nois  *  or  even 
rock-and-roll  is  more  easily  endured  than  a  raucous  clatter  which  a  person  has 
been  taught  will  only  be  neard  in  the  event  of  a  nuclear  attack.  Keeping  the 
noisemaker  out  of  the  home  will  not  solve  the  problem  of  shoring  up  public 
confidence  in  the  face  of  receiver  failures,  but  it  will  prevent  the  compro¬ 
mise  of  the  alert  signal  for  the  vast  majority  of  people  whose  receivers  do 
not  fall,  or  for  those  tolerant  individuals  who  realize  that,  even  though 
their  receiver  has  failed  once,  it,  or  its  replacement,  may  someday  aave  their 
lives.  The  only  answer  to  the  problem  of  public  tolerance  is  to  be  found  in 
designing  a  receiver  that  is  as  reliable  as  possible  and  that  is  designed  so 
that  it  is  unlikely  to  fail  by  cooing  on  the  air,  (i.e.,  a  fail-safe  receiver). 

It  appears  necessary,  therefore,  to  require  that  the  alert  signal  generator  be 
located  at  the  transmitter  rather  than  in  the  home.  Indeed,  operational  factors 
would  appear  to  make  this  necessary  even  at  a  slightly  greater  cost  in  the  home 
receiver,  which  is  not  anticipated. 

4.3.10  Alert  Signal 

Th e  Radio  Warning  System  shall  be  capable  of  transmitting  messages  to  the  public 
with  or  without  the  cooompanying  alert  signal.  [Preliminary  studies  indicate 
that  an  alert  signal  intensity  on  the  order  of  90  decibels  at  10  feet  will  be 
required. ) 

Past  experience  in  dealing  with  the  ability  of  relatively  untrained  people  to 
respond  to  coded  messages  indicates  that  simplicity  is  required  in  such  messages. 
The  public  must  not  be  expected  to  carry  out  different  actions  in  response  to 
different  coded  signals,  nor  should  the  impact  of  a  coded  signal  be  rendered 
ineffective  by  giving  it  more  than  one  meaning.  The  alert  signal  must  have  but 
a  single  meaning  if  J.t  is  to  hare  a  maximum  impact.  Since  it  is  necossaxy  thet 
this  impact  occur  when  the  greatest  danger  is  involved,  the  alert  signal  should 
be  reserved  for  use  in  the  event  of  an  actual  attack  upon  the  United  States.  It 
may  be  argued  that  few  individuals  will  begin  to  take  protective  actions  on  the 
basiB  of  the  alert  signal  alone  without  the  confirmation  and  authentication  pro¬ 
vided  by  the  warning  message,  but  this  is  not  the  pcint.  If  the  public  is  in 
doubt  as  to  what  the  ensuing  message  is  going  to  be  about,  they  will  tend  to 
delay  any  action  until  they  hear  what  is  happening.  If  they  are  assured  that  the 
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only  time  they  will  hear  the  alert  signal  is  when  their  lives  are  in  danger,  they 
will  begin  to  act  immediately  and  may  very  well  save  their  lives  by  doing  so.  As 
a  sort  of  worst  case  example,  imagine  a  period  of  severe  international  crisis  in 
which  several  messages  of  a  strategic  warning  nature  are  delivered  to  the  people 
over  a  period  of  time  by  the  federal  government.  If  the  alert  signal  were  to 
preface  each  of  these  transmissions,  its  meaning  would  deteriorate  with  each 
successive  use.  If  an  actual  attack  were  to  climax  such  a  period  of  tension, 
the  public  response  would  be  less  effective  than  if  the  alert  signed  had  not 
been  used  on  the  previous  occasions.  It  might  be  argued  that  the  likelihood  of 
such  a  period  of  protracted  tension,  characterized  by  the  government's  willing¬ 
ness  to  share  information  with  the  public,  is  remote.  Nevertheless,  it  is  impos¬ 
sible  at  this  time  to  determine  what  course  the  government  may  choose  to  take 
five  to  ten  years  from  nov  in  dealing  with  international  crisis.  It  is  not  wise 
to  degrade  the  effectiveness  of  the  system  by  limiting  its  ability  to  perform 
in  a  situation  which  is  definitely  possible.  Therefore,  the  system  must  be  capa¬ 
ble  of  t  ransmitting  a  message  either  with  or  without  the  alert  signal,  and  it  is 
strongly  recommended  that  the  alert  signal  be  used  only  in  a  tactical  situation. 
This  restriction  on  the  alert  signal  does  not  Jeopardize  the  effectiveness  of 
strategic  warning.  Preliminary  studies  of  the  ability  of  a  voice  message  to 
be  self  alerting  indicate  that  such  a  capability  exists  and  can  be  exploited 
for  use  in  strategic  warning.  The  proper  choice  of  phrases  delivered  with  the 
proper  tone  of  urgency  will  probably  be  sufficient  to  call  people's  attention 
to  the  message,  particularly  if  the  time  is  not  as  extremely  critical  as  in  the 
tactical  v&rning  situation. 

Performance  standards  as  far  as  the  ability  of  the  receiver  to  deliver  an  alert 
signal  cannot  be  set  at  this  time.  Some  research  was  carried  out  by  Midwest 
Research  Institute  (MRI)  to  establish  such  requiraments  for  the  NEAR  receiver, 
and  a  brief  examination  of  the  subject  has  been  made  at  SDC  with  regard  to  the 
Radio  Warning  System.  The  results  of  the  MRI  work  showed  that  measuring  the 
sound  level  in  terms  of  db  above  the  standard  refe:*ence  level  is  not  satisfactory 
since  it  fails  to  consider  the  distribution  of  sovud  energy  among  the  various 
octave  bands.  The  solution  requires  that  a  measure  of  apparent  loudness  (phons 
or  sones)  be  used.  The  preliminary  studies  were  carried  out  by  SDC  enqploying 
signals  commonly  used  for  Jamming  CW  messages  (called  "bagpipe  jamming").  These 
signals  consisted  of  four  or  five  discrete  tones  of  different  frequency  being 
sounded  consecutively  in  an  almost  random  order.  The  tones  appeared  to  be  in 
the  octave  range  between  300  and  1,000  Hz.  It  was  determined  that  such  a 
signal  would  have  to  have  an  intensity  of  at  least  90db  measured  across  the 
entire  audible  spectrum  at  10  feet  from  the  source  if  it  is  to  be  considered  a 
satisfactory  alert  signal.  More  work  remains  to  be  done  before  specifications 
for  receiver  loudness  can  be  established, 

U.3,11  Warning  Message 

The  Radio  Weaning  System  shall  transmit  pretaped  warning  messages  to  the  public 
whenever  possible ,  but  the  capability  to  transmit  live  messages  to  the  publio 
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must  also  be  provided  to  cover  unusual  situations  for  which  *  tandardized  messages 
are  inappropriate.  The  warning  message  shall  be  delivered  by  the  public  receiver 
with  sufficient  audibility  and  intelligibility  to  insure  its  being  readily  under¬ 
stood  by  a  person  in  th e  same  room  as  the  receiver.  (Preliminary  studies  indicate 
that  a  warning  message  intensity  of  the  order  of  75  decibels  at  10  feet  will  be 
required. ) 

The  use  of  pretaped  messages  is  required  in  the  system  for  two  reasons.  First, 
OCD  operational  personnel  believe  greater  control  over  content  and  delivery  can 
be  had  if  the  messages  are  prepared  in  advance.  Messages  can  be  written  before¬ 
hand  to  direct  the  public  to  carry  out  protective  actions  planned  by  local  civil 
defense  officials.  These  messages  can  be  recorded  using  inflections  which  will 
convey  a  sense  of  urgency  without  encouraging  panic  in  the  listener.  There  will 
be  little  chance  of  making  a  mistake  in  the  delivery.  The  second  reason  for 
using  pretaped  messages  is  that  it  decreases  the  amount  and  complexity  of  the 
information  which  must  be  passed  through  the  system’s  control  network.  Simple 
control  signals  can  be  vised  to  select  one  of  several  messages  stored  on  tape 
at  the  local  or  regional  transmitter  rather  than  having  to  transmit  the  voice 
message  itself,  or  hard  copy  of  the  material  to  be  included  in  the  mr.ssage. 

Even  if  pretaped  messages  are  used  however,  these  messages  cannot  cjver  every 
conceivable  situation  which  must  be  warned  against.  It  is  neressMy,  therefore, 
that  a  backup  to  the  pretaped  messages  be  provided  which  enables  an  announcer  to 
go  on  the  air  with  a  live  message.  In  order  to  increase  the  accuracy  of  these 
live  messages,  and  insure  uniformity  throughout  the  area  to  be  warned,  the  mater¬ 
ial  to  be  broadcast  must  be  provided  as  hard  copy  and  read  by  the  announcer 
verbatim. 

Preliminary  investigations  carried  out  at  SDC  indicate  that  the  voice  message, 
if  delivered  through  a  Bmall  loudspeaker,  should  not  be  at  the  same  intensity 
as  the  alert  signal.  Again,  a  broadband  measurement  of  the  sound  intensity 
indicated  that  above  75  db  distortion  is  sufficient  to  render  the  message  unin¬ 
telligible.  These  measurements  were  made  with  a  three-inch  loudspeaker.  This 
problem  is  a  particularly  knotty  one  which  may  yield  to  solution  only  with  the 
use  of  a  special  purpose  loudspeaker  that  utilizes  the  mechanical  amplification 
provided  by  speaker  cone  resonance  to  reproduce  the  alert  signal  at  sufficient 
volume  while  still  reproducing  the  warning  message  at  an  intelligible  level. 

Some  discussion  is  in  order  on  the  relationship  between  the  alert  signal  and 
warning  message.  This  was  discussed  in  TM-L-1960/021/01A  in  connection  with  a 
requirement  specifying  the  order  of  the  alert  signal  and  warning  message*  This 
requirement  has  been  dropped  for  two  reasons.  First,  it  is  of  a  procedural 
nature  and,  therefore,  belongs  in  the  document  on  procedural  requirements  still 
to  be  written.  Second,  it  was  felt  that  a  decision  on  the  order  of  the  alert 
signal  and  warning  message  would  constitute  a  policy  decision  and  should,  there¬ 
fore,  not  be  stated  as  a  requirement,  but  made  a  recommendation.  The  alerting 
and  warning  process  cannot  be  terminated  until  there  is  good  reason  to  believe 
that  every  one  has  received  the  warning.  Due  to  the  wide  range  of  environments 
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within  which  the  alert  signal  and  warning  message  must  be  received,  and  tha 
vide  range  of  individual  capabilities  to  receive  them,  there  must  be  a  repeti¬ 
tion  of  these  signals.  To  sound  them  only  once  or  twice  would  deny  many  people 
the  information  they  need  for  survival.  Eve’-  if  empirical  studies  were  carried 
out  to  determine  the  mean  time  required  by  an  individual  to  receive  an  alert 
and  warning  in  a  variety  of  environments  and  this  time  were  extended  to  two, 
three,  or  four  standard  deviations  from  the  mean,  there  would  still  be  many 
people  who  would  miss  the  signals  if  only  because  they  were  out  of  range  of  any 
alerting  and  warning  device.  These  individuals  may  not  come  within  hearing 
distance  of  a  device  for  half  an  hour  or  an  hour,  may  still  not  be  in  danger 
from  attack  effects  at  that  time,  and  will  still  be  in  a  position  to  benefit 
from  warning.  Further,  the  repetition  of  the  signals  will  not  have  any  degrad¬ 
ing  effects  on  the  public  response  since  the  public  will  presumably  move  to 
shelter  or  to  evacuation  areas  immediately.  Therefore,  it  is  necessary  to 
continue  the  repetition  of  the  signals  for  as  extended  a  period  as  is  reason¬ 
able.  The  alternating  of  the  alert  signal  and  warning  message  also  aids  in 
overcoming  the  ambient  noise  level  by  causing  regular  variations  in  that  level 
which  call  attention  to  the  signal. 

Since  the  Radio  Warning  System  does  not  have  to  transmit  local  warning  informa¬ 
tion,  (this  task  is  carried  out  by  the  local  broadcast  station),  the  repetition 
of  the  alert  signal  and  national  warning  message  can  be  carried  out  without 
depriving  the  public  of  detailed  local  direction.  If  the  Radio  Warning  System 
is  also  required  to  transmit  local  warning  informrtion  the  situation  becomes 
more  complicated  because  some  time  division  between  national  and  local  messages 
is  required.  It  might  be  argued  that  this  division  must  still  be  made  in  a 
system  which  utilizes  commercial  broadcast  stations  for  delivery  of  the  national 
alert  and  warning  since  some  stations  must  also  be  used  for  delivery  of  local 
warning  information.  Such  a  system  configuration  would  operate  in  one  of  two 
vayst  either  the  national  alert  and  warning  would  be  repeated  for  a  given 
period  of  time  (some  empirically  derived  mean  plus  two  or  three  standard  devia¬ 
tions)  followed  by  local  warning  instructions  exclusively,  or  the  national  alert 
and  warning  would  be  alternated  with  the  local  warning  instructions  in  a  repeti¬ 
tive  process.  Neither  of  thjse  methods  is  completely  satisfactory.  The  first 
method  penalizes  the  individual  who  is  alerted  early  in  the  process  by  waking 
him  wait  until  the  completion  of  the  national  alert  and  warning  before  he  can 
get  any  local  instructions.  It  also  penalizes  the  person  who  falls  to  receive 
the  national  alert  and  warning  before  it  is  terminated,  since  he  is  forced  to 
extract  the  information  'bout  the  emergency  from  the  highly  specific  local 
instructions  being  delivered  as  warning  information.  His  natural  incredulity 
about  the  situation  is  reinforced  by  the  lack  of  any  clear  statement  of  what  is 
going  on.  The  second  configuration  suffers,  since,  by  increasing  the  length  of 
the  alert  warning  cycle,  the  efficiency  with  which  the  alert  signal  can  attract 
people's  attention  is  decreased.  In  a  time  when  information  must  have  a  Mytwmw 
impact,  and  should  therefore  be  simple,  this  configuration  increases  the  amount 
of  information  being  transmitted  and  adds  to  its  complexity.  Therefore,  it  is 
felt  that  the  only  satisfactory  method  of  carrying  out  both  the  national  alert¬ 
ing  and  warning  process  and  the  local  warning  Information  process  is  to  divide 
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them  between  two  channels.  In  this  conf iguration ,  the  national  channel  can  be 
devoted  to  the  single  task  of  attracting  people's  attention  to  the  danger  at  hand, 
and  authenticating  the  existence  of  that  danger.  The  local  channel,  which  begins 
operation  simultaneously  with  the  national  channel,  can  be  used  to  direct  people's 
action  and  instruct  them  on  other  necessary  procedures.  The  Individual  vho  Is 
alerted  early  in  the  procedure  can  switch  to  the  second  channel  and  receive 
directions  immediately.  The  person  vho  cannot  be  alerted  Immediately  need  not 
worry  about  the  signal  being  cut  off  the  air  before  he  has  received  It. 

This  discussion  has  important  ramifications  for  configuration  design.  It  requires 
that  a  second  channel  be  available  for  local  instructions  and  that  the  Interface 
between  the  Radio  Warning  System  and  the  local  warning  Information  systems  be 
considered  in  planning  the  configuration.  It,  therefore,  Increases  the  attrac¬ 
tiveness  of  the  OCD  low  frequency  radio  network  configuration  as  a  means  of 
delivering  the  national  alert  and  warning,  since  this  frees  the  commercial 
broadcast  stations  for  the  job  they  can  do  best,  delivering  local  instructions. 
While  this  division  can  still  be  accomplished  by  designating  certain  cmmerclal 
stations  as  national  stations  and  others  as  local,  this  is  not  wholly  satisfac¬ 
tory  in  areas  where  there  are  not  a  sufficient  number  of  stations  to  fulfill 
both  tasks.  This  requirement  also  strengthens  the  argument  for  home  receivers 
with  special  purpose  low  'idellty  loudspeakers  which  are  designed  to  maximize 
the  intensity  of  the  alert  signal  and  deliver  an  adequate,  but  perhaps  not 
optimum,  voice  warning.  Since  the  voice  message  will  be  limited  in  content  with 
no  detailed  information  included,  the  difficulty  of  Intelligibly  reproducing 
a  lengthy  voice  message  is  avoided.  The  longer  message  can  be  received  over 
the  vlder-band  loudspeaker  located  in  the  heme  radio  set.  Finally,  it 
precludes  the  use  of  a  timed-off  receiver  for  alerting  and  warning.  Since 
the  national  alert  and  warning  itself  cannot  be  timed  off  because  of  the 
reasons  presented  above,  the  receiver  designed  to  deliver  the  alert  and 
warning  into  the  home  cannot  be  timed  off.  Therefore,  a  positive  control 
of  demiting  and  remuting  is  required  from  the  transmitting  facility.  (See 
Section  4.3.8.) 

4.3,12  Interaction  With  Other  Systems 

Provision  nhull  be  made  in  the  Radio  Warning  Syetem  for  the  exchange  of 
infomationt  either  automatically  or  manually t  with  thoee  eyeteme  that  are 
involved  in  the  warning  prooeee  either  ae  eouroee  for  warning  intelligence  or 
a e  complementary  meant  for  transmitting  warning  arid/or  warning  information . 

Two  sources  for  warning  intelligence  must  be  planned  fori  the  tactical  warning 
source  and  the  strategic  warning  source.  The  1T0RAD  system,  SAOE  (4l6L),  and 
the  U25L  Combat  Operations  Center  (COC)  System,  as  well  as  any  future  air 
defense  systems,  will  provide  the  input  of  information  necessary  for  the 
declaration  of  an  air  raid  vamlug  (tactical  warning).  At  present,  it  appears 
that  the  interface  with  the  Radio  Warning  System  here  will  be  manual,  but,  at 
least  at  the  COC  level,  there  is  the  possibility  in  the  future  of  automatic 
decisions  being  mads  in  accord  with  programmed  SOPs. 
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The  source  for  strategic  warning  Is  not  difficult  to  pinpoint.  It  will  undoubt¬ 
edly  be  the  White  Home.  However,  there  are  at  preaent  no  formalized  systemat¬ 
ic  channels  over  which  strategic  warning  intelligence  will  flow.  If  the  system 
is  to  be  used  for  such  warning,  the  Interface  with  the  originating  authority 
must  be  planned.  Consideration  should  be  given,  therefore,  to  possible  inter¬ 
action  between  tt  j  Executive  Office  of  the  President  and  the  Radio  Warning 
System.  In  addition,  since  a  major  operational  interface  between  the  Office  of 
Civil  Defense  end  the  Department  of  Defense  will  exist  in  the  National  Military 
Command  System  (NMCS),  this  serves  as  on  ideal  point  of  exchange  for  intelli¬ 
gence  related  to  warning  that  may  develop  in  the  Washington,  D.  C,  area. 

The  NAWAS  and  its  successor  will  be  the  system  over  which  civil  defense  organ¬ 
izational  warning  and  operational  information  will  circulate.  It  is  certain 
that  the  NAWAS  end  the  Radio  Warning  System  will  interact  at  the  national  level. 

If  NAWAS  terminals  are  ever  established  at  commercial  radio  stations,  presently 
a  remote  possibility,  there  may  also  be  an  interface  at  lower  levels.  All  of 
these  points  of  contact  must  be  considered  in  the  design  of  a  particular 
configuration  to  insure  that  no  incompatibilities  in  the  operation  of  the  two 
systems  are  allowed  to  exist. 

The  EBS  or  Its  successor  will  be  the  primary  channel  for  transmitting  local 
warning  Information,  Presidential  messages,  state  warning  inlormatlon,  and 
national  news  and  programming  to  the  public  in  on  emergency.  Its  operation 
is  initiated  by  OCD  personnel  ir.  the  NORAD  COC  or  in  the  WWACP.  Since  the 
EBS  is  thn  channel  for  local  warning  information,  it  is  Imperative  that  it 
work  synchronously  with  the  Radio  Warning  System  (i.e.,  they  must  be  activated 
simultaneously  and  must  begin  broadcasting  to  the  public  as  nearly  simultane¬ 
ously  as  possible).  At  present,  the  activation  of  the  EBS  cannot  be  done  on  a 
timely  basis  due  to  technical  difficulties.  Therefore,  the  Interfact  between 
the  Radio  Warning  System  and  the  EBS  (or  its  successor;  appears  to  be  a  natural 
place  to  Insert  an  autosutlc  link  which  will  insure  isochronous  operation  os 
well  as  overcome  the  present  technical  difficulties  n  EBS  activation. 

k.k  RESPONSE  TIME 

The  single  requirement  in  this  criterion  specifies  the  response  time  of  the 
Radio  Warning  System.  It  should  be  noted  that  the  tern  has  been  redefined. 

Response  time  le  now  considered  to  run  from  the  time  of  the  decision  to  warn 
until  the  iccelpt  of  the  alert  signal  (or  warning  message,  if  no  alert  signal 
is  sounded)  at  a  public  receiver  which  is  in  normal  operating  condition, 

*». U .1  Maximum  Rcponse  Time 

The  response  tim  of  the  Radio  Naming  System  shall  bo  ouoh  as  to  insure  that  an 
alert  and  warning  can  bo  providsd  to  target  areas  within  a  tim  period  approach- 
ing  ono  minute  as  a  maxinen  and  to  nontarget  areas  within  a  tim  period  approach¬ 
ing  throo  minutes .  Variation  in  response  time  between  target  ana  nontarget  areas 
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shall  be  allowed  only  if  radio  frequencies  must  be  shared  by  several  facilities 
within  the  system  on  a  time-division  basis  or  if  some  similar  teohnieal  sacrifices 
must  be  mads. 

The  times  specified  above  are  target  figures  for  the  system.  They  are  chosen  for 
tvo  reasons;  first,  they  conform  to  the  basic  design  objective  that  the  shorter 
the  response  time,  the  more  lives  the  system  will  save,  and,  second,  they  appear 
to  be  feasible  vithln  the  state  of  the  art  of  communications  technology.  A  pro¬ 
blem  area  here  is  the  determination  of  vhat  constitutes  a  target  area.  Hie  pro¬ 
blem  is  raised  because  the  difficulty  in  securing  radio  frequency  channels  may 
require  that  several  facilities  vhich  have  adjoining  areas  of  coverage  share  the 
same  channel.  The  result  vill  be  that  areas  of  interference  will  occur  vithln 
vhich  no  signal?  can  be  received.  The  only  way  that  this  problem  can  be  overcome, 
without  going  to  very  sophisticated  receivers,  is  for  the  radio  facilities  to 
share  the  frequency  in  time.  The  method  that  has  been  proposed  is  to  broadcast 
the  varning  initially  on  all  the  transmitters,  ignoring  the  Interference  areas, 
then  subsequently  on  cne  transmitter  at  a  time.  If  this  method  is  used,  the 
public  in  the  interference  ^reas  vill  not  receive  the  initial  valuing,  but  vlll 
receive  one  of  the  subsequent  transmissions.  In  order  to  conform  to  the  wording 
of  the  requirement,  it  vill  be  necessary  to  position  the  transmitters  in  locations 
such  that  the  areas  of  interference  do  not  contain  any  civilian  population  con¬ 
centrations  vhich  are  likely  to  be  eneay  targets.  In  practice,  this  will  pro¬ 
bably  have  to  be  interpreted  to  mean  any  major  urban  areas,  since  it  is  difficult 
to  decide  vhat  an  enemy  may  choose  as  a  target. 

U.5  RELIABILITY 

This  section  Includes  the  requirements  necessary  to  specify  the  features  which 
must  be  included  in  the  Radio  Warning  System  to  make  it  reliable.  The  require¬ 
ments,  as  stated  here,  do  not  appear  to  follow  directly  from  previous  discussions 
of  reliability  that  have  taken  place  among  OCD  personnel  and  the  radio  varning 
contractors.  OCD  specifications  in  this  area  have  been  vague.  Beyond  the 
statement  that  a  single  national  false  alarm  vill  seriously  impair  public 
confidence  in  the  system,  and  the  constant  concern  about  receivers  coming  on 
the  air  and  flooding  households  with  torrents  of  sound  at  80  to  90db,  there 
has  been  no  explicit  request  for  features  to  be  included  in  the  system  that 
vill  bring  about  the  type  of  reliable  operation  vhich  is  desired, 

1».5.1  Minimum  Performance  Level 


The  reliability  of  the  Radio  Varning  System  shall  be  such  that  the  expeoted 
number  of  people  put  at  risk  by  failures  in  the  system  shall  not  exoeed  0 . 1 
percent  of  the  entire  population.  The  figure  of  merit  to  be  used  in  calcu¬ 
lating  the  expected  number  of  people  put  at  risk  shall  be  the  instantaneous 
availability  of  the  system ,  i.e.t  the  probability  that  the  system  will  function 
in  a  completely  satisfactory  manner  upon  activation • 
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In  accordance  with  Department  of  Defense  policy  on  specifying  the  reliability 
for  proposed  systems,  this  requirement  must  initially  be  met  by  any  configura¬ 
tion  with  a  confidence  level  of  60  percent. 

The  number  of  people  put  at  risk  by  a  failure  in  the  system  is  the  number  of 
people  who  do  not  receive  a  satisfactory  warning  because  one  or  more  components 
in  the  system  do  not  function  at  the  levels  specified  in  the  operational  require¬ 
ments.  In  the  probabilistic  sense,  this  number  is  a  random  variable  and  its  value 
is  a  function  of  the  reliability  of  the  system.  If  the  system  operates  satisfac¬ 
torily,  its  value  is  zero}  if  the  system  fails  completely,  its  value  is  the  total 
population  covered  by  the  system.  For  any  single  facility  or  group  of  facilities 
in  the  system  there  is  a  similar  variable  whose  value  is  determined  by  the  reli¬ 
ability  of  the  facility  or  facilities  concerned.  The  expected  number  of  people 
put  at  risk  by  failures  in  the  system  or,  on  a  lower  level,  by  a  failure  at  any 
facility,  is  the  mean  or  average  value  of  the  random  variable  associated  with 
the  system  or  facility.  It  is  calculated  by  multiplying  the  number  of  people 
covered  by  the  system  or  facility  by  the  probability  that  the  system  or  facility 
will  fail.  This  number  provides  an  excellent  means  of  specifying  a  particular 
level  of  system  reliability.  It  is  a  meaningful  number  because  it  measures  lives 
potentially  in  danger  as  a  function  of  the  reliability  of  the  system.  As  a  means 
of  establishing  a  reliability  requirement  for  the  system  it  has  merit  because  it 
sets  a  limit  on  the  reliability  of  the  entire  system  while  allowing  variation  in 
the  reliability  of  the  facilities  which  comprise  the  system.  It  insures  that 
those  facilities  which  are  critical  in  warning  areas  ox  large  population  concen¬ 
tration  will  have  as  a  minimum  a  greater  reliability  than  facilities  which  serve 
a  smaller  number  of  people.  Using  this  number  as  a  measure  of  system  reliability 
also  makes  it  possible  to  include  the  public  receiver  in  the  specification  of 
the  system's  level  of  performance  and  provides  a  link  to  the  receiver  testing 
requirement  (see  Section  U.5.5).  Finally,  this  method  of  measuring  system 
reliability  can  be  applied  to  any  system  configuration  regardless  of  the  tech¬ 
niques  utilized  in  the  system  to  insure  reliable  operation  (i.e.,  automatic 
continuity  checking,  redundant  communications  channels,  etc.). 

It  ia  natural  to  question  whether  the  level  of  performance  specified  in  the 
requirement,  not  more  than  0.1  percent  of  the  population  at  risk,  is  both 
adequate  and  realistic.  As  to  its  adequacy,  based  on  a  projected  1970  population 
of  210  million  people,  the  figure  represents  210,000  people,  the  population 
of  a  city  the  size  of  Albuquerque,  New  Mexico,  or  Des  Moines,  Iowa.  Using  the 
data  developed  during  the  Department  of  Defense  cost-effectiveness  study  of  the 
fallout  shelter  program,  this  figure  represents  about  0.2  percent  of  the  number 
of  expected  survivors  in  a  medium  sized  attack  on  mixed  military  and  civil 
targets  and  about  the  same  percentage  of  the  number  of  expected  fatalities. 

While  it  is  difficult  to  have  to  admit  that  there  might  be  any  added  people  at 
risk  because  of  system  failures,  it  is  believed  that  the  level  stated  is  an 
adequate  maxi  mum  number,  certaihly  as  an  initial  goal.  As  to  whether  it  is  a 
realistic  level,  in  a  hypothetical  system  which  utilized  a  single  facility  to 
varn  the  entire  population,  the  specified  performance  level  would  require  a 
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figure  of  merit  of  .999  for  the  facility's  instantaneous  availability.  If  two 
facilities  providing  redundant  coverage  were  utilised,  however,  the  figure  of 
merit  for  each  would  only  have  to  be  .968.  In  a  system  as  important  to  the 
national  welfare  as  the  Radio  Warning  System,  it  is  doubtful  that  a  figure  of 
merit  less  than  .990  wculd  be  tolerable  for  any  component  included  in  the  control 
circuit.  Therefore,  assuming  that  there  will  be  redundant  coverage  provided  in 
critical  areas  not  only  within  the  Radio  Warning  System  itself  but  by  other 
elements  in  the  Public  Warning  System  (sirens,  public  address  systems),  it  a 
appears  that  it  will  be  possible  to  reach  the  specified  level  of  not  more  than 
0.1  percent  of  the  population  at  risk. 

4.5.2  Redundant  Equipment 

Redundant  equipment  ehdll  be  installed  in  the  Radio  Warning  System  above  the 
publio  receiver  level  when  indicated  as  necessary  by  an  engineering  evaluation 
of  system  reliability .  Where  such  redundancy  exists ,  automatic  switchover  to 
standby  equipment  shall  be  provided  in  the  event  of  a  failure  in  the  active 
equipmert. 

If,  as  specified  in  Section  4.2.1,  the  system  is  to  have  a  continuous  activation 
capability,  components  will  have  to  be  ready  to  operate  at  all  times  even  if 
maintenance  personnel  cannot  be  obtained  immediately.  The  decision  to  install 
two  or  more  components  at  a  given  point  in  the  system  will  depend  on  the  reli¬ 
ability  of  the  component  and  its  criticality  to  system  operation.  Hie  survi¬ 
vability  requirement  (Section  4.6.1)  has  a  bearing  on  the  decision  to  stockpile 
redundant  equipment  for  system  reconstitution.  Fuch  equipment  might  even  con¬ 
sist  of  mobile  units  stored  in  hard  locations  away  from  the  original  facility 
site  and  capable  of  being  used  for  warning  and  communications  in  the  postattack 
environment. 

4.5.3  Fail-Safe  Equipment 

All  equipment  used  in  the  Radio  Warning  System  shall  be  designed  to  maximise 
the  probability  that  ooryonents  will  fail  in  a  silent  or  safe  condition t  not 
in  a  condition  which  simulates  system  operation. 

Equipment  used  in  the  Radio  Warning  System  must  be  designed  to  have  a  maximum 
fail-safe  tendency.  A  component  failure  in  the  system's  control  network  which 
resulted  in  activation  of  the  system  at  all  lower  levels  could  have  grave  con¬ 
sequences.  It  is  in  the  contol  network,  however,  that  the  most  elaborate  pre¬ 
cautions  can  he  taken  in  designing  the  equipment  to  the  proper  standards  without 
an  undue  increase  in  system  cost.  It  is  not  possible,  however,  to  guarantee 
coeiplately  fail-safe  operation  in  any  hardware.  All  that  can  be  dene  is  to 
employ  close  analysis  of  circuitry  using  probabilistic  techniques  and  choose 
only  those  circuits  that  have  the  least  probability  of  being  activated  by  the 
failure  of  a  component  used  in  the  system.  This  is  particularly  the  case  with 
the  public  receiver.  It  has  been  suggested  that  the  requirement  stated  here  is 
unnecessary,  since  most  home  radios,  whan  they  break  down,  do  so  by  1  ailing  to 
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operate  when  turned  on.  The  vaet  majority  of  home  receivers  are  not,  however, 
left  standing  in  operation  with  only  their  audio  circuits  inoperative  as  are 
the  warning  receivers.  This  mode  of  operation  complicates  the  problem  as  does 
the  cost  factor.  Within  the  cost  limits  that  have  been  imposed  on  this  piece 
of  equipment,  the  inclusion  of  such  features  as  monitoring  of  key  components  to 
determine  their  condition  is  impossible.  Failure  to  detect  receivers  which  are 
inoperative  increases  the  likelihood  of  no-alarm  failures  in  the  event  the 
system  must  be  operated,  but  the  effect  on  the  owner  of  the  receiver  which  would 
be  caused  by  its  being  activated  by  a  component  failure  would  probably  be  even 
more  deleterious  to  system  operation.  For  the  cumulative  effect  of  a  great  many 
such  failures  vould  be  to  seriously  undermine  or  destroy  public  confidence  in 
the  system.  Since  it  is  assumed  that  the  public  receivers  will  stand  idle  for 
a  far  longer  time  than  they  will  be  in  operation  delivering  an  alert  or  warning, 
it  is  not  desirable  that  they  should  call  attention  to  themselves  in  the  event 
that  they  suffer  a  component  failure.  This  apparently  contradictory  statement 
is  true  because:  first,  the  receiver  may  fall  at  any  time  of  day  or  night,  and 
the  noise  which  will  be  generated  by  their  being  activated  is  undesirable  during 
much  of  that  time;  and  second,  the  likelihood  of  the  receiver  being  needed  to 
provide  an  alert  or  warning  during  any  given  period  in  which  it  is  inoperative 
is  slight.  If  the  receiver,  then,  is  more  likely  to  fall  by  becoming  silent, 
how  can  the  no-a]arm  potential  which  these  failed  receivers  represent  be  detected 
and  corrected?  The  answer  is  through  an  effective  testing  progrsm  which  schedules 
tests  at  a  frequent  enough  interval  to  insure  that  the  expected  number  of  failed 
receivers  Is  kept  below  a  given  percentage  of  the  total  number  which  has  been 
distributed  to  the  public.  (See  Section  4.5.5,) 

4.5.4  Receiver  Protection 

The  public  receiver  oerrponent  of  the  Radio  Warning  System  shall  be  designed  to 
withstand  the  wear  and  tear  which  can  be  expected  in  an  exposed  location  in  an 
average  household  which  may  be  situated  anywhere  within  the  wide  range  of  envir¬ 
onments  found  in  the  various  climatic  areas  of  the  United  States,  Furthsrt  it 
shall  be  assembled  in  such  a  way  as  to  discourage  or  prevent  a  person  from 
tampering  with  it. 

Essential  to  the  security,  as  well  as  the  reliability,  of  the  Radio  Warning 
System  is  protecting  the  public  receiver  from  the  effects  of  the  environment  in 
which  it  is  placed.  As  with  any  piece  of  electronic  gear,  certain  components 
will  have  a  greater  degree  of  susceptibility  to  damage  by  these  effects  than 
others.  Consequently,  the  receiver  is  always  in  danger  of  being  damaged  not 
only  by  such  physical  violence  as  being  hit  by  furniture  or  kicked,  but  also 
by  such  passive  agents  as  grease,  moisture,  and  dust  in  the  air.  These  sources 
of  carnage  are  all  acciduntal.  There  is  in  addition  the  problem  of  idle  hands, 
either  those  of  children  or  of  inveterate  adult  tinkerers.  The  most  compre¬ 
hensive  solution  to  all  of  these  problems  is  to  encapsulate  the  electronics  of 
the  receiver,  but  there  remains  the  loudspeaker  which  must  have  access  to  the 
air  to  operate.  The  possibility  of  special  purpose  loudspeakers  has  already 
been  mentioned  for  other  reasons  and  may  be  required  to  meet  this  problem  as 
veil. 


31  January  1966 


2-31 


TM-L-1960/O90/OO 


U.5. 5  Testing  Program 

The  Radio  Warning  System  shall  be  tested  down  to  and  including  the  public 
receivers  on  a  frequent  basis .  The  frequency  of  these  tests  shall  be  deter¬ 
mined  so  that  the  expected  number  of  public  receivers  that  are  allowed  to 
become  inoperative  between  tests  shall  not  exceed  a  fixed  percentage  of  the 
total  number  of  receivers . 

(The  allowable  percentage  of  inoperative  receivers  remains  to  be  determined.) 

As  is  mentioned  in  Section  4.5.3,  the  testing  program  is  an  integral  port  of 
the  reliability  design  of  the  public  receiver  in  the  Radio  Warning  System. 
However,  the  implications  of  such  a  program  must  be  considered  in  designing 
all  of  the  equipment  to  be  used  in  the  system. 

Any  measure  of  the  reliability  of  the  system  must  consider  the  likelihood  of 
two  types  of  failures,  false  alarm  and  no  alarm.  A  folse-olarm  failure  occurs 
when  the  system  is  activated  at  a  time  when  no  such  activation  is  desired.  A 
eo- alarm  failure  occurs  when  the  system  activation  foils  at  a  time  when  such 
activation  is  intended.  At  the  public  receiver  level,  the  tendency  toward  each 
of  these  types  of  failure  is  normally  dependent  upon  receiver  sensitivity.  If 
the  receiver  is  made  difficult  to  activate  by  using  complex  signaling  tech¬ 
nique#  *f  else  alarms  ore  protected  against,  but  no-alarm  failures  are  more  likely. 
If,  on  the  other  hand,  the  receiver  is  easy  to  activate  because  simpler  signals 
are  used  to  overcome  the  no-alarm  potential,  the  receiver  is  automatically  mode 
more  prone  to  false  alarms  from  random  noise  in  the  atmosphere  or  from  program 
material  on  the  channel.  The  result  is  that  the  tendency  of  the  receiver  to 
false  alarm  and  its  tendency  not  to  alarm  must  be  balanced  off  against  each 
other}  they  cannot  both  be  minimized  simultaneously  using  the  same  technique. 

If,  however,  different  techniques  are  used  to  deal  with  each  tendency,  they  can 
both  be  minimized  simultaneously.  Two  methods  of  doing  this  have  been  discov¬ 
ered.  The  first  is  to  minimize  the  possibility  of  false  alarms  in  the  receiver 
through  the  use  of  circuits  which  tend  to  foil  by  going  into  a  silent  condition 
rather  than  by  coming  on  the  air.  Ibis  will,  however,  increase  the  possibility 
of  a  no- alarm  failure  in  the  event  of  an  emergency  unless  the  owner  of  the 
receiver  can  determine  that  his  receiver  is  inoperative.  In  order  to  provide, 
him  with  this  Information,  a  testing  program  must  be  introduced  which  will 
provide  frequent  opportunities  to  test  the  receiver.  This  method  requires  the 
active  participation  of  the  receiver  owner  in  utilizing  the  tests  to  his 
advantage.  The  frequency  of  the  tests  is  based  upon  the  mean  time  before 
failure  (MTBP)  of  the  home  receivers  and  the  probability  distribution  which 
the  receivers  will  experience  In  their  failures.  Given  these  data,  the  test¬ 
ing  frequency  can  be  scheduled  in  such  a  way  as  to  keep  the  expected  nunfcer 
of  failed  receivers  below  a  certain  percentage  of  the  whole. 
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To  illustrate,  assume  that  70  million  public  receivers  are  in  the  system, 
that  these  receivers  have  a  maximum  life  expectancy  of  ten  years  (an  MTBF  of 
five  years)  and  that  they  fail  on  a  random  basis,  further,  assume  that  they 
have  been  designed  so  that  the  probability  is  .99  vhat  when  they  fail,  they 
will  do  so  safely,  i.e.,  without  coming  on  the  air.  As  an  example,  assume  the 
requirement  established  is  that  no  more  than  10  percent  of  these  receivers 
will  be  allowed  to  be  inoperative  at  any  time.  Then,  the  mean  number  of 
receiver  failures  per  day  will  be  20,000  of  which  200  will  not  be  fail  safe. 

In  order  to  assure  that  not  more  than  7  million  receivers  will  be  out  of  ser¬ 
vice,  a  system  test  down  to  and  including  the  public  must  be  made  at  least 
every  39  days,  or,  to  keep  it  on  a  regular  basis,  once  a  month. 

4.5.6  Maintenance 


The  failure  of  equipment  used  in  the  Radio  Warning  System  at  levels  above  the 
public  receiver  shall  automatically  be  indicated  to  maintenance  personnel. 

In  a  system  as  important  as  the  Radio  Warning  System,  failed  equipment,  even 
if  backed  up  by  spares,  cannot  be  allowed  to  remain  unrepaired  for  any  length 
of  time  vlthout  a  consequent  decline  in  system  reliability.  For  example,  if 
the  probability  is  .001  that  a  piece  of  equipment  will  fail,  and  if  it  is 
backed  up  by  a  similar  piece  of  equipment ,  the  probability  of  both  falling  in 
succession  is  .000001.  If  one  piece  of  equipment  has  already  failed,  however, 
and  if  the  probability  of  the  second  piece  failing  is  independent  of  the  first 
having  failed,  then  the  probability  of  the  second  piece  failing  and  causing  an 
entire  portion  of  the  system  to  fail,  reverts  to  .001  or  an  Increase  of  three 
orders  of  magnitude.  Therefore,  automatic  indication  of  failed  equipment  is 
necessary.  No  requirement  is  included  here  about  regular  maintenance  sched¬ 
ules  or  the  actual  arrangements  which  must  be  made  for  providing  maintenance 
personnel.  That  regular  maintenance  procedures  will  be  established  according 
to  good  practices  is  assumed,  but  this  will  be  spelled  out  in  greater  detail  when 
procedural  requirements  are  established.  As  for  procurement  of  maintenance 
personnel,  this  subject  deserves  special  study  to  determine  the  most  effective 
method  on  a  cost  basis.  It  is  not  possible  to  say,  at  this  time,  whether  con¬ 
tract  or  in-house  maintenance  should  be  used,  though  the  latter  appears  to 
offer  certain  advantages  in  terms  of  insuring  the  presence  of  maintenance 
personnel  in  the  event  of  an  emergency, 

4.5.7  Dual  Operator  Positions 

Provision  shall  be  made  in  the  Radio  Warning  System  to  require  the  actions  of 
two  individuals  to  activate  the  system  from  any  national  Initiation  point. 

I 

(The  exact  method  that  will  be  used  to  carry  out  this  requirement  remains  to 
be  determined, ) 
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During  the  first  meeting  of  the  Working  Oroup  for  Radio  Warning,  there  vas  a 
lengthy  discussion  of  the  means  vhlch  could  be  used  to  make  a  false  activa¬ 
tion  of  the  Radio  Warning  System  by  a  berserk  operator  Impossible.  Methods 
employing  automatic  features,  challenge  and  response  procedures,  multiple 
actions  by  a  single  operator,  and  use  of  tvo  or  more  operators  were  suggested. 
While  no  final  decision  can  be  made  vlthout  further  Investigation,  It  appears 
that  the  most  feasible  method,  from  a  cost-effectiveness  point  of  view.  Involves 
the  coordinated  actions  of  tvo  or  more  operators  to  activate  the  system. 

Whether  these  tvo  operators  should  he  located  in  the  same  or  different  facili¬ 
ties  has  been  questioned  by  OCD  personnel  and  remains  to  be  determined  during 
future  studies. 

U.6  SURVIVABILITY ,  SECURITY,  AND  SABOTAGE 

This  Section  contains  requirements  specifying  the  needed  survivability  of  the 
Radio  Warning  System  in  the  event  of  an  enecy  attack  and  the  features  vhlch 
must  be  included  in  the  system  to  protect  it  from  covert  enemy  actions  and 
mischief  directed  against  it  from  noneneny  sources.  The  requirements  are  only 
those  vhlch  have  an  effect  on  hardvare  design.  It  is  assumed  that  procedural 
mo  as  urea  for  protecting  against  physical  sabotage  such  as  providing  guards  for 
facilities  vi  11  be  specified  later  in  procedural  requirements.  The  main  items 
of  concern  under  covert  enesy  acts  are,  therefore,  jamming  and  spoofing.  The 
security  of  the  system  also  Involves  devising  some  means  to  prevent  its  being 
activated  by  sensation-seeking  individuals ;  this  cooes  under  the  heading  of 
spoofing  vhlch  cannot  be  prevented,  only  counteracted  after  the  fact,  because 
of  the  vl despread  distribution  of  receivers.  When  the  system  Is  Implemented, 
legislation  vill  probably  be  required  to  make  the  Intentional  transmission  of 
signals  vhlch  activate  the  system  a  criminal  offense.  Otherwise,  there  vlll 
alvays  be  the  danger  of  another  invaslon-from-Mars  hoax,  this  time  using  the 
Radio  Warning  System  for  its  delivery, 

U.6.1  Survivability 


The  Radio  Warning  System  shall  he  survivable  in  the  foliating  tense:  in  the 
event  of  an  overt  attack  on  the  United  States  (except  for  an  undetected  attack 
directed  against  the  Radio  Warning  System  itvelf),  the  system  shall  be  capable 
of  surviving  in  operating  condition  for  a  period  sufficient  to  enable  the 
delivery  of  the  national  alert  and  warning.  Following  the  attack t  the  pivoted 
reconstitution  capabilities  of  the  system  shall  be  sufficient  to  insure  a  con¬ 
tinued  public  warning  capability  with  minima  interruption  due  to  attack  effects. 
Reconstitution  planning  shall  determine  the  means  of  increasing  the  likelihood 
of  the  continued  operation  of  facilities  originally  included  as  system  compon¬ 
ents ,  as  well  as  the  means  by  which  other  oorrmmioations  facilities  which 
might  survive  an  attack  might  be  utilised  to  provide  warning  to  the  public. 

The  Radio  Warning  System  cannot  be  made  surrivable  In  the  generic  sense  of  the 
vord.  Its  operation  Is  dependent  upon  antenna  systems  vhlch,  vlthout  incurring 
unreasonable  costs,  cannot  be  constructed  to  vlthstand  the  effects  of  an  attack, 
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particularly  antenna  systems  designed  to  operate  in  the  low-  and  very-low- 
frequency  ranges.  For  the  reasons  indicated  below,  however,  the  system  does 
not  have  to  be  survlvable  in  the  same  sense  that  a  hardened  cornand  post  or  a 
weapons  control  center  is  survivable.  The  Radio  Warning  System  is  designed. to 
deliver  automatically  an  alert  signal  and  warning  message  to  the  public  in  the 
event  of  an  enemy  attack.  The  system  is  designed  to  meet  the  needs  of  civil 
defense  in  a  worst-case  situation,  namely,  a  completely  unexpected  attack.  It 
is  because  of  this  fact  that  the  system  is  automatic  at  the  public  level  and 
has  a  voice  warning  message  for  authenticating  to  the  incredulous  nation  the 
fact  that  the  attack  is  indeed  taking  place.  Given  a  long  crisis  buildup 
prior  to  the  actual  attack,  a  system  with  less  capability  would  undoubtedly 
be  as  effective  as  would  the  present  one  in  a  surprise  attack.  By  the  same 
token,  given  a  strategic  buildup,  the  effectiveness  of  the  Radio  Warning  System 
will  probably  be  much  greater  than  if  no  such  buildup  occurs.  The  crucial 
point  here  is,  however,  that  once  an  attack  on  the  Uhited  States  takes  place, 
the  context  within  which  the  warning  process  operates  will  never  be  the  same 
again.  The  changes  in  the  public  frame  of  mind  which  vill  take  place  between 
the  preattack  and  postattack  periods  will  have  a  tremendous  icq? act  on  warning 
system  requirements.  In  the  preattack  period,  the  unwillingness  of  the  public 
to  admit  the  need  for  their  participation  in  civil  defense  programs,  caused 
in  part  by  their  lack  of  any  historic  experience  of  an  enemy  attack,  in  part 
by  the  awful  premonition  of  what  such  an  attack  would  mean,  raises  a  formidable 
barrier  of  unbelief  between  the  consciousness  of  the  individual  and  the  warning 
process.  The  warning  system,  to  be  effective,  must  be  structured  to  surmount 
this  barrier;  but  after  an  attack  has  been  taken  place,  the  barrier  will  be 
toppled  in  the  minds  of  those  who  survive.  Through  experience,  the  survivors 
will  have  become  more  carefully  attuned  to  the  information  which  the  warning 
system  is  designed  to  provide.  Indeed,  if  the  system  is  unable  to  furnish  such 
information  due  to  the  effects  of  the  attack  itBelf,  the  people  will  probably 
devise  some  other  method  of  obtaining  this  information  until  the  system  can  be 
restored.  Therefore,  it  is  fair  to  Bay  that  although  the  system  is  not  designed 
to  operate  on  a  one-shot  basis,  it  will  never  again  have  to  do  the  Job  as  well 
as  it  does  the  first  time  around. 

There  are  many  techniques  available  for  insuring  that  the  system  vill  be  rector- 
able.  Redundant  eamnuai  cat  ion*  channels  including  survlvable  landline  trunks, 
mobile  radio  units,  and  quick  erecting  antennas  are  but  a  few  of  these  techniques 

The  important  factor  here  is  that  after  the  first  attack,  the  public  vill  be 
listening  end  the  problem  of  getting  the  warning  out  to  them  vill  be  drastically 
simplified  as  a  consequence.  The  caveat  in  the  requirement  about  a  surprise 
attack  on  the  system  itself  is,  in  a  sense,  tinged  with  irony*  It  is  unlikely 
that  any  warning  system  could  survive  a  surprise  attack  directed  against  its 
key  facilities.  It  is  equally  unlikely  that  an  eneny  faced  with  a  broad  spec¬ 
trum  of  key  targets  and  possessing  only  a  fixed  number  of  weapons,  would  choose 
to  direct  his  attack  against  the  system.  Unlikely,  that  is,  unless  one  or  more 
of  three  situations  exist.  The  enemy  may  choose  to  act  irrationally.  He  nay 
have  a  surplus  of  weapons  available  to  him  for  the  first  strike*  Or,  he  may 
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wish  to  attack  the  population  directly,  but  believes  that  its  civil  defense 
capabilities  are  so  effective  that  if  the  system  is  not  taken  out  by  surprise, 
such  am  attack  will  not  have  sufficient  payoff  to  make  it  worthwhile.  The 
first  situation  cannot  be  controlled.  The  second  requires  integrated  planning 
within  the  Department  of  Defense  to  insure  that  the  enemy  vill  always  have  too 
many  targets  to  shoot.  The  third  situation  is  more  problematical,  since  it 
implies  that  the  more  effective  the  civil  defense  program  is,  the  more  likely 
the  Warning  System  is  to  be  a  target. 

The  problem  of  the  vulnerability  of  the  Radio  Warning  System  has  been  given  a 
preliminary  analysis  by  SRI. 3-  The  conclusions  of  that  study  concerning  the 
danger  of  designing  the  system  with  a  few  critical  nodes  are  sound.  Howe/er, 
the  problem  is  not  one  of  a  few  critical  nodes  in  a  system  which  is  threatened 
with  collateral  damage  or  with  direct  destruction  as  part  of  an  overall  attack 
on  the  country's  communications  capability.  It  is  the  vulnerability  of  even  a 
widely  dispersed  alerting  and  warning  system  to  a  carefully  planned  surprise 
attack  designed  to  carry  out  a  strategy  of  destroying  the  population.  The 
question  then  becomes ,  what  kind  of  a  civil  defense  program  would  have  to  be 
implemented  in  order  to  draw  an  enemy's  fire  to  the  warning  system?  In  view 
of  past  public  and  Congressional  disinterest  in  civil  defense,  one  might  answer, 
not  the  kind  of  program  that  would  be  implemented  in  the  United  States.  But 
what  if  such  an  effective  program  were  implemented?  It  would  have  to  be  based 
on  the  enthusiastic  support  of  both  the  government  and  the  public.  It  presumes 
a  cannon  belief  that  the  threat  of  a  direct  attack  on  the  United  States  is  real 
and  perhaps  imminent;  it  presumes  an  elaborate  Bystem  of  protective  measures; 
and,  for  an  enemy  to  direct  his  surprise  attack  against  the  warning  system 
instead  of  directly  against  the  public,  it  presumes  that  the  entire  civil  defense 
apparatus  will  operate  only  upon  direction  of  the  warning  system. 

The  enesy  could  then  have  one  of  two  goals  in  mind  in  carrying  out  an  attack  of 
the  type  contemplated  here,  wanton  destruction  or  blackmail.  The  first  would 
require  a  massive  attack  on  population  centers  either  simultaneously  with  or 
directly  after  his  attack  on  the  warning  system.  Any  delay  in  attacking  the 
population  would  increase  the  probability  of  warning  being  spread  by  alternative 
means  and,  in  such  a  splendidly  defended  society,  a  consequent  decrease  of  signi¬ 
ficant  proportion  in  the  effectiveness  of  his  attack.  Furthermore,  a  society  so 
.conscious  of  the  existence  of  an  eneuy  threat  would  not  be  without  active  defenses 
and  retaliatory  capability.  Therefore,  an  enemy  vho  carried  out  such  an  attack 
would  be  almost  sure  of  annihilation  due  to  his  having  had  to  spare  military  tar¬ 
gets  in  carrying  out  his  strategy.  Such  a  strategy  would  be  carried  out  only  by 
a  desperate  or  irrational  enemy  and  the  payoff  would  not  seem  to  be  worth  the 
price. 


1.  Dan  0.  Haney,  National  Radio  Warning  System:  A  Note  on  Survivability. 
Stanford  Research  Institute,  June  1964, 
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The  second  strategic  goal  the  eneny  could  attempt  to  achieve  would  be  blackmail. 

Given  that  the  civil  defense  program  depended  so  heavily  on  the  warning  system, 
he  could  destroy  it  by  surprise  and  then  make  his  demands  backed  up  by  threats 
against  a  presumably  defenseless  population.  But  if  public  opinion  was  enthusi¬ 
astic  enough  to  support  the  implementation  of  a  civil  defense  program  of  the 
ocope  contemplated  here,  people  would  merely  proceed  to  their  blast  shelters  and 
Sit  out  the  period  of  the  threat  or  the  period  until  the  warning  system  could 
be  reconstituted  either  by  rebuilding  the  original  components  or,  far  more  likely, 
until  an  expedient  system  could  be  established  using  other  components.  For 
such  a  strategy  to  be  successful,  an  enemy  would  have  to  destroy  or  disrupt 
very  seriously  the  entire  coamuni cat ions  capability  of  the  United  States.  In 
order  to  do  this,  he  would  have  to  carry  out  an  attack  of  tremendously  greater 
scope  than  merely  attacking  the  warning  system.  Such  an  attack  would  probably 
b«  detected  in  time  for  the  civilian  population  to  be  warned.  Moreover,  an 
attack  of  this  slse  would  not  be  carried  out  by  an  ensay  Intent  upon  blackmail. 

It  would  result  in  retaliation,  not  negotiation. 

In  either  strategy  there  would  be  no  inherent  advantage  in  taking  the  warning 
system  out  by  surprise.  Therefore ,  it  seems  reasonable  to  expect  that  the 
system  will  survive  long  enough  to  transmit  the  alert  and  warning  and  that  it 
will  meet  both  the  public  need  and  the  operational  requirement. 


U.6.2  Jamming 

The  control  portion  of  the  Radio  Warning  System  shall  be  provided  with  anti- 
jaming  capability.  The  RF  sensitivity  of  the  public  receiver  component  of  the 
system  shall  be  made  adjustable  and  shall  be  maintained  at  a  level  no  greater 
than  that  which  is  necessary  to  receive  legitimate  signals  from  system  trans¬ 
mitters. 

Jamming  may  take  two  forms  in  this  system.  An  eneny  may  attempt  to  Jam  the  con¬ 
trol  signals,  either  those  used  in  the  control  network  or  those  which  are  trans¬ 
mitted  to  activate  the  home  receivers,  thereby  preventing  the  transmission  of  the 
warning,  or  he  may  attempt  to  Jam  the  audio  signals  transmitted  to  the  home 
receivers,  thereby  preventing  the  public  from  receiving  an  intelligible  message. 
The  degree  of  antijamming  capability  to  build  into  the  control  network  (frequency 
diversity,  multiple  paths,  etc.)  will  have  to  be  based  on  an  analysis  of  the 
tradeoff  Involved  in  the  cost  of  such  features  versus  the  likelihood  of  an  enemy 
attempting  to  Jam  the  system.  Here,  as  with  survivability,  the  likelihood  of 
eneny  Jamming  appears  relatively  remote  due  to  the  low  payoff  in  view  of  tha 
great  rick.  For  upon  detection,  an  attempt  to  Jam  the  system  would  certainly 
be  considered  a  hostile  act. 

The  second  part  of  the  requirement  is  designed  to  make  Jamming  as  difficult  as 
possible  within  the  cost  constraints  of  public  receiver  design.  If  the  receiver 
is  relatively  insensitive  to  signals  which  hive  less  power  then  those  trans¬ 
mitted  by  the  system  facility  whose  Job  it  is  to  activate  it,  then  the  enesy  is 
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put  at  a  disadvantage.  He  cannot  hope  to  Jam  a  very  large  part  of  the  system 
aucesn fully  without  haring  a  vary  powerful  transmitter  located  close  to  the  area 
where  the  system  is  to  be  Jaamd.  The  choice  of  the  method  by  which  receivers 
are  to  be  activated  can  also  affect  the  Jasmdng  potential  of  the  system.  For 
instance,  if  the  key  to  the  receiver  involves  the  transmission  of  several  tones 
in  a  time  sequence,  with  both  the  presence  and  absence  of  tones  at  particular 
times  being  critical  to  unlocking  the  receiver,  then  the  enemy  can  prevent  the 
activation  of  the  receiver  by  transmitting  the  proper  tones  steadily  and  pre¬ 
venting  any  timed  sequence  of  tones  from  turning  the  key.  If,  on  the  other  hand, 
the  key  involves  msrely  the  transmission  of  several  tones  vlth  no  sequence  being 
Involved,  the  enemy  is  put  at  a  disadvantage.  For  if  he  concentrates  the  RF 
energy  used  for  Jamming  Into  the  sidebands  around  the  control  tone  frequencies, 
he  will  activate  the  receivers.  If,  instead,  he  used  broadband  Jamlng  (white 
noise),  legitimate  control  aignals  which  concentrate  their  energy  into  the 
proper  frequency  hands  should  be  capable  of  activating  the  recelvera.  Once 
the  receivers  are  turned  on,  it  may  not  be  possible  to  receive  an  intelligible 
message,  but  the  mere  fact  that  the  receiver  has  been  turned  on  should  be 
sufficient  to  alert  the  public  that  something  unusual  ie  occurring.  If,  In 
addition,  sirens  and  other  alert  devices  can  be  activated,  the  total  effect 
should  send  an  average  individual  to  his  regular  radio  to  find  out  what  is 
going  on. 

b.6.3  Spoofing 

The  control  portion  of  the  Radio  Warning  System  shall  be  mads  sufficiently 
e sours  to  prevent  its  being  spoofsd.  The  system  shall  be  designed  to  enable 
the  rapid  detection  by  system  operators  of  any  attempt t  whether  belligerent 
or  mischievous t  to  spoof  the  system.  The  system  operators  shall  be  provided 
vith  the  ability  to  inform  the  public  of  the  situation  as  soon  as  possible 
using  the  Radio  Warning  System  itself  as  veil  as  other  means  of  cormunicating 
vith  the  public. 

The  voice  warning  capability  of  the  Radio  Varalng  System  provides  an  effective 
means  of  overcoming  the  effects  of  spoofing  by  an  enemy.  In  the  event  an 
enemy  succeeds  in  activating  a  portion  of  the  system  and  broadcasting  a  false 
massage,  the  system  operator  can  can  at  the  very  least  transmit  a  message  to 
the  public  nullifying  the  enemy's  message  lsmedlately  after  the  eneaqr  has  coat* 
plated  his  message.  In  fact,  the  system  operator  can  do  better  than  that  in 
view  of  the  receiver  requirement  included  in  the  previous  section  on  Jamming. 
Upon  learning  of  an  enemy  spoofing  attempt  In  progress,  the  system  operator 
can  activate  the  transmission  of  a  message  immediately.  The  result  will,  in 
effect,  Jam  the  enemy 'a  spoofing  attempt,  alert  the  public  that  sonething 
unusual  is  happening,  and  enable  the  system  operator  to  use  Other  means  of  coe- 
Runleatlng  with  the  public,  such  as  cosuMrclal  broadcast  stations,  tc  transmit 
a  counteracting  message.  This  method  will  be  effective  slice  public  curiosity 
as  to  what  is  happening  will  be  aroused  by  the  sequence  of  transmissions  through 
the  warning  receivers.  Further,  if  the  sirens  are  controlled  by  signals  which 
are  kept  secure  and  cannot  be  activated  by  the  enemy,  the  lack  of  sirens  signals 
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Kill  provide  an  Indication  that  tha  situation  is  not  ths  saat  as  It  would  be  if 
tbs  system  vers  being  J tamed.  Zn  order  to  orerccsM  enemy  spoofing,  however, 
the  system  operator  must  be  able  to  detect  any  spoofing  attempts*  This  requires 
that  the  frequencies  used  in  the  system  be  monitored  in  all  the  local  areas* 
Police  stations,  fire  stations,  full-time  EOCs  and  similar  facilities  can  carry 
out  this  function*  Peports  of  spoofing  attempts  can  be  made  over  KAWAS  or  what¬ 
ever  civil  defense  coamunlcatlons  system  is  available  to  the  monitoring  agency* 

The  transmission  of  voice  messages  can  also  be  used  to  overcome  the  effects  of 
a  false  alarm  in  a  major  portion  of  the  system.  One  of  the  greatest  contribu¬ 
ting  factors  to  the  degradation  of  the  siren  alerting  systems  has  been  the 
inability  of  the  public  to  determine  whether  or  not  accidental  triggerings  of 
the  sirens  have  been  false*  This  need  not  be  a  problem  with  the  Radio  Warning 
Bystem  if  feedback  on  false  alarms  which  affect  entire  areas  can  be  provided* 

Of  course,  false  alarms  caused  by  the  failure  of  Individual  receivers  caunot  be 
handled  in  this  way. 
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ANNEX  TO  CHAPTER  TWO 

OPERATIONAL  REQUIREMENTS  FOR  A  HOME  ALERTING  AND  WARNING  SYSTEM 
The  hone  alerting  and  warning  ayitea  emit  bet* 

1.  Capable  of  alerting  and  warning  the  greatest  number  of  people  on 

a  2k-hour  basis  at  hone  and  in  buildings  ( apartments ,  hotels ,  offices, 
Industry,  etc.)  where  outdoor  warning  devices  are  not  effective. 

2.  Capable  of  activation  on  a  nation-wide  basis  from  a  primary  and 

at  least  two  alternate  locations.  (National  Warning  Center,  Washington 
Warning  Center,  and  Office  of  Civil  Defense  Region  5  Federal  Center). 

3.  Automatic  with  instantaneous  and  simultaneous  alerting  capability. 
U.  Reliable. 

5.  Secure  from  dissemination  of  false  alerts,  accidental  alerts,  and 
denial  of  alert  issuance* 

6.  Capable  of  authentication  to  insure  the  transmission  of  valid 
alerts  only. 

7.  Capable  of  quickly  recalling  or  cancelling  a  false  alert  if  such 
is  transmitted. 

8.  Capable  of  testing  both  transmission  and  reception  to  insure 
effective  operations . 

9.  Economically  feasible  for  the  public. 

10.  Saleable  to  the  public. 

11.  Designed  to  permit  immediate  follow-up  by  voice  announcement  of 
the  reason  for  the  alert  and  the  actions  to  be  taken  or  cancellation. 

12.  Designed  to  positively  catch  the  ear  of  the  public  with  sufficient 
volume  to  awaken  the  normal  person,  if  sleeping. 


1.  Sourcei  John  W.  McConnell,  Assistant  Director  of  Civil  Defense  (Plans 
and  Operations),  Memorandum  for  Acting  Deputy  Director  of  Civil  Defense) 
Subject!  Operational  Requirements  -  Hoam  Warning  Syttam.  25  September  196k, 

P'  4,  '  '  '  . . ' 
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13*  Designed,  If  radio,  to  turn  on  the  radio  if  off,  or  some  other 
feasible  arrangement  to  alert  a  person  to  turn  on  the  radio. 

lU.  Designed  so  the  alerting  signal  cannot  be  compromised  by  imprudent 
use. 


15*  Constantly  explained  to  the  public  to  acquaint  it  with  its  purpose 
and  operation. 
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CHAPTER  THREE 

ALTERNATE  SYSTEM  CONFIGURATIONS 


1.0 

INTRODUCTION 

1.1 

PURPOSE 

This  chapter  presents  the  main  characteristics  of  three  possible  Radio  Warning 
System  configurations.  Each  configuration  Is  based  on  a  somevhat  different 
interpretation  of  the  Radio  Warning  System  mission,  and  on  differences  In  the 
relative  weighting  of  such  parameters  as  reliability,  survivability,  and 
security. 

The  principal  alms  of  this  chapter  are  to  Indicate  that  there  are  alternative 
means  of  meeting  the  Radio  Warning  System  operational  requirements,  and  to 
stimulate  constructive  thought  on  the  relative  merits  of  sane  techniques 
that  have  not  previously  been  formally  evaluated. 

In  addition  to  a  discussion  of  alternate  configurations,  this  chapter  proposes 
redefinition  of  same  of  the  operational  requirements  that  have  been  specified 
In  an  earlier  chapter.2  This  redefinition  is  the  result  of  greater  inslgrt 
Into  problem  areas  gained  by  continuing  exposure  to  the  ongoing  development 
program  activities.  Inputs  from  related  studies  have  also  contributed  to 
the  sharpening  and  refining  of  some  of  the  Radio  Warning  System  concepts. 

This  redefinition  Is  even  more  directly  the  result  of  a  deliberate  effort 
to  strip  the  operational  requirements  to  the  bare  essentials  necessary  to 
accomplish  the  basic  mission  of  the  system.  The  motivation  for  this  Is  the 
realization  that  only  by  restricting  the  capabilities  of  the  system  to  the 
absolute  minimum,  vlll  acceptable  levels  of  reliability  be  attained  at  a 
reasonable  cost. 

» 

In  the  process  of  redefining  some  of  the  requirements ,  a  few  of  the  problem 
areas  have  been  Invest igatod  and  discussed.  Solutions  to  some  of  the  problems 
are  offered  based  on  the  assumptions  and  arguments  developed  in  this  document. 
If  the  assumptions  and  arguments  are  not  acceptable,  but  are  believed,  instead, 
to  conflict  with  established  OCD  policies,  then  further  dialogue  is  required 
In  order  that  the  constraints  imposed  upon  system  design  by  such  policies 
may  be  fully  understood  by  those  Involved  In  the  development  of  the  Radio 
Warning  System. 


1.  This  chapter  replaces  Radio  Warning  System  Alternate  Configurations, 
Tbich  vas  originally  published  as  TM-L-I96O/031/OO,  dated  30  June  1965. 

2.  Chapter  Two,  "Interim  Operational  Requirements.” 
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1.2  MISSION  OF  THE  SYSTEM 

The  mission  of  the  Radio  Warning  System  is  to  provide  the  public,  through 
radio  receivers  located  in  dwellings,  places  of  business,  and  institutions, 
a  timely  national  alert  and  voice  warning  of  an  impending  enemy  nuclear  attack. 
The  purpose  of  this  aLert  and  warning  is  to  enable  the  public  to  take 
protective  measures  to  increase  the  probability  of  their  survival. 

The  need  for  the  Radio  Warning  System  obviously  arises  because  of  the  lack  of 
an  adequate  existing  system  capable  of  alerting  and  warning  the  public.  There 
are  existing  warning  systems,  seme  of  them  quite  extensive  and  costly.  Examples 
are  the  Emergency  Broadcast  System  (EBS),  NAVAS,  and  local  siren  systems.  All 
of  the  existing  systems,  however,  have  reaction  times  that  are  too  slow  for 
the  nuclear  age.  The  enemy  I  CBM  capability  has  reduced  the  time  available 
for  warning,  after  detection  of  an  enemy  attack,  from  days  or  hours  to  minutes. 
Some  of  the  existing  systems  such  as  EBS  have  no  capability  of  alerting  a 
person  unless  his  radio  is  already  turned  on  and  tuned  to  the  alerting  station. 
Other  systems,  e.g.,  local  sirens,  can  alert  the  public,  but  have  poor  coverage 
of  the  population,  particularly  at  night  when  most  of  the  public  is  indoors. 

It  was  to  fill  this  gap  that  the  Radio  Warning  System  project  was  inaugurated. 
Whet  sets  the  Radio  Warning  System  apart  from  all  previous  warning  systems 
is  that  it  has  the  following  four  capabilities  all  existing  in  one  system: 

1.  The  Radio  Warning  System  has  a  quick  reaction  time.  It 
eliminates  all  of  the  decision  points,  manual  relays,  and  local 
actions  that  characterise  current,  siren  systems.  The  Radio 
Warning  System  receiver  is,  in  effect,  always  on  even  though  muted 
until  an  alert  is  disseminated. 

2.  It  has  the  capability  to  alert  the  public  by  generating  a 
distinctive,  attention-getting  sound.  This  capability  allows 
the  Radio  Warning  System  to  alert  even  a  sleeping  population. 

3.  It  has  the  capability  of  delivering  a  voice  message  to  the 
public.  This  Is  important  for  authentication  of  the  alert  and 
for  disseminating  instructions. 

4.  It  has  broad  population  coverage  capability.  This  is  provided 
by  bringing  the  alerting  sound  and  warning  message  into  the  home 
where  the  majority  of  the  population  will  be  during  certain 
critical  hours  of  the  day. 

The  Radio  Warning  System  will  not  replace  the  existing  warning  systems.  They 
each  have  their  own  unique  contributions  to  make  in  the  overall  warning 
situation.  3he  local  sirens  will  still  be  needed  to  warn  those  people  who  a re 
out-of-doors  when  the  warning  is  given.  They  also  serve  the  purpose  of  backing 
up  or  authenticating  to  the  public  the  validity  of  the  warning  received  via 
the  Radio  Warning  System.  The  EBS  or  it3  successor  will  still  be  needed  for 
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the  dissemination  of  local  instructions  and  for  strategic  warnings  (defined 
as  non  time- critical  warnings  of  enemy  actions).  These  other  systems,  however, 
will  be  affected  by  the  existence  of  the  Radio  Warning  System,  and  all  systems 
vMl  be  made  to  complement  each  other  and  contribute  toward  providing  a 
conplete  warning  capability. 

1.3  CONSTRAINTS 

No  attempt  to  define  a  command  and  control  capability  as  part  of  the  Radio 
Warning  System  has  been  made  in  this  chapter.  The  configurations  described 
have  only  the  capability  of  accomplishing  the  alerting  and  warning  mission  as 
defined  in  the  last  section.  Guidelines  for  the  development  of  the  Radio 
Warning  System,  as  laid  down  by  OCD,  restricted  the  system  to  an  alert  and 
warning  function  only.  These  guidelines  have  not  been  altered,  nor  is 
sufficient  information  available  on  the  requirements  for  a  command  and  control 
function  for  this  system  to  permit  consideration  of  these  added  capabilities 
in  the  configurations  discussed  in  this  document. 

The  level  of  detail  of  the  system  configurations  presented  is  not  sufficient 
to  allow  adequate  cost  analyses  .to  be  made  at  this  time.  Also,  and  equally 
important,  effectiveness  criteria  for  the  various  prescribed  system  capabilities 
have  not  been  established  to  the  point  there  effectiveness  ratings  of  the 
various  configurations  can  be  made.  No  effort  is  made  in  this  presentation, 
therefore,  to  compare  one  configuration  with  another  on  a  cost-effectiveness 
basis.  This  activity,  as  well  as  the  development  of  more  detailed  designs, 
will  be  reserved  for  future  studies. 

It  should  be  pointed  out  that  the  inherent  characteristics  of  the  Radio  Warning 
System  insure  that  any  system  configuration  will  be  naturally  divided  into  two 
distinct  interfacing  subsystems.  One  is  the  broadcast  subsystem  concerned 
with  the  transmission  of  warning  messages  to  the  public  via  the  home  alert 
and  warning  receiver.  The  other  subsystem  is  the  control  network  which  carries 
the  control  signals  down  from  the  initiating  points  at  the  national  level  to 
the  transmitters  that  broadcast  to  the  public.  The  designs  of  these  two 
subsystems  present  entirely  different  types  of  problems,  and  the  design 
details  of  one  only  indirectly  affect  the  design  details  of  the  other. 

In  this  document  only  variations  in  the  control  network  subsystem  will  be 
discussed.  The  radio  facilities  for  broadcasting  to  the  public  will  be  consi¬ 
dered  to  be  the  same  for  all  three  configurations.  Advantage  is  taken  of  the 
fact  that  the  two  subsystems  can  be  studied  more  or  less  independently.  This 
is  not  meant  to  inply  that  all  of  the  problems  with  these  facilities  have  been 
solved  or  that  the  subsystem  can  in  any  sense  be  considered  to  be  optimum. 

As  more  precise  definition  of  some  of  the  parameters  of  the  broadcast  stab  system 
depends  upon  the  evaluation  of  field  strength  and  noise  measurements  yet  to  be 
made,  more  detailed  studies  of  this  part  of  the  configuration  have  been  deferred 
until  a  later  time.  All  of  the  control  network  subsystems  presented  are 
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considered  to  Interface  with  a  broadcast  subsystem  consisting  of  eight  low- 
frequency,  sub  national  transmitters  plus  approximately  60  commercial  broadcast 
stations.  All  68  stations  vill  operate  in  a  broadcast  mode.  Some  details 
of  the  broadcast  subsystem  will  be  describe  \  in  conjunction  with  the  descrip¬ 
tion  of  the  first  configuration  presented  and  will  not  be  repeated  as  part 
of  the  descriptions  of  the  other  configurations. 


2.0  PQNCUJSIONS  AND  RECOMMENDATIONS 

Of  the  three  different  system  configurations  that  have  been  examined  in  sene 
detail  all  appear  to  be  technically  feasible.  A  number  of  problems  remain  to 
be  solved  before  an  operational  system  can  be  implemented.  More  precise 
definition  of  the  syst  ®  requirements,  and  a  rationale  for  weighing  their 
relative  importance  should  be  developed  as  soon  as  possible  to  allow  meaningful 
cost  "effectiveness  comparisons  to  be  made  of  the  different  configurations.  It 
is  reconsnended  that  the  principles  of  value  engineering,  as  developed  by  the 
Department  of  Defense,  be  appJled  to  the  development  of  the  Radio  Warning 
8y stem .  This  vill  ensure  that  CCD  will  develop  a  system  that  has  all  of  the 
basic  capabilities  needed  to  accomplish  the  mission  but  will  not  be  burdened 
with  excessive  costs  in  providing  capabilities  with  only  marginal  utility. 

3.0  RADIO-BASED  COWTIGURATiaH 

Obis  configuration  la  baaed  upon  use  by  OCD  of  the  low-frequency  (60  kHz) 
time-standard  station,  WWVB,  at  Fort  Collins,  Colorado,  modified  to  increase 
power  output  and  reliability,  for  disseminating  the  control  signals  from  the 
national  initiation  points  to  the  transmitters  that  broadcast  the  alert  and 
warning  message  to  the  public.  NBS  is  the  normal  everyday  user  of  the  station, 
broadcasting  at  60  kHz  to  the  public  with  time  signals  derived  fress  the  KBS 
cesium  atomic  frequency  standard.  During  an  alert  situation  OCD  will  assume 
control  of  WWVB  and  will  transmit  frequency  shift-keyed  teletype  signals  to 
control  the  sub  national  and  ccmnerdal  broadcast  stations. 

This  configuration  was  first  formally  presented  and  discussed  at  a  Joint  __ 
contractors'  meeting  held  in  Santa  Monica,  California,  on  10-12  December  1964. 

This  description  reflects  the  basic  system  configuration  as  it  vaa  presented 
at  that  meeting  with  some  modifications  resulting  from  additional  information 
gained  since  that  time  from  telephone  calls  and  personal  contacts  with 
contractor  and  OCD  personnel.  Die  System  Development  Corporation  has  not 
performed  a  comprehensive  analysis  of  this  configuration,  nor  were  operational 
feasibility  studies  made.  As  a  result,  the  configuration  is  only  representative 
of  the  system  aa  conceived  by  the  participants  at  the  December  meeting,  with 
the  exception  of  the  changes  and  additions  previously  mentioned. 


1.  J  L  Autery  and  Samuel  Weems,  Report  on  the  Radio  Alerting  and  Warning 
Meeting,  System  Development  Corporation,  D4-L-1960/027/00,  lo  February  i§6 5  • 
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A  control  mesoage  is  transmitted  through  the  system  In  the  following  manner: 

An  alert  action^initiated  by  an  OCD  operator  at  one  of  the  three  Rational 
Warning  Centers1  results  in  a  switch  closure  being  sent  to  a  programmer.  The 
programmer  select/,  one  of  a  number  of  teletype  tape  readers  with  a  prepunched 
teletype  tape  containing  a  control  message  code  prepositioned  under  the  send 
head.  The  program*: r  will  cause  this  and  other  control  messages  to  be  trans¬ 
mitted  in  a  timed  sequence  to  accomplish  the  following  train  of  events. 

The  first  tape  message  will  be  encrypted  by  a  KW7  cryptographic  device  and 
transmitted  to  the  KBS  transmitter,  WWVB,  at  Port  Collins,  Colorado,  by  means 
of  a  microwave  conmunications  channel.  At  WWVB  the  control  message  will  be 
decrypted  by  another  KW7  and  fed  to  a  teletype  page  printer  and  stunt  box. 

The  decrypted  message  code  actuates  the  stunt  box;  which  then  provides  a  switch 
closure  to  a  controller.  The  controller  provides  the  timed  sequences  of  switch 
closures  required  to  change  over  the  WWVB  transmitter,  modulator,  antenna,  and 
related  equipment  to  the  OCD  mode  of  operation.  When  this  has  been  accomplished, 
the  programmer  at  the  Rational  Warning  Center  will  initiate  the  sending  of 
another  code  group.  This  code  group,  after  being  decrypted  at  WWVB,  will 
cause  the  stunt  box  to  start  the  transmit  KW7  sending  synchronizing  signals  to 
the  modulator  for  transmission  at  61.15  kes  (center  frequency)  to  the  sub- 
national  and  comae rclal  broadcast  transmitter  stations. 

After  sufficient  time  has  elapsed  for  all  of  the  receive  KW7s  at  the  lower 
echelon  stations  to  become  synchronized  with  the  transmit  KW7  (about  8  seconds), 
the  prograaner  will  cause  the  tape  reader  to  send  another  code  group.  This 
group  is  decrypted  at  WWVB,  reencrypted  by  the  transmit  KW7,  sent  down  to  the 
sub  national  transmitter  stations  and  there  decrypted.  The  decrypted  message 
code  is  fed  into  a  teletype  page  printer-stunt  box-controller  ensemble  similar 
to  the  one  at  WWVB.  This  causes  the  sub  national  transmitters  to  switch  on 
plate  power  and  begin  to  radiate  carrier  on  their  assigned  frequencies. 

Similar  ensembles  at  the  commercial  stations  also  cause  the  broadcast  trans¬ 
mitters  to  begin  operating  in  the  OCD  mode  as  a  result  of  the  switching  of 
subsystems.  The  programer  will  then,  after  allowing  time  for  all  of  the  lower 
echelon  stations  to  have  switched  oror  to  the  OCD  mode  of  operation,  cause  the 
tape  reader  to  send  another  code  group.  This  group,  when  received,  will  cause 
the  stunt  box  to  provide  a  switch  closure  to  a  selected  voice  tape  deck  which 
feeds  the  prerecorded  audio  alert  signal/warning  message  to  the  modulator  for 
transmission  to  the  public. 


n  For  the  sake  0 1  simplicity,  this  description  will  be  limited  to  a 
discussion  of  initiation  from  the  Rational  Warning  Center  at  HQRAD  COC  in 
Colorado  Springs  only.  The  details  of  initiation  from  alternate  initiation 
points  are  described  in  a  later  section. 
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Monitor  receiver*  at  the  National  Warning  Center  determine  If  the  t  ran  emitter* 
at  the  lover  echelon  function  properly  and  display  this  information  on  a  status 
board  at  the  operator' a  console.  The  operation  of  WWVB  In  the  OCD  mode  is 
monitored  by  means  of  a  61.15  kcs  F8X  receiver  feeding  Its  output  into  a 
receive  KVJ  vith  the  decrypted  code  groups  being  printed  on  a  page  printer 
adjacent  to  the  operator's  console. 

3.1  FUN CHORAL  8U3SY8THS 

This  configuration  is  shovn  in  Figure  3-1.  The  major  subsystems  in  this  figure 
are  described  belov.  They  are  grouped  together  under  the  site  at  \hich  they 
are  physically  located. 

3.1.1  National  Warning  Center 

The  equipment  configuration  shovn  In  Figure  3-1  is  typical  for  all  of  the 
National  Warning  Centers  though  it  actually  indicates  the  configuration  for 
the  Rational  Warning  Center  at  NORAD  COC.  Any  differences  existing  betveen 
the  several  Rational  Warning  Centers  vill  be  the  result  of  their  physical 
location  rather  than  any  difference  In  function.  Rot  shown  in  the  figure  are 
the  cnmn ml  cations  and  other  equipment  vfcich  provide  the  Interface  betveen 
the  three  National  Warning  Centers.  As  backup  to  the  primary  mode  of  operation 
there  vill  be  two  alternate  Rational  Warning  Centers:  Rational  Two  Warning 
Center  (R2WC)  at  OCD  Region  Five  Headquarters,  Denton,  Texas;  and  National 
Three  Warning  Center  (N3WC)  at  the  present  location  of  the  Washington  Warning 
Area  Control  Point  (WWACP). 

Belov  Is  a  list  of  the  principal  subsystems  at  the  Rational  Warning  Center: 

PrograssKr 
Teletype  tape  reader 

KV7-T  (Cryptographic  equipment  operating  in  the  transmit  mode) 

Microwave  terminal 

61.15  kHz  receiver  (monitor) 

*!W7-R  (cryptographic  equipment  operating  in  the  receive  mode) 

•Teletype  monitor  page  printer 

•Subnet ianal  low  frequency  receiver  (monitor) 

•Commercial  broadcast  receiver  (monitor) 

Status  display 

The  following  paragraphs  describe  the  subsystems  listed  above  except  those 
labeled  with  an  asterisk,  \fcich  are  standard  coomercial  equipment  whose 
function  Is  v?ll  known. 


Figure  3-1.  Radio -Baaed  Systems 
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This  subsystem  provides  the  automatic  code  selection,  time  sequencing,  and 
overall  control  of  the  actual  transmission  of  the  control  signal  once  the 
initiation  action  has  been  taken  by  the  OCD  operator.  The  pro  grander  accepts 
one  of  a  number  of  switch  actions  from  the  console,  selects  the  proper  tape 
reader  corresponding  to  a  particular  switch  action  and  starts  that  tape  reader 
transmitting  a  code  group  to  the  transmit  KW7  cryptographic  device.  (All 
control  messages  originating  at  the  National  Warning  Centers  are  encrypted.) 

It  sets  a  timer  and  at  preset  intervals  it  selects  and  starts  other  •‘ape 
readers  that  transmit  other  coded  messages  to  initiate  functions  at  a  lower 
echelon  at  prescribed  times. 

The  actual  logic  to  be  incorporated  into  this  circuit  has  not  been  worked  out 
in  detail.  Provision  will  be  made  by  the  programmer  for  sequencing  normal 
control  codes  interspersed  with  ad  lib  teletype  messages  originated  by  the 
OCD  operator  for  live  voice  reading  by  designated  personnel  at  input  points  to 
the  transmitters  that  broadcast  to  the  public.  Possible  interface  with  some 
type  of  automatic  message  composer  must  be  considered  in  the  design  of  the 
programmer. 


Teletype  Tape  Reader 

The  teletype  tape  reader  is  connected  to  the  pro  grander  and  is  activated  by 
switch  actions  from  the  programmer.  Upon  activation,  it  reads  a  selected, 
prepositioned  teletype  tape  and  converts  it  into  electrical  teletype  coded 
signals  that  are  fed  into  a  cryptographic  device.  Tt  is  a  standard  teletype, 
paper- tape,  transmitter-distributor  modified  for  sp  -ial  OCD  use.  It  may  con¬ 
sist  of  one  tape  read  head  for  each  coded  message  which  the  programmer  can 
start  and  stop  in  accordance  to  its  internal  logic.  It  could  also  consist  of 
a  single  tape  reader  with  a  tape  search  device  under  control  of  the  programmer 
for  positioning  the  proper  code  group  under  the  read  head.  In  either  case  a 
memiel  override  capability  should  be  provided  to  enable  the  operator  to 
manually  control  the  device. 


KW7  Cryptographic  Device 

The  KW7  cryptographic  system  is  furnished  by  the  Rational  Security  Agency  to 
governmental  agencies  for  the  purpose  of  providing  security  for  teletype 
communications .  In  this  configuration  it  is  vised  to  provide  security  against 
spoofing  and  inadvertent  false  activation  of  the  system  by  unauthorized  persons. 
It  is  designed  to  operate  with  five-level,  Baudot,  telegraphic  code  and  can 
operate  in  a  100-word-per-minute  teletype  network.  It  is  a  classified  system 
and  requires  a  high  level  of  physical  security  wherever  it  may  be  used.  The 
procurement  and  maintenance  of  the  system  is  provided  by  the  National  Security 
Agency.  More  details  on  the  operation  of  the  KW7  system  are  provided  in  a 
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previously  issued  SDC  document^  that  lists  information  on  the  system  obtained 
from  an  interview  with  National  Security  Agency  personnel. 


Microwave  Terminal 


All  communications  between  the  National  Control  Center  at  NORAD  COC  and  the 
NBS  transmitter  site  at  Fort  Collins,  Colorado  are  by  means  of  a  full -period 
microwave  channel.  All  messages  will  be  encrypted  by  means  of  a  KW7  crypto¬ 
graphic  device  operating  in  the  transmit  mode  at  the  National  Warning  Center  and 
another  KW7  operating  in  the  receive  mode  at  Fort  Collins.  The  two  KWTs  will 
maintained  in  synchronism  at  all  times  so  that  no  time  delay  in  transmitting 
the  alert  and  warning  message  to  the  public  will  be  caused  by  the  use  of  crypto¬ 
graphic  devices  on  this  comnunication  link.  The  means  of  transmitting  the 
control  signals  from  the  other  two  national  Initiation  points  tc  the  primary 
transmitter,  either  at  Fort  Collins  or  in  Virginia  may  well  differ  from  the 
means  used  between  NORAD  COC  and  Fort  Collins .  The  suggested  options  for 
accomplishing  this  function  will  be  discussed  in  a  later  section. 


Monitor  Receiver 


The  monitor  receivers  monitor  the  outputs  from  the  various  system  transmitters 
and  inform  the  OCD  operator  whether  these  subsystems  are  performing  properly.  The 
6l.l5  kHz  receiver  monitors  the  OCD  alert  and  warning  frequency  on  which  tbs  , 
NBS  transmitter  will  transmit  the  encrypted  control  code  groups  to  the  lower 
echelon  transmitters.  This  is  an  FSK  receiver  which  furnishes  eLcrypted 
teletype  signals  to  the  KW7  cryptographic  device  for  decryption  at  .  printing 
on  the  monitor  page  printer.  Another  possible  use  for  tils  receiver,  as 
previously  mentioned,  would  be  to  monitor  the  beginning  of  the  power  emission 
from  WWVB  on  61.15  kHz  and  provide  a  switch  closure  to  the  programmer  as  a 
signal  to  begin  transmission  of  the  code  group  that  starts  the  transmit  KW7 
cryptographic  device  at  WWVB  sending  synchronizing  pulses  to  the  KW7s  at  the 
lower  echelon  transmitters. 

The  low  frequency  and  broadcast  receivers  are  designed  to  recognize  the  special 
coded  transmissions  put  out  by  the  subnational  and  commercial  broadcast  trans¬ 
mitters  far  demiting  the  borne  receivers .  They  differ  from  the  boas  receivers 
in  having  greater  sensitivity  and  reliability.  Also  instead  of  demutlng  the 
audio  portion  of  the  receiver  the  demutlng  gate,  when  opened,  will  provide  a 
switch  closure  Indication  to  the  status  board  that  some  particular  transmitter 
is  performing  satisfactorily.  Each  National  Warning  Center  will  monitor  ns 
many  lower  echelon  transmitters  as  is  technically  feasible  sud  will  pass  these 
status  data  on  to  the  oLher  national  warn.  3  centers. 

17  J  U  Autery  and  Samuel  Weems,  Trip  Report,  System  Development  Corporation, 
TM-L-1960/00V00,  22  April  1965. 
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Status  Display 

Tbe  status  display  will  be  some  kind  of  visual  display  board  that  Indicates 
the  status  of  each  element  of  the  Radio  Warning  System.  The  OCD  operator, 
at  a  glance,  should  be  able  to  pick  out  the  transmitters  that  have  not  begun 
to  transmit  an  alert  and  vaming  message  so  that  be  may,  vith  a  minimum 
of  delay,  take  such  means  as  may  be  available  to  him  to  correct  the  deficiency. 


3.1.2  WWVB  Transmitter  Station,  Fort  Collins,  Colorado 

The  equipment  described  here  for  Fort  Collins  will  be  representative  of 
the  equipment  that  will  be  required  for  the  second  KBS  low-frequency  station 
In  Virginia,  Ihe  functions  of  the  two  stations  are  practically  identical 
except  for  their  ar  j,  of  geographic  coverage.  The  Fort  CoULlnn  transmitter 
will  control  the  lower  echelon  transmitters  wst  of  tht  Mississippi  River 
and  the  Virginia  emitter  will  control  the  lover  echelon  transmitters 
in  the  Eastern  part  of  the  country.  Of  course,  there  will  be  a  large  over¬ 
lap  In  coverage  and  the  actual  station  aaslgrrjents  will  depend  on  field 
strength  and  noise  measurements  now  being  made.  The  two  stations  should 
be  operated  on  different  frequencies  to  prevent  interference  In  the  overlap 
areas.  ThiJ  would  obviate  the  necessity  of  transmitting  sequentially  In 
time  with  the  resultant  time  delay  in  getting  the  alert  and  warning  message 
to  the  public. 

The  following  list  of  equipment  represents  the  major  functional  units  at 
WWVB  that  are  Involved  In  the  OCD  mode  of  operation. 

•Mlcrovarre  terminal 

•KW7-R  (cryptographic  equipment  operating  In  the  receive  mode) 

Page  printer-stunt  box 
Controller 

*KH7-T  (cryptographic  equipment  operating  In  the  transmit  mode) 

Frequency  shift  Fryer 
61.13  kHz  transmitter 

The  subsystems  with  zs terlsks  ecu  not  described  in  detail  ss  they  art  essentially 
Hectical  to  subsystem*  previously  described. 
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Page  Prlntcr-flturrt  Box 

The  teletype  page  printer  with  atunt  box  has  two  functions  to  perform.  It 
provides  a  permanent  record  of  the  control  messages  received  from  the  Rational 
Warning  Center,  and  it  acta  upon  these  messages  by  furnishing  switch  closures 
to  the  controller .  The  first  message  received  from  the  Rational  Warning  Center 
will  be  a  caaaand  to  switch  over  the  RBS  transmitter  to  operation  in  the  OCD 
■ode  This  co— and  is  paaaed  to  the  controller  by  the  stunt  box  and  a  record 
of  the  coa«and  is  printed  out  on  the  page  printer.  All  later  control  messages 
are  passed  on  to  the  transmit  KW7  cryptographic  device  but  are  monitored  and 
printed  out  by  the  page  printer.  The  stunt  box  ignores  these  messages  but 
continues  to  monitor  the  line  until  a  control  message  1s  received  ordering 
the  RBS  transmitter  to  be  restored  to  the  RBS  operating  mode.  The  stunt  box 
will  send  a  switch  closure  to  the  controller  to  effect  this  switchover. 


Controller 


The  cont-ollar  Las  the  function  of  changing  WWVB  from  Its  normal  BO  operating 
mods  to  the  OCD  alert  and  warning  mode,  and  back  again  to  the  HBfl  mode .  Both 
changes  are  initiated  by  switch  clo*ures  Input  frem  the  atunt  box  as  a  result 
of  cc— and*  sent  from  the  Rational  Warning  Center.  The  changeover  from  one 
mods  to  another  involves  switching  modulators  or  possibly  transmitters  if  a 
standby  transmitter  is  provided.  It  will  require  returning  of  the  transmitter 
and  aitenna  from  60  kHz  to  6l .15  kHz  or  vice  versa  and  possibly  other  house¬ 
keeping  chores  incident  to  the  changeover  In  type  of  operation.  The  controller 
may  have  an  internal  timing  device,  but  this  will  only  be  for  the  purpose  of 
timing  its  own  sequence  of  operations .  All  external  timing  will  be  under 
control  of  the  programmer  at  the  Rational  Warning  Center. 


Frequency  8  hilt  Khjmr 

This  motel ator  receives  the  encrypted  control  message  in  normal  teletype  code 
from  the  KW7  cryptographic  device  in  the  form  of  electrical  Impulses  and. 
converts  them  into  frequency  shift  keyed  modulation  of  the  61.15  kHz  trans¬ 
mitter  far  trensm laslon  to  the  lover  echelon  transmitter  sites.  The  DfJ 
cryptographic  device  is  designed  to  operate  normally  with  a  special  tens  kmyer 
when  used  on  radio  circuits1,  but  tone  keying  is  considered  to  be  lees  efficient 
than  frequency  shift  keying  for  the  center  frequency  and  bend  pass  character¬ 
istics  of  VWVB. 


1.  Autery  and 


,  oj>*  clt. ,  ppv  1-2. 
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61.15  kHz  Transmitter 

This  Is  the  WWVB  transmitter  when  used  in  the  OCD  node.  It  is  normally  operated 
at  a  center  frequency  of  60  kHz  with  special  modulation  carrying  standard 
frequency  and  time  standard  Information  fc*  broadcast  to  the  public.  A  special 
OCD  modulator  for  producing  frequency- shift-keyed  signals  vill  replace  the 
normal  modulator  when  operating  In  the  OCD  mode.  This  transmitter  at  Fort 
Collins  and  a  companion  transmitter  locati  d  in  Virginia  will  provide  the 
primary  means  of  transmitting  a  control  message  down  to  each  of  the  sub  national 
low-frequency  and  standard  broadcast  transmitters .  Redundant  equipment  will  be 
added  to  the  station  to  bring  the  reliability1  of  the  transmitting  system  up  to 
OCD  requirements  and  the  radiated  power  will  be  increased  to  about  100  kilowatts. 


3.I.3  Subnational  Low-Frequency  Transmitter  8  tat  ions 

These  low-frequency  OCD  dedicated  broadcast  stations  are  the  primary  means  for 
broadcasting  an  alert  and  warning  message  to  the  public.  They  vill  operate  in 
the  frequency  range  between  180  and  220  kHz  to  take  advantage  of  the  long-range 
ground  wave  radio  coverage  characteristics  of  these  frequencies . 

Present  p1  Indicate  there  vill  be  eight  of  these  subnatlonal  transmitten 
located  in  or  near  the  following  cities: 

Bend,  Oregon 
Billings,  Montana 
Richland  Center,  Wisconsin 
Portsmouth,  lev  Hampshire 
Olney,  Maryland 
Bainbrldgs,  Georgia 
Khox  City,  Texas 
Benders  an,  Nevada 

Two  different  functions  are  planned  for  these  stations.  The  first  is,  as 
stated,  the  primary  responsibility  for  broadcasting  the  alert  and  warning 
message  to  the  public.  The  second  is  to  serve  as  a  relay  station  to  transmit 
tbs  encrypted  control  message  from  the  KBS  low- frequency  transmitters  to  ths 
^omMsrclal  broadcast  stations .  It  has  been  proposed  that  these  two  functions 
be  performed  simultaneously  by  sharing  the  available  bendvldth  of  the  trans¬ 
mission  eheanex  between  tone-keyed  teletype  olgaals  and  the  voice  warning 
message.  Some  problems  are  forseen  if  this  Is  attempted,  e.g.,  audio  Inter¬ 
ference  at  the  home  receiver  from  the  teletype  modulation,  and  degradation  of 
both  teletype  signals  and  audio  alert  and  warning  signals  due  to  the  sharing 
of  ths  modulation  power  of  the  transmitter.  The  functional  subsystems  for 


xT see  Section  5. £.3,  footnote  1 
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performing  the  teletype  relay  operation  are  included  in  Figure  3-1,  however 
and  in  the  list  of  subsystems  below: 

Receiver  (61.15  kHs) 

♦KWT-R  (crypoto graphic  equipment  operating  in  the  receive  mode) 

Page  printer- stunt  box 
Controller 

*KW7-T  (cryptographic  equipment  operating  in  the  transmit  mode) 
Voice  tape  deck 
Modulator 

Subnational  low-frequency  transmitter 
Only  the  items  without  asterisks  are  described. 


Receiver  (6l.l$  kHz) 

This  receiver  is  designed  to  receive  frequency  shift-keyed  signals  from  one 
of  the  low-frequency  KBS  stations  at  Fort  Collins,  Colorado  or  in  the  State  of 
Virginia,  depending  on  which  transmitter  provides  the  strongest  signal  at  the 
receiver  location.  The  receiver  will  convert  the  received  signals  to  normal 
teletype  signals  for  input  to  the  KW7  cryptographic  device.  Other  than  a 
requirement  for  high  reliability,  this  receiver  will  be  of  standard  commercial 
design. 


Page  Printer-Stunt  Bor 

The  page  printer  with  stunt  box  has  three  functions  to  perform,  (l)  The  page 
printer  provides  a  permanent  record  of  the  control  messages  received  from  the 
Rational  Warning  Center  via  the  KBS  low-frequency  transmitter.  (2)  The  stunt 
box  acta  upon  these  messages  by  furnishing  switch  closures  to  the  controller. 

The  first  message  received  from  the  Rational  Warning  Center  via  the  HBS 
transmitter  will  be  a  command  to  switch  on  plate  power  at  the  subnational  trans¬ 
mitter.  This  command  is  passed  to  the  controller  by  the  stunt  box  and  a  record 
of  the  command  is  printed  out  on  the  page  printer.  All  later  control  messages 
that  are  destined  for  the  commercial  broadcast  stations  are  passed  on  to  the 
transmit  XW7  cryptographic  device  but  are.  monitored  and  printed  out  by  the  page 
printer.  The  stunt  box  ignores  these  messages  but  continues  to  monitor  the  line 
until  a  control  message  is  received  ordering  the  HBS  transmitter  to  be  restored 
to  the  IBB  operating  mode.  The  stunt  boot  will  send  a  switch  closure  to  the 
controller  to  effect  this  switchover.  (3)  In  response  to  a  control  massage  the 
stunt  box  will  provide  one  of  a  number  of  possible  switch  closures  to  the  voice 
tape  deck  to  select  the  proper  message  for  transmission  to  the  public  via  the 
subnational  transmitter . 
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Controller 


The  controller  has  the  function  of  putting  the  subnational  transmitter  on  the 
air.  As  this  transmitter  has  no  secondary  mode  of  operation.  It  will  remain  In 
a  ready  state  at  all  times  so  that  it  is  only  necessary  to  switch  on  the  plate 
power  to  he  ready  for  operation.  The  controller  will  turn  the  transmitter  on 
and  off  under  tbs  control  of  the  stunt  box. 


Voice  Tape  Deck 

Each  subnational  and  commercial  broadcast  alert  and  warning  transmitter  station 
will  have  an  identical  library  of  official  OCD  magnetic  alert  and  warning  tapes. 
The  voice  tape  deck  will  be  the  subsystem  where  the  tape  handling  operations 
are  performed.  The  tapes  are  stored  with  the  start  of  each  taped  message  under 
a  separate  read  head.  When  the  control  message  specifying  a  particular  tape 
is  received  and  decrypted,  the  stunt  box  sends  one  of  a  number  of  switch 
closures  to  the  voice  tape  deck.  This  selects  and  starts  one  of  the  tape 
drives  which  sends  audio  alert  and  warning  signals  to  the  modulator.  The 
message  will  be  on  an  endless  tape  so  that  when  the  message  is  completed  it  can 
imeediately  be  repositioned  with  the  beginning  of  the  message  under  the  read 
head.  As  the  format  of  the  messages,  the  number  of  repetitions  of  a  message 
and  the  sequencing  of  messages  has  not  been  determined  It  is  not  possible  to 
give  more  details  on  the  operation  of  this  subsystem.  It  can  be  said,  however, 
that  scam  simple  logic  circuits  and  a  timer  will  be  required  to  perform  the 
function  of  this  subsystem,  even  if  the  only  complexity  is  to  repeat  a  given 
message  a  specified  nuaber  of  times. 


Modalatoi* 


The  modulator  has  the  primary  function  of  amplitude  modulating  the  trans¬ 
mitter  with  the  alert  signals  and  voice  messages  input  from  the  voice  tape 
deck.  It  has  a  secondary  function  of  converting  encrypted  teletype  signals 
from  the  XW7  cryptographic  device  into  tone-keyed  modulating  signals  for  the 
transmitter,  lbs  voice  warning  message  is  a  direct  broadcast  to  the  public  and 
the  tone-keyed  teletype  signals  are  control  signals  for  activating  those 
coamsrclal  broadcast  stations  that  are  within  transmission  range  of  the  sub- 
national  transmitter  and  are  part  of  the  Radio  Warning  System.  The  problem  la 
that  both  functions  are  squally  urgent  and  one  should  not  be  delayed  in  favor 
of  the  other.  The  apparent  solution  Is  to  broadcast  both  simultaneously, 
assigning  parts  of  tbs  available  audio  bandwidth  to  each  function.  This  means, 
however,  a  division  of  the  available  transmitter  power  between  functions  and 
both  may  suffer.  This  la  an  area  which  must  he  studied  more  closely. 
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Subnational  Low-Frequency  Transmitters 

These  eight  transmitters  will  be  OCD  dedicated,  unmanned  facilities  with 
radiated  power  outputs  of  from  50  to  100  kilowatts.  Their  primary  function 
vlll  be  to  provide  broadcast  radio  coverage  of  the  alert  and  warning  message 
to  the  entire  continental  United  States.  Their  frequency  range  of  operation 
(180-220  kHz)  should  provide  adequate  strength  of  the  groundvave  signal  for 
reception  by  a  simple  economical  receiver  up  to  500  or  6 00  miles  from  the  trans¬ 
mitter.  Whether  any  single  receiver  can  receive  the  transmission  depends  on 
many  factors,  not  the  least  of  which  are  the  ground  conductivity  between  the 
transmitter  and  receiver  and  the  ambient  noise  level  at  the  receiver.  These 
parameters  are  subject  to  diurnal,  seasonal,  or  other  variations  which  make  it 
difficult  to  generalize  on  the  coverage  that  can  be  expected  from  these  trans¬ 
mitters.  It  is  certain,  however,  that  these  transmitters  will  not  provide 
sufficient  signal  strength  to  be  useful  in  the  large  metropolitan  areas  where 
ambient  noise  levels  are  high.  It  is  planned  to  fill  in  the  coverage  of  these 
high  noise  areas  with  commercial  broadcast  stations.  This  then  imposes  a 
secondary  function  on  the  subnational  transmitter;  that  is,  to  disseminate  a 
control  message  from  the  UBS  low-frequency  transmitter  to  the  commercial 
broadcast  stations.  This  will  be  required  at  all  of  those  broadcast  stations 
that  cannot  receive  control  signals  directly  from  either  of  the  NBS  low-fre¬ 
quency  stations . 


3.1.4  Commercial  Broadcast  Transmitter  Stations 


Cocmercial  broadcast  transmitters  will  be  used  to  disseminate  the  alert  and 
warning  message  to  the  public  in  those  large  metropolitan  areas  where  the 
signal- to-noise  ratio  is  too  low  for  reliable  reception  of  the  subnational  low- 
frequency  transmissions.  It  has  been  estimated  that  approximately  60  broadcast 
stations  will  be  required  to  cover  all  of  these  high  noise  areas.  The  actual 
number  needed  and  their  location  will  be  determined  on  the  basis  of  field 
measurements  of  signal  strength  and  ambient  noise  now  being  made.  Where  possible, 
the  commercial  broadcast  stations  will  receive  their  control  signals  directly 
from  the  NBS  low-frequency  transmitters.  This  will  save  several  seconds  in  the 
time  required  to  disseminate  the  alert  and  warning  message  to  the  public  by 
eliminating  the  relay  operation  at  the  subnational  transmitter.  The  possibility 
is  recognized,  however,  that  this  direct  coverage  of  all  commercial  stations  by 
the  two  NBS  low- frequency  transmitters  may  not  be  feasible.  Seme  stations  may 
receive  reliable  signals  only  from  the  NBS  transmitter;  others  may  be  able  to 
receive  only  from  a  subnational  station.  Still  other  commercial  broadcast 
stations  may  be  so  located  that  signals  from  the  nearest  NBS  station  and  the 
nearest  subnational  station  are  both  marginal.  Figure  3-1  represents  this  type 
of  conmerclal  station  where  the  two  receivers  feed  into  an  OR  gate  which 
selects  the  one  with  the  most  reliable  signal.  This  type  of  station  is  probably 
atypical,  but  is  shown  in  the  figure  as  it  represents  the  more  general  ewe. 

Most  of  the  commercial  stations  will  probably  have  only  one  receiver,  of  one 
type  or  the  other. 
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The  following  list  la  of  the  major  subsystem*  at  a  commercial  broadcast  station 
that  are  Involved  with  the  OCD  alert  and  warning  function: 

•Receiver  161.15  kHz) 

•Receiver  (Sub national) 

OR  Gate 

•KW7-R  (cryptographic  equipment  operating  in  the  receive  mode) 

Page  printer -stunt  box 
Controller 
•Voice  tape  deck 
•Modulator 

Coamerclal  broadcast  transmitter 


Only  the  subsystems  without  asterisks  are  described  below. 


OR  Gate 

As  mentioned  previously,  only  those  stations  that  are  In  geographical  areas 
where  reception  Is  marginal  from  both  the  KBS  and  the  sub  national  transmitters 
would  have  two  receivers  with  an  OR  gate.  The  OR  gate  would  operate  In  such  a 
1— «w*i»  that  whichever  channel  first  presented  a  usable,  recognizable  signal  would 
be  switched  to  the  Input  of  the  KWT  cryptographic  device  and  the  other  channel 
would  be  Ignored.  The  gate  must  operate  In  this  manner  as  the  cryptographic 
devices  on  the  two  channels  make  It  impossible  to  obtain  Information  from  either 
channel  unless  the  receive  KM?  cryptographic  device  was  on-line  for  the  start  of 
the  transmission  when  the  synchronizing  pulses  were  being  transmitted. 


£•£.  Printer  -3tunt  Boat 

The  teletype  page  printer  with  stunt  box  has  three  functions  to  perform. 

(1)  It  provides  a  permanent  record  of  the  control  messages  received  from  the 
■atlonal  Warning  Center  via  the  IBS  transmitter  directly,  or  via  relay  through 
the  subnational  transmitter.  (2)  It  acts  upon  these  messages  by  furnishing 
switch  closures  to  the  controller.  The  first  message  received  from  the  Iatlonal 
Warning  Center  will  be  a  ccmaand  to  switch  over  the  commercial  broadcast  trans¬ 
mitter  to  operate  in  the  OCD  mode .  This  comsand  Is  passed  to  tbs  controller  by 
the  atunt  box  and  a  record  of  the  conand  la  printed  out  on  the  page  printer. 

(3)  in  response  to  a  control  message  the  stunt  box  will  provide  one  of  a  masher 
of  possible  switch  closures  to  the  voice  tape  deck  to  select  the  proper  massage 
for  transmission  to  the  public  via  the  commercial  broadcast  transmitter. 
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Controller 

The  controller  baa  the  function  of  converting  the  commercial  broadcast  trans¬ 
mitter  from  lte  normal  coenerclal  mode  to  the  OCD  mode  of  operation  or,  If  the 
coaaerclal  broadcast  transmitter  la  off  the  air,  to  svltch  It  on  the  air  in  an 
OCD  mode.  It  also  has  the  function  of  returning  the  transmitter  facility  to  Its 
normal  operating  mode  when  the  OCD  alert  and  warning  function  has  been  completed. 
The  functions  to  be  performed  in  effecting  a  change  In  the  mode  of  operation  will 
vary  from  station  to  station  depending  on  each  station's  configuration.  It  may 
be  necessary  at  some  stations  to  switch  modulators;  at  others.  It  may  only  be 
necessary  to  switch  the  program  lines  into  the  modulator.  If  notch  filter 
monitoring  devices 3-  are  used  at  the  station  to  prevent  program  material  from 
causing  false  alerts,  these  out  be  removed  from  the  system  when  used  In  the 
OCD  mode.  These  and  other  considerations  may  necessitate  the  controller  being 
a  custom  made  device  for  each  Installation.  It  may,  however,  be  possible  to 
design  a  controller  with  general  circuitry  which  can  be  adapted  to  the  variety 
of  station  configurations  that  will  be  encountered. 


Commercial  Broadcast  Transmitters 

These  transmitters  will  be  used  to  broadcast  the  alert  and  warning  message  to 
the  public  In  the  high  noise  metropolitan  areas  where  the  slgnal-to-noise  ratio 
of  the  subnational  transmitter  signals  are  too  low  for  dependable  reception  by 
public  receivers  In  that  area.  These  stations  will  generally  be  50  kilowatt 
stations  with  good  coverage  of  the  high  noise  areas  that  they  service.  They 
will  transmit  on  their  assigned  frequencies  when  operating  In  the  OCD  mode. 

If  they  are  not  24-hour  stations,  they  will  be  required  to  leave  filsaent 
power  on  and  all  subsystems  in  a  "  ready- to-go"  condition  when  signing  off  the 
air  at  the  end  of  their  regular  broadcast  day.  This  is  necessary  if  alert 
and  warning  messages  are  to  be  disseminated  with  the  minimum  of  delay  at  any 
time  of  the  day  or  night.  To  Increase  reliability  each  station  will  be  required 
to  have  a  standby  transmitter  and  an  auxiliary  power  supply,  both  with  automatic 
switchover  capability  in  case  of  failure  of  the  main  transmitter  or  commercial 
power.  Redundancy  in  other  subsystems  will  be  required  on  a  station -to- station 
basis  depending  upon  the  particular  configuration  of  each  station. 


1.  See  Chapter  Seven,  "A  Technique  for  Preventing  Program  Material  from 
Falsely  Activating  Hone  Receivers." 
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3.2  SYSTEM  OPERATION 

The  OCD  operator  at  a  National  Warning  Center  vill  implement  his  decision-to- 
varn  by  pressing  one  of  a  number  of  push  button  switches  on  the  operator's 
console.  Prom  that  time  on  the  propagation  of  the  alert  and  warning  to  the 
public  will  be  automatic.  The  following  sequence  of  events  Illustrates  the 
Interactions  that  take  place  among  the  previously  described  subsystems  when 
the  Radio  Warning  System  la  activated  by  the  OCD  operator. 

The  switch  closure  frees  the  operator's  console  starts  the  transmission  of  a 
coded  massage  over  the  first  Unk  of  the  control  network.  This  first  link, 
from  the  National  Warning  Center  at  NORAD  COC  to  the  KBS  transmitter  at  Fort 
Collins,  will  be  a  full-period,  microwave  channel.  The  first  link  from 
the  N3WC  at  the  WWACP  to  the  primary  transmitter  in  Northern  Virginia 
will  also  be  a  full-period,  microwave  facility.  Tie  first  link  from  N2WC 
at  OCD  Region  Five  Headquarters  In  Denton,  Texas,  to  Fort  Collins  Is  less 
finaiy  established.  It  has  been  suggested  that  1  full  period  microwave  link 
be  provided  from  N2WC  to  the  suhnat local  transmitter  at  Knox  City,  Texas. 

The  control  messages  would  be  transmitted  from  N2WC  via  the  microwave  link 
to  Knox  City  and  there  relayed  via  the  subnational  transmitter,  operating  in 
a  single  sideband  mode,  to  the  primary  transmitter  at  Fort  Collins.  An 
alternative  means  of  providing  camtuni  cat  ions  between  N2WC  and  Fort  Collins 
Is  by  secure  land  line.  This  link  could  then  be  a  full- period  channel. 

Backup  coMunlcatlon  channels  from  the  NWC  and  the  N2WC  to  the  primary 
transmitter  in  Northern  Virginia  and  from  N3WC  to  the  primary  transmitter 
In  Port  Collins  will  have  to  be  provided.  Secure  wire  channels  would  appear 
to  offer  the  best  solution  for  these  backup  facilities. 

(hi  those  first- link  channels  that  allow  full- .period  operation,  the  KW7 
cryptographic  devices  will  be  maintained  In  synchronism  at  all  times.  This 
will  eliminate  the  delay  associated  vlth  the  synchronizing  of  cryptographic 
devices  'hen  a  channel  has  not  been  in  service  for  a  period  of  time.  If 
Initiation  la  made  from  K2WC,  this  synchronization  delay  cannot  be  avoided. 
Although  the  microwave  link  from  R2WC  to  Khox  City  can  be  maintained  as  a  full- 
period  channel,  the  link  provided  by  the  sub  national  transmitter  cannot,  so 
the  KW7s  on  the  Khox  City  to  Fort  Collins  link  must  be  synchronized  each  time 
the  channel  is  activated.  The  time  required  for  this  synchronization,  added 
to  the  time  needed  to  get  the  subnational  transmitter  switched  on  the  air, 
will  add  approximately  10  seconds  additional  delay  in  getting  the  warning 
message  to  the  public. 

The  purpose  of  the  first  control  message  la  to  activate  the  primary  transmitters 
at  Fort  Collins  and  In  Northern  Virginia  by  putting  them  on  the  air  In  the  OCD 
mode  of  operation.  A a  neither  of  the  two  primary  transmitters  Is  capable  of 
covering  the  'hole  of  the  United  States  with  reliable  teletype  signals,  both 
transmitters  must  be  activated  fur  all  alerts.  This  Implies  coranunlcatlon 
from  each  of  the  national  initiation  points  to  both  of  the  primary  transmitters. 
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It  has  been  suggested  that  the  primary  transmitters  could  be  vsed  to  relay 
control  messages  to  each  other,  thus  eliminating  a  need  for  a  communication 
channel  from  each  of  the  National  Warning  Centers  to  a  second  primary  trans¬ 
mitter.  This  method  of  transmitting  the  control  signals  to  the  second  primary 
transmitter,  however,  is  not  recommended  as  it  would  nullify  the  redundancy- 
inherent  in  having  two  primary  stations.  For  example,  if  NWC  were  connected 
only  to  Fort  Collins,  and  the  Fort  Collins  transmitter  failed,  NWC  could  not 
activate  the  Northern  Virginia  transmitter  without  having  a  separate  backup 
communication  channel  to  that  transmitter.  If  backup  channels  from  each  of 
the  National  Warning  Centers  to  a  second  primary  transmitter  are  needed,  they 
should  he  made  primary  channels  so  that  both  primary  transmitters  could  be 
simultaneously  activated  from  any  of  the  three  initiation  points.  This  would 
increase  the  reliability  of  the  Radio  Warning  System  control  network  and 
eliminate  the  difficult  timing  problems  that  would  arise  with  operation  of  the 
primary  transmitters  in  a  sequence  of  different  modes. 

The  programmer  controls  the  dissemination  of  the  control  message  once  the 
initiating  action  has  been  taken  by  the  OCD  operator.  It  times  and  sequences 
the  code  groups  that  make  up  the  control  message.  The  first  part  of  the  control 
message  will  be  a  conditioning  code  to  ready  the  teletype  stunt  box  at  Fort 
Collins  to  receive  instructions.  This  conditioning  code  will  consist  of  a 
two- to  five- letter  code  group.  The  second  part  of  the  control  message  is  a 
three-letter  code  group  that  causes  the  stunt  box  to  initiate  changeover  to 
the  OCD  mode.  The  controller,  \hen  activated  by  a  switch  closure  from  the 
stunt  box,  will  accomplish  the  necessary  switching  and  retuning  that  is 
required  to  change  WWVB  into  the  OCD  mode  of  operation.  While  this  is  taking 
place,  a  short  teletype  message  sent  down  from  the  NWC  and  printed  out  on  the 
page  printer  will  authenticate  the  warning  to  the  NBS  operators. 

The  programaer  puts  in  a  timed  delay  to  allow  for  completion  of  the  hardware 
switching,  and  to  enable  WWVB  to  be  ready  to  start  transmitting  on  6 1.15  kHz 
in  the  OCD  mode.  The  programmer  then  initiates  the  sending  of  the  second  message 
which  causes  the  stunt  box  to  provide  a  switch  closure  to  the  transmit  KVf 
cryptographic  device  at  WWVB.  This  switch  closure  causes  the  KW7  to  send  syn¬ 
chronizing  signals  via  the  61.15  kHz  transmitter  to  synchronize  all  of  the  KW7s  at 
the  lower  echelon  stations.  After  8  seconds,  the  sending  of  synchronizing  signals 
is  stopped  by  another  code  group  received  at  the  stunt  box  from  the  NWC.  An 
alternate  means  of  timing  the  start  of  transmission  of  the  second  message  could 
be  provided  by  furnishing  the  programaer  with  an  input  fran  the  61.15  kHz 
monitor  receiver.  When  WWVB  completed  its  changeover  to  the  OCD  mode  of  operation, 
it  would  radiate  carrier  power  on  6 1.15  kHz  indicating  to  the  programmer  that 
the  transmitter  was  operational  in  the  OCD  mode.  The  programaer  could 
then  start  sending  the  next  code  group  without  waiting  for  a  timed  switch 
action.  Some  message  delay  time  might  be  saved  by  this  alternative.  This 
operation  is  followed  by  a  three- letter  code  group  ( Inhibit  Code)  that  prevents 
the  stunt  box  from  responding  to  any  characters  in  th?  text  material  that  follows 
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except  a  particular  code  which  will  be  used  to  reset  the  stunt  box  for  receiving 
further  instructions.  This  particular  code  will  always  precede  new  instructions 
such  as  cancel,  reset,  stop  transmission,  or  return  transmitter  to  MBS  control. 
The  channel  is  now  clear  for  transmission  of  control  messages  from  the  Mtffl  down 
to  the  transmitters  that  communicate  directly  with  the  public. 

With  a  communication  channel  established  to  the  subnational  and  commercial 
broadcast  transmitters,  a  code  group  causes  the  stunt  boxes  to  activate  the 
controllers  at  each  of  these  lower  echelon  transmitters.  At  the  subnational 
transmitters,  which  are  OCD  dedicated  and  have  no  other  mode  of  operation,  the 
controllers  have  only  to  switch  on  the  plate  power  supply  and  the  transmitters 
are  ready  to  broadcast  to  the  public.  At  the  commercial  broadcast  stations  the 
controller  has  to  switch  program  lines,  modulators,  plate  power  and  possibly 
other  equipment,  depending  on  the  configuration  of  each  station.  Tne  end  result 
will  be  the  same,  however,  even  though  the  switchover  takes  longer  for  the 
commercial  broadcast  stations  than  for  the  subnational  transmitters,  l.e.,  all 
stations  will  be  put  in  a  condition  to  broadcast  the  OCD  alert  and  warning 
message  to  the  public. 

The  next  code  group  will  be  Interpreted  by  the  stunt  boxes  at  all  stations  to 
be  the  selection  of  the  correct  alert  and  warning  tape  drive  unit  from  the 
voice  tape  deck.  The  selection  of  the  tape  unit  will  be  followed  by  Immediate 
read  out  of  the  taped  alert  and  warning  message  to  the  modulators  of  the  trans¬ 
mitters  for  broadcast  to  the  public.  This  message  will  be  on  an  endless  tape 
and  will  repeat  the  contained  message  until  ordered  to  stop  by  a  new  command 
from  the  stunt  box  in  response  to  a  cancel  code  group  sent  down  from  the  U WC. 

Once  the  alert  and  warning  broadcasts  have  been  started  at  all  of  the  sub- 
national  transmitters  and  commercial  broadcast  stations,  a  teletype  authentication 
message  is  sent  dcsa  from  the  NWC  to  all  comaerclal  broadcast  stations  and 
printed  out  on  the  local  page  printers. 

The  above  description  of  the  system  operation  was  limited  to  the  "two-stage" 
option,  so-called  because  the  control  message  was  delivered  to  all  of  the  trans¬ 
mitting  stations  in  two  steps  or  stages .  The  first  stage  is  the  link  from  the 
national  Initiation  point  to  the  primary  transmitter  at  Fort  Collins  or 
northern  Virginia.  The  second  stage  is  from  the  primary  transmitter  to  the 
transmitting  station  that  broadcasts  to  the  public.  There  is  some  uncertainty 
that  all  of  the  commercial  broadcast  stations  can  be  activated  directly  by  the 
two  primary  transmitters.  This  uncertainty  arises  from  estimates  of  Inadequate 
signal  strength  of  the  primary  transmitters  in  some  parts  of  the  country, 
particularly  in  the  high-noise  metropolitan  areas  where  the  commercial  broadcast 
stations  will  be  located.  To  counter  this  probable  coverage  deficiency  by  the 
primary  transmitters,  a  three -stage  option  is  proposed.  The  three- stage 
option  differs  from  the  two-stage  option  in  that  the  sub  national  transmitters 
will  be  used  to  relay  the  control  message  to  those  commercial  broadcast  stations 
where  the  signal-to  noise  ratio  of  the  transmissions  from  either  one  of  the 
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primary  transmitters  is  too  low  for  reliable  reception.  The  control  message 
will  be  different  for  the  three-stage  option.  The  first  part  of  the  control 
message  will  be  the  same  as  for  the  two-stage  option,  but  when  the  subnational 
transmitters  begin  to  broadcast  to  the  public  one  more  step  must  be  taken  to 
set  up  the  third  transmission  link  from  the  subnational  transmitter  to  the 
commercial  broadcast  station.  For  this  purpose  a  narrow  frequency  band  is 
notched  out  of  the  voice  frequency  spectrum  of  the  public  warning  message.  The 
modulator  provides  tone  keying  of  the  incoming  encrypted  teletype  signals  for 
transmission  in  the  notched  t  portion  of  the  voice  message  spectrum,  Ibis 
transmission  will  be  cimulta.  .  jus  with,  and  independent  of,  the  alert  and 
warning  message  transmission,  except  that  the  two  signals  will  share  the 
modulation  power  in  the  broadcast  transmission.  The  same  synchronization 
procedure  will  be  required  for  this  tone  keyed  channel  as  was  employed  for  the 
frequency  shift  keyed  channel  between  the  primary  transmitter  and  the  subnational 
transmitter .  The  programmer  at  the  NWC  will  send  down  a  code  group  at  the  proper 
time  that  will  cause  the  transmit  KW7  at  the  subnational  transmitter  to  synchronize 
all  the  receive  KW7s  at  the  commercial  broadcast  stations  under  its  control. 

After  eight  seconds  the  synchronizing  signal  will  be  switched  off  and  the 
channel  to  the  commercial  broadcast  stations  will  be  assumed  to  be  established. 

The  progranmer  will  then  send  a  code  group  down  which  will  effect  the  change¬ 
over  of  the  commercial  broadcast  station  to  the  OCD  operating  mode.  This  will 
be  followed  by  an  authenticating  message  to  the  owner  of  the  commercial  station 
that  will  be  printed  on  the  page  printer. 


3-3  TIME  DELAYS  IN  THE  SYSTEM 

The  operation  of  the  system  configuration  shown  in  Figure  3-1  was  analyzed  to 
determine  the  extent  of  the  delay  that  might  be  expected  in  transmission  of  a 
warning  to  the  public.  This  delay  is  the  total  of  all  the  sequential  delays 
inherent  in  the  various  components  of  the  system.  Figure  3-2  represents  a  time 
chart  of  the  sequential  functions  that  must  be  performed  in  the  network  vith 
time  zero  equal  to  the  completion  of  the  decision  to  warn  and  the  initiation 
by  the  operator  of  the  warning  sequence.  This  chart  illustrates  the  delays  that 
could  be  expected  for  each  of  the  two  different  network  options .  The  upper 
chart  illustrates  the  delay  that  would  be  expected  for  that  part  of  the  public 
that  has  lew- frequency  receivers  or  whose  hone  receiver  is  tuned  to  a  commercial 
broadcast  transmitter  that  receives  its  control  signals  directly  from  either 
one  of  the  primary  transmitters  at  Fort  Collins  or  in  Northern  Virginia.  The 
lower  chart  indicates  the  delay  that  would  be  expected  for  the  part  of  the 
public  in  thj  large  metropolitan  areas  that  depends,  for  the  transmission  of 
the  warning,  on  a  commercial  broadcast  station  that  receives  its  control 
signals  from  a  subnational  transmitter.  Numbers  above  the  line  are  identifiers 
that  refer  to  the  functions  listed  below  the  charts.  The  position  of  the 
function  number  on  the  time  scale  indicates  the  time  when  that  function  is 
completed.  The  position  of  the  last  number  in  the  sequence,  therefore, 
indicates  the  total  time  lost  in  the  control  network  until  the  audible  alert 
signal  is  available  to  the  public. 
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3.3.1  Two  Stag?  (Figure  3-2,  Upper) 

The  first  link  iii  the  netvork,  from  NORAD  COC  to  the  NBS  trananittcr  at  Port 
Collins,  Colorado,  is  a  full  period  microwave  link.  The  KW7s  on  this  link  are 
synchronized  at  intervals  and  maintained  in  continuous  synchronism  so  that  no 
time  delay  la  anticipated  in  transmitting  a  message  to  WWVB.  The  first  part  of 
the  warning  message  will  be  a  conditioning  code  to  ready  the  teletype  stunt  box 
at  KBS  to  receive  instructions.  This  conditioning  code  will  consist  of  a  two- 
to-five-letter  code  group.  A  nominal  time  to  complete  this  operation  was  set 
at  one  second,  though  the  actual  time  would  probably  be  less.  The  second  part 
of  the  message  is  a  three -letter  code  group  which  causes  the  stunt  box  to 
initiate  seizure  and  retuning  of  the  NBS  transmitter.  This  is  followed  by  a 
third  code  group  (inhibit  Code)  that  prevents  the  stunt  box  from  responding  to 
any  characters  except  a  particular  code  which  will  be  used  to  reset  the  stunt 
box  to  receive  further  instructionc.  Functions  2  and  3>  Just  described,  to¬ 
gether  were  estimated  to  account  for  a  one -second  delay. 

The  fourth  function,  retuning  WWVB  plus  the  necessary  switching  of  modulators 
and  other  hardware,  is  estimated  to  introduce  an  additional  eight  seconds 
maximum  delay.  These  eight  seconds  will  be  utilized  to  send  a  short  hard  copy 
verification  of  the  warning  to  NBS  operators.  At  the  conclusion  of  the  hard¬ 
ware  switching,  a  ready-to-go  signal  will  be  received  at  RORAD  COC  via  the 
61.15  kHz  monitor  receiver.  This  function  is  nearly  instantaneous  so  no  delay 
is  charged  to  it.  Upon  receipt  of  the  ready-to-go  signal,  function  six  is 
initiated.  This  function  introduces  an  eight- second  delay  during  which  all  of 
the  KW7«  at  the  subnational  transmitters  are  cycled  and  brought  into  synchronism 
with  tbs  KW7  at  NBS.  Following  synchronization  of  the  KW7»,  function  seven  is 
initiated.  This  consists  of  sending  a  conditioning  cods  from  RORAD  COC  down  to 
the  stunt  boxes  at  the  eight  subnational  transmitters.  Allowing  time  to  get  all 
eight  stunt  boxes  in  the  reedy  condition  Imposes  a  two-second  delay.  Function 
eight  activating  the  transmitters ,  introduces  only  a  two-second  delay  as  the 
transmitters  are  standing  by  and  do  not  require  a  warm-up  period  or  extensive 
switching  or  retuning.  Function  nine  Introduces  a  one-second  delay  when  a 
code  group  causes  stunt  box  selection  and  switching  of  a  tape  drive  unit  to 
deliver  the  appropriate  audio  me  sage  (warning,  test,  or  other)  to  the  public. 

The  shove  delays  are  inherent  in  the  control  network.  In  addition,  there  will 
be  a  delay  at  the  low-frequency  home  receiver  (probably  10  seconds)  for 
Integration  of  the  demutlng  signal  to  inhibit  false  activation  on  no Jve. 

Adding  these  two  types  of  delays,  the  total  system  delay  from  the  time  of 
activation  of  the  system  at  RORAD  COC,  until  an  audible  alert  signal  is  present 
in  the  low-frequency  base  receivers,  is  33  seconds. 


O 


3.3.2  Three  8tige  (Figure  3-2,  Lower) 

The  three-stage  configuration  is  the  same  as  the  two-stage  configuration  except 
that  an  additional  operation  is  added.  This  consists  of  including  some  number 
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of  comae rlcal  broadcast  stations  in  the  warning  network  to  deliver  the  warning 
message  to  the  public  in  the  large  metropolitan  areas.  The  first  nine 
functions  are  the  same  as  for  the  two- stage  system.  However,  simultaneously 
with  the  broadcasting  of  the  warning  message,  the  subnational  transmitters 
will  also  transmit  coded  signals  to  the  comae rcial  broadcast  transmitters  to 
initiate  transmission  of  the  warning  message  to  that  part  of  the  public  that 
has  receivers  tuned  to  the  broadcast  frequencies. 

This  additional  operation  will  Introduce  more  time  delays  In  the  sequence  of 
operations  required  to  deliver  the  warning  message  to  the  home  receivers  In 
the  large  metropolitan  areas.  Function  ten  Introduces  an  eight-second  delay 
necessary  to  synchronize  the  KVTfs  at  the  broadcast  stations  with  the  KW7  at 
the  subnational  transmitter  to  which  they  are  tuned.  Function  eleven  is  a  two- 
to-five- letter  conditioning  code  that  must  be  sent  from  NORAD  COC  down  to  the 
comaerclal  stations  to  ready  the  stunt  boxes  (as  In  function  seven).  It  is 
estimated  that  two  seconds  delay  is  required  to  accomplish  this  function. 

These  two  added  functions  impose  an  additional  ten-second  delay.  This  delay 
plus  the  delays  for  functions  cne  through  nine  and  the  uen- second  delay  at  the 
receiver  make  a  total  delay  for  the  three-stage  configuration  of  43  seconds. 


4.0  AUTOMATIC  DIGITAL  NETWORK  ( AUTODIN)  CONFIGURATION 

The  heart  of  the  previously  discussed  Radio  Warning  System  configuration  is 
the  low-frequency  station  WWVB  at  Fort  Collins,  Colorado,  and  its  east  coast 
counterpart.  The  sole  function  of  these  stations  is  to  activate  the  warning 
system.  It  Is  proposed  that  this  function  could  be  performed  In  a  much  more 
efficient  manner,  from  a  control  viewpoint,  by  the  use  of  a  redundant  landline 
system.  In  this  section  the  feasibility  of  utilizing  the  AUTCkaatlc  Digital 
Network  ( ALTPODIN,  for  this  purpose  will  be  examined.  Since  AUTODIN  is  an 
existing,  operating  system,  no  attempt  will  be  made  to  describe  the  inner 
workings  of  the  system,  but  rather  more  attention  will  be  paid  to  the  terminal 
facilities  available. 


1.  F.  B.  FaUmor,  "AUTODIN- Technical  Control  Facility,"  Western  Uhl  on 
Technical  Barley,  17(4),  October  1963,  pp.  150  ff.  H.  A.  Janssan,  rtAOT0DIN- 
System  Description,  Part  I-Hetwork  and  Subscriber  Terminals, "  Western  Union 
Technical  Review.  l8(l),  January  1964,  pp.  38  ff.  H.  A.  Jansaan,  "AUTODIN- 
System  Description,  Part  II-Circuit  and  Message  Switching  Centers, "  Western 
Union  Technical  Review,  18(2),  April  1964,  pp.  68  ff.  R.  L.  Snyder,  "Message 
Protection  In  The  AUTODIN  Message  Switch,"  Western  union  Technical  Review, 
lfl(3),  July  1964,  pp.  118  ff.  See  also:  AUTOMATIC  DIGITAL  NETWORK  (AUTODIN) 
OPERATING  PROCEDURES,  JANAP  128,  1  July  19&4  (as  amended). 
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AOTODIN  is  an  automatic  switching  network  operated  by  the  Defense  Comunlcatlons 
Agency  consisting  of  nine  switching  centers  and  Interconnecting  trunk  lines. 

The  netvor*  is  designed  to  provide  high  speed,  flexible  commmlcatlons  for 
Department  of  Defense  and  related  users.  It  can  be  used  for  Radio  Warning 
System  control  if  tributary  lines  are  added  from  the  switching  centers  to  the 
National  Warning  Centers,  subnet  local  warning  transmitters,  and  possibly  the 
local  broadcast  facilities.  The  advantages  of  AOTODIN  are  manifold,  but  for 
the  particular  application  of  controlling  the  Radio  Warning  System,  the  concern 
Is  mainly  with  speed,  physical  security,  and  reliability. 


AOTODIN  Speed.  The  timeliness  of  warning  Is,  of  course,  of  paramount 
Importance  In  the  warning  process;  and  AOTODIN' b  speed  fits  well  within 
the  time  constraints  of  warning.  AOTODIN  is  designed  £0  deliver  high 
priority  messages  to  any  recipient  within  six  seconds. 


AOTODIN  Security.  Another  requirement  of  any  warning  system  is  tint  it 
should  not  be  subject  to  seizure,  either  for  overt  or  covert  purposes. 

The  AOTODIN  switching  centers  are  secure  facilities  and  therefore  are  not 
accessible  to  unauthorized  personnel.  Also,  traffic  between  the  centers 
Ip  encrypted,  thereby  making  It  virtually  Impossible  to  seize  lines  between 
centers.  While  It  Is  true  that  unclassified  lines  to  terminals  are 
accessible  a4  the  cannon  carrier  tests  boards,  only  a  small  segment  of  the 
system  could  be  comprcmiued. 

The  critical  links  In  the  system  are  the  ones  frcm  the  National  Warning 
Centers  to  the  Switching  Centers.  If  these  were  seized,  a  national  false 
alert  or  no  alert  situation  could  arise.  One  solution  Is,  of  course,  to 
use  encrypted  messages  for  the  entire  system.  This  problem  Is  discussed 
In  Section  6.0.  Another  solution  would  require  modification  of  the 
computer  programs  in  the  switching  centers  to  the  extent  that  they  would 
process  encrypted  messages  from  the  National  Warning  Centers  and  transmit 
them  in  the  clear  to  the  other  elements  of  the  Radio  Warning  System.  The 
latter  Is  probably  not  feasible  because  DCA  would  most  likely  not  agree  to 
special  purpose  modifications  to  the  Switching  Center  computer  programs. 


y 


1.  Source;  Mr.  J.  R.  Miller  of  the  Defense  Communications  Agency,  Is  a 
personal  communication  on  29  June  1965,  indicated  that  the  normal  round-trip 
time  for  Flash  messages  frcm  the  Pentagon  to  Hawaii  and  back  to  the  Pentagon 
is  three  to  four  seconds.  This  includes  two  non- AOTODIN  relays  In  Hawaii. 
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AUTODIN  Reliability.  AUTODIN  is  an  extremely  reliable  system.  Ibis  Is  due 
mainly  to  three  facts.  The  first  is  that  its  lines  are  common  carrier  lines 
that  axe  maintained  on  a  continuous  basis*  It  is  also  able  to  seize  lines 
from  the  AOTCtaatic  VOice  Network  (AUTOVGN)  in  case  of  overload,  etc.  The 
second  contributing  factor  is  that  AUTODIN  is  a  distributed  network,  l.e., 
every  switching  center  is  connected  directly  to  every  other  switching 
center.  Thus,  redundant  routing  is  possible  in  case  of  line  outage  or 
switching  cei  tr  failure.  The  third  reason  is  that  messages  sent  between 
switching  centers  (and  certain  other  terminals,  see  below)  are  confirmed 
and  acknowledged.  This  provides  protection  against  noise  on  the  lines 
and  guarantees  receipt  of  the  message. 


k.l  AUTODIN  SYSTEM  OPERATION 

When  completed,  AUTODIN  will  have  nine  solid-state  switching  centers  located  at: 

1.  Andrews  AFB,  near  Washington,  D.  C. 

2.  Gentile  AFS,  near  Dayton,  Ohio 

3.  Tinker  AFB,  Midwest  City,  Oklahoma 

4.  McClellan  AFB,  Sacramento,  California 

5.  Norton  AFB,  San  Bernardino,  California 

6.  Ft.  Detrick,  near  Hagerstown,  Maryland 
7*  Albany,  Georgia 

8.  Ft.  Leavenworth,  Kansas 

9.  Hancock  Field,  near  Syracuse,  New  York 

See  Figure  3-3. 

The  first  five  are  presently  in  operation  and  the  other  four  will  be  in  the 
system  by  May,  1966.  Centers  are  interconnected  by  major  trunklines,  each 
center  having  direct  connection  with  every  other  center.  Each  center  processes 
Inputs  from  aid  outputs  to  out  stations  connected  directly  to  it,  as  well  as 
traffic  to  and  from  other  switching  centers.  Inputs  and  outputs  are  processed 
by  either  message  switching  equipment,  circuit  switching  equipment,  or  a 
combination  of  both  to  Interchange  Information  among  message  twitched  and 
circuit  switched  outstat ions.  Present  capacity  of  the  switching  centers  is 
50  message  switching  lines  and  30  circuit  switching  lines  with  the  exception  oi 
the  Tinker  AFB  Center,  which  hai  100  message -switching  lines  and  30  circuit- 
switching  lines.  The  expension  plan  calls  for  an  increase  in  switching  capacity 
at  existing  centers  so  that  the  system  will  handle  2000  out  stations  by  1966. 

The  Input  terminals  of  the  message  switching  equipment  can  accept  messages  in 
the  format  of  most  teletypewriter  and  business  machine  codes.  These  codes  are 
converted  into  common-language  code  for  transmission  between  switching  centers. 
The  output  terminals  convert  the  messages  In  the  connoiv  language  code  back  Into 
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the  codes  of  nest  teletypewriters  and  business  machines .  The  systea  operates 
with  teletypewriter  speeds  of  60,  75>  and  100  words  per  nimite  with  speeds  to 
2,400  bits  per  second  available  for  other  types  of  input  and  output  devices. 

The  massage  format  employed  requires  that  each  message  indue*  a  heading  con¬ 
taining  certain  predetermined  procedural  signals,  followed  by  the  text,  and 
terminated  by  specific  end  of  message  characters .  The  message  beading  contains 
the  required  control  information  that  causes  the  aessage  switching  unit  to 
perform  switching,  routing,  and  other  processing  functions. 

The  message  switching  units  queue  and  dispatch  messages  on  a  first  in,  first 
out  basis  within  predetermined  precedence  levels.  The  precedence  levels  rec¬ 
ognised  by  the  system  are  listed  below  in  decending  order  of  precedence. 

1.  Flash 

2.  Urgent 

3.  Priority 

4.  Routine 

Flash  traffic  preempts  a  desired  circuit,  if  necessary.  Each  link  of  the  system 
provides  for  encrypted  transmission  through  synchronized  cryptographic  equipment 
Installed  at  each  end  of  the  link.  This  technique  permits  the  handling  of 
classified  traffic  between  any  points  in  the  network  without  prior  encoding. 
Encrypting  of  data  on  any  link  is  optional,  but  it  is  impossible  to  mix  encrypted 
and  nonencrypted  data  on  the  seme  link. 

The  circuit  switching  element  of  the  switching  center  is  much  simpler  than  the 
massage  switching  element.  It  interprets  address  information  in  the  message 
heading  to  make  a  direct  electrical  connection.  There  Is  no  need  for  storage  of 
message  information  in  a  pure  circuit  switching  connection. 

The  circuit  switching  element  has  pmption  features  for  high  priority  messages. 
It  Is  also  able  to  prevent  transmission  of  classified  messages  to  stations  that 
are  not  entitled  to  receive  them. 


4.2  AOTODU!  I»  A  RADIO  VARHUO  8TBTEM 

In  this  configuration,  each  Rational  Warning  Center  and  subnational  warning 
transmitter  would  be  equipped  with  cocpound  terminals. 

The  Compound  Terminal  (CT)  transmits  and  receives  teletype  messages  rla 
modified  automatic  send  and  receive  seta.  Transmission  is  synchronous  and  in 
8-tolt  common  language  Fie  Mata  coda  of  which  J  lava  la  are  ussd  for  information 
and  the  oth  level  for  a  parity  check.  The  data  rate  4a  1^0  bits  per  second 
requiring  twice  the  band  width  of  a  standard  teletype  channel. 
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Data  are  transmitted  in  80-character  groups,  preceded  and  followed  by  two  unique 
block  control  characters  called  framing  characters,  thus  naming  the  unit  of 
transmission  (line  block)  84  characters.  The  first  three  framing  characters 
refer  to  the  type  of  block  (first  block  of  message,  intermediate  block  of 
message,  or  last  block  of  message)  and  type  of  message  being  transmitted.  The 
last  framing  character,  used  solely  to  verify  the  accuracy  of  the  transmitted 
block  is  called  the  block  parity  character.  It  is  so  configured  that  even 
longitudinal  parity  Is  maintained  for  all  6  bits  of  the  characters  In  the  line 
block.  The  first  framing  character  is  excluded  from  the  longitudinal  check. 

Each  data  block  oust  be  correctly  acknowledged  before  the  next  block  is  trans¬ 
mitted.  If  an  error  is  Indicated  by  the  reply  (ER  code),  the  block  is  retrans¬ 
mitted.  If  no  answer  is  received,  a  repeat  code  (REP)  Is  generated  by  the 
transmitter  to  recall  the  last  reply  sent  by  the  receiver.  Alternate  acknowl¬ 
edgement  codes  (ACX-1  and  ACK-2),  are  used  to  uniquely  identify  to  which  of  the 
two  consecutively  transmitted  line  blocks  the  acknowledgement  pertains.  If  the 
wrong  acknowledge  la  received  In  response,  a  repeat  code  to  the  block  Is  repeated; 
if  the  correct  acknowledge  code  is  received  the  next  block  is  transmitted. 

Other  unique  control  codes  to  halt  transmission  (WBT)  or  reject  a  message  (RM) 
may  be  generated  by  the  receiver  in  reply  to  a  lin<*  block  or  REP.  Transmission 
of. a  discard  message  signal  (EM)  by  the  transmitting  statlou  Instructs  the 
receiver  to  Ignore  the  incomplete  message  and  sets  up  both  terminals  to  process 
a  new  message. 

Note  that  the  line  block  format  Is  chosen  to  coincide  with  the  80-character 
IBM  card.  Teletype  messages  are  blocked  similarly  Into  line  blocks  by  the 
control  section  of  CT.  In  the  special  case  of  the  end  of  message  block,  where 
the  last  character  of  the  message  may  appear  anywhere  in  the  block,  the  block 
Is  filled  with  a  special  throw  away  character  called  ignore  (i). 

Core  storage  of  two  64-character  blocks  Is  provided  for  both  the  transmit  and 
receive  side  of  the  terminal  to  permit  blocks  to  be  retransmitted  automatically 
when  errored  and  to  overlap  line  transmission  with  device  Input/output.  Code 
Conversion  is  Included  in  the  terminal  for  Teletype  to/froo  Fieldata,  and 
Hollerith  to/frem  Fieldata  conversions. 

The  CT  operates  either  as  a  message  switch  or  circuit  switch  terminal.  For 
circuit  switching  use,  the  terminal  is  equipped  with  additional  facilities 
required  for  supervisory  signaling  with  the  CSC. 

The  local  broadcast  facilities  will  he  equipped  with  both  their  own  IF  receive! , 
and/or  an  AOTODUf  Teletype  Terminal  looped  vlth  other  facilities  for  authenti¬ 
cation  purposes,  and  am  a  back  up  for  manual  initiation  of  warning  transmissions 
if,  for  some  reason,  the  LF  link  from  tbs  subnational  transmitter  Is  Inoperative. 
The  Teletype  Terminal  transmits  and  receives  messages  in  the  5-channel  Baudot 
code.  Transmission  Is  by  standard  telegraph  means.  Characters  are  sent 
asynchronously  in  bit  serial  form.  Start  and  stop  bits  Indicate  the  start  and 
end  of  each  character. 
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The  terminals  may  operate  either  as  one-way  (simplex)  or  full-duplex  MSU 
terminals.  Ho  provisions,  however,  are  included  for  error  detection  and 
correction. 


4.3  STSTEM  OPERATION 

The  low-frequency  (LF)  subnational  and  broadcast  transmitters  will  retain  their 
present  function  of  providing  the  radio  link  to  the  public,  but  may  or  may  not 
be  used  to  transmit  control  signals  to  commercial  broadcast  stations.  Figure 
3-3  shows  the  general  scheme  of  operation.  The  three  national  initiation  points 
at  Colorado  Springs,  Colorado;  Denton,  Texas;  and  Washington,  D.  C.  are  each 
connected  to  AOTODIN  by  landline  links  to  at  least  two  alternate  switching 
centers.  Alternate  links  are  provided  to  add  redundancy  and  Increase  the 
reliability  and  survivability  of  the  system.  All  traffic  on  these  lines  is 
encrypted  to  insure  the  same  level  of  security  as  that  afforded  by  the  AUTODIN 
circuits.  Drops  from  AUTODIN  will  be  furnished  to  the  subnational  warning 
transmitters  in  their  proposed  locations,  (see  Section  4.4).  The  local  broad¬ 
cast  facilities  may  be  provided  with  an  AOTODIN  irop  or  they  may  depend  on  the 
subnationals  for  activation,  or  both.  This  point  will  be  discussed  further 
below.  Note  that  each  of  the  National  Warning  Centers  has  full  and  complete 
access  to  the  system  at  all  times,  as  well  as  having  coranunication  with  each 
other  through  AOTODIN  as  well  as  RAW  AS. 

Note  also  that  any  of  the  National  Warning  Centers  can  activate  the  system. 
However,  since  activation  should  be  centralized  and  controlled,  only  one 
National  Warning  Center  at  a  time  will  be  designated  as  the  National  Warning 
Center.  This  can  be  accomplished,  however,  by  SOP,  thus  minimizing  the  need 
for  special  system  interlocks. 

When  the  system  is  activated  for  any  reason,  two  Flash  messages  will  be 
initiated  at  the  National  Warning  Center.  One  will  be  to  the  local  broadcast 
facilities  indicating  that  OCD  has  assumed  control  of  their  facility  and 
Indicating  the  reason.  The  reason  must  be  Included  In  order  for 
them  to  Initiate  manual  activation  in  the  case  of  failure  of  the  IF  link  as 
noted  above.  The  second  message  must  contain  the  time  the  message  was  initiated 
from  the  National  Warning  Center  in  order  that  the  LF  transmitters  can  synchron¬ 
ize  their  transmissions  in  case  of  conflicting  frequency  allocations  causing 
zones  of  Interference.  (See  Section  6.4  below.) 


4.4  UTIIJZJfflON  OF  THE  SUBNATIONAL  TRANSMITTERS 

There  is  essentially  only  one  problem  inherent  in  the  use  of  the  subnatlonal 
transmitters  for  control  purposes  in  this  configuration.  Thin  is  the  fact  that 
the  local  facilities  are  utilized  for  the  simple  reason  that  the  low-frequency 
noise  level  in  the  areas  covered  by  the  local  facilities  is  high.  This 
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certainly  implies  that  the  radio  link  between  the  subnational  transmitters  and 
the  local  facilities  is  not  as  reliable  as  a  landline  link.  There  is  no 
reason,  if  a  suitable  means  can  be  found  for  sending  both  control  and  warning 
messages  from  the  subnational  facilities,  that  the  subnational  transmitters 
could  not  be  employed  as  back-up  for  a  primary  AOTODDf  control  network. 


4.5  POSSIBLE  CONFIGURATIONS 


4.5-1  General  Configuration 

In  any  AOTODIN  Radio  Warning  System  configuration  there  is  a  certain  degree  of 
commonality  which  can  be  established.  The  subnational  transmitters  and  certain 
large  metropolitan  areas  are  equipped  with  compound  terminals  to  Insure  receipt 
of  the  warning.  The  rest  of  the  local  broadcast  facilities  are  looped  with 
ordinary  teletype  terminals.  The  subnational  transmitters  are  always  activated 
by  AOTODIN;  the  local  broadcast  facilities  are  not  necessarily  configured  this 
way.  The  discussions  on  speed,  reliability  and  security  in  4.0  above  apply  to 
all  configurations.  The  main  differences  in  applying  AOTODIN  to  the  Radio 
Warning  System  Is  In  the  configuration  of  the  local  facilities.  It  is  here 
that  we  have  the  options  of  hardcopy  output,  automatic  takeover  of  the  facility 
by  AOTODIN  via  a  stunt  box,  and  whether  or  not  the  subnational  transmitters 
should  be  utilized  for  seizure  of  the  facility.  It  1b  to  these  three  topics 
that  we  now  address  ourselves. 


4.5-2  Hardcopy  output 

AOTODIN  Is  essentially  a  teletype  system  and  thus  provides  a  hardcopy  capability. 
It  provides  the  local  facility  with  the  authentication  desired  and,  more 
importantly,  provides  it  with  the  information  necessary  to  Initiate  transmission 
of  warning  messages  if  all  else  falls .  By  utilizing  the  teletype  capability  of 
AOT0UH  In  this  fashion,  the  system  Is  provided  with  a  comparatively  slow,  but 
highly  reliable  manual  backup  capability.  It  can  be  argued  that  the  hardcopy 
drop  should  he  at  some  other  location  than  the  local  broadcast  facility,  say 
the  EO^;  but  here  there  would,  of  necessity,  have  to  be  provided  another 
communications  link,  literally  a  hot-line,  to  the  broadcast  facility.  It  Is, 
therefore,  recommended  that  hardcopy  be  provided,  and  the  most  logical  place 
to  provide  It  would  be  the  local  broadcast  facility  where  lnmediate  action  can 
be  taken. 
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4.5*3  The  Stuntbox 

By  utilizing  a  teletype  stunt  box.  It  is  possible,  by  the  use  of  certain  code 
words  (or  plain  language,  for  that  matter),  to  seize  broadcasting  facilities 
for  warning  purposes.  This  versatile  device  can  be  employed  in  any  remote  con¬ 
trol  situation  that  can  be  controlled  by  switch  closure.  There  are  at  least 
two  ways  it  could  be  employed  in  the  AUTODIN  Radio  Warning  System  configuration 
depending  on  the  degree  of  sophistication  desired. 

The  lowest  level  of  usage  would  be  to  have  the  stunt  box,  upon  receipt  of  the 
proper  message,  simply  seize  the  facility  for  warning  purposes.  This  could  be 
accomplished  with  or  without  the  simultaneous  production  of  hardcopy  output. 

At  the  other  end  of  the  spectrum  of  usage ,  the  stunt  box  could  be 
employed  as  a  small  switching  center  for  a  somewhat  more  sophisticated  "logic 
device."  This  device  would  not  only  turn  on  the  transmitter,  but  also  monitor 
its  performance.  For  instance,  the  following  method  of  operation  might  be 
employed. 

1.  The  alert  and  warning  signal  is  received  by  the  teletype  drop  and 
the  stunt  box.  This  signal  is  then  fed  into  the  "logic  device".  The 
signal  would  be  repeated  an  optimal  (to  be  determined)  number  of  times 
before  the  "logic  device"  would  seize  the  transmitter  involved. 

2.  After  the  transmitter  is  seized,  the  stunt  box  would  block  the 
reception  of  any  other  message  except  the  "clear"  message.  The  "clear" 
message  will  stop  all  transmissions  and  essentially  wait  for  further 
instructions . 

3.  When  the  transmission  of  the  warning  message  has  started  a  monitor¬ 
ing  receiver  will  start  to  monitor  the  transmission.  It  will  note  the 
demoting' signals,  and  the  end, of  one  full  warning  message  transmission 
(mechanically  timed)  and  if  it  is  still  in  the  receiving  mode,  it  will 
signal  a  teletype  transmitter  to  send  a  confirmation  message  that  tha 
warning  has  been  disseminated  to  the  controlling  agency.  This  would 
provide  positive  confirmation  that  the  warning  had  not  only  been  re¬ 
ceived  but  also  had  been  sent  from  that  station. 

4.  As  an  ancillary  function,  of  course,  hard  copy  would  be  produced  to 
function  as  in  4.3.2  above. 

It  should  be  noted  that  a  new  concept  has  been  Introduced  at  this  point.  With 
the  normal  teletype  drop,  no  feedback  information  is  provided  the  controlling 
agency;  with  the  compound  terminal,  feedback  infonoatlcn  is  limited  to  message 
receipt.  With  the  above  described  stunt  booc/ "logic  device"  setup,  definite 
information  concerning  the  status  cf  transmission  is  provided.  Therefore,  with 
the  stunt  box  ant*  some  additional  hardware,  it  is  possible  to  secure  all  the 
advantages  of  a  compound  terminal  and  more. 
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One  further  note,  the  stunt  box/" logic  device"  hardware  would  be  provided  to  the 
subnational  transmitters  and  certain  local  facilities  whose  population  coverage 
exceeds  that  of  the  least  population  coverage  of  any  of  the  subnational  trans¬ 
mitters.  Theee  selected  local  facilities  would  then  be  the  "lead"  station  in 
loops  with  other  local  facilities.  Thus,  a  reply  back  from  a  "lead"  local 
facility  would  also  indicate  that  the  message  had  gotten  into  the  loop  successfully. 


4.6  CONCLUSIONS  AND  RECOMMENDATIONS 

There  can  be  little  doubt  from  the  above  discussion  that  AUTODIN  can  be  satis¬ 
factorily  employed  as  the  control  facility  for  the  Radio  Warning  System.  The 
exact  configuration  to  be  used,  however,  would  necessarily  be  based  on  cost- 
effectiveness  studies,  propagation  surveys,  etc.  It  is  evident,  though,  that 
AUTODIN  provides  the  speed,  security,  and  reliability  necessary  for  such  a 
control  facility.  It  also  provides  for  the  necessary  communications  between  the 
National  Warning  Centers. 

It  can  be  envisioned  that  the  ideal  utilization  of  AOTODIN  would  be  along  the 
lines  indicated  for  the  sophisticated  stunt  box  logic  with  hardcopy  output 
and  subnational  transmitter  backup.  In  this  fashion,  redundancy  4s  provided 
against  station  equipment  failure  (hardcopy  output),  AUTODIN  faille  (sub¬ 
national  transmitter  backup) ,  and  subnational  transmitter  link  failure  (AUTODIN) . 

Another  very  desirable  feature  of  AUTODIN  is  the  fact  that  it  existB  and  is  in 
daily  use. 


5.0  LANDLINE  -  RADIO  CONFIGURATION 

This  configuration  is  based  upon  use  of  the  NBS  transmitting  station  WWVB  and 
a  low  quality  leased  wire  line  to  disseminate  the  control  signals  from  the  national 
initiation  points  to  the  transmitters  that  broadcast  the  alert  and  warning  message 
to  the  public. 

Following  is  a  brief  description  of  how  a  control  message  is  propagated  through  the 
control  network  from  national  initiation  point  to  the  transmitters  that  broadcast 
to  the  public.  A  more  detailed  explanation  of  the  system  operation  is  reserved 
for  a  later  section. 

An  alert  is  initiated  at  the  operator's  console  in  the  NWC.  This  action  provides 
identical  switch  closures  to  a  programmer  on  the  WWVB  radio  channel  and  an  encoder 
on  the  wire  line  (Figure  3-4).  Obese  two  devices  translate  a  switch  closure  into 
the  selection  of  a  stored  control  message  for  transmission  to  the  subnational 
transmitters  and  the  broadcast  stations.  The  pro gr aimer  has  same  additional 
message  time  sequencing  and  monitoring  chores  that  must  be  performed  incident 
to  automatically  cor  -rting  WWVB  to  the  OCD  mode  of  operation. 
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At  the  transmitter  sites,  the  two  incoming  control  messages  are  fed  into  logic 
circuits  where  they  are  identified,  examined,  to  Insure  that  they  are  identical, 
and  checked  for  differences  in  time  of  arrival*  Both  channels  are  also  in¬ 
spected  to  determine  whether  they  are  in  the  standby  or  operate  mode.  On  the 
basis  of  these  checks  the  logic  circuits  determine  vhich  of  the  following  sit¬ 
uations  exist:  l)  a  legitmate  alert  has  been  sent,  2)  the  system  is  being 
spoofed  or  is  otherwise  behaving  abnormally,  or  3)  one  or  both  of  the  channels 
is  inoperative.  In  case  of  a  real  alert,  the  logic  circuit  activates  the  sub- 
national  or  broadcast  transmitter  and  supplies  the  modulator  with  a  pre-recorded 
alert  signal  and  warning  message.  In  the  case  of  a  suspected  spoof  the  logic 
circuit  stores  the  control  message,  but  does  not  act  on  it.  Instead  it  sends 
an  alarm  to  the  agency  responsible  for  that  transmitter.  This  agency  must 
determine  thro’igh  MW  AS  or  other  means  if  an  alert  has  been  sent.  If  an  alert 
was  intended,  the  agenc”  •va  insert  an  override  into  the  logic  circuit  which 
will  initiate  the  stored  command.  This  manual  intervention  can  only  take  place 
when  the  logic  circuit  check  indicates  a  spoof. 


5.1  FUNCTIONAL  SUBSYSTEMS 

Figure  3-4  is  a  block  diagram  of  the  configuration.  Those  blocks  in  the  diagram 
whose  functions  are  not  obvious  are  described  in  the  following  paragraphs. 
Included  in  this  group  are: 

Programmer 
Radio  Encoder 
Wire  Encoder 

Line  check  code  generator 

Controller 

Logic  Circuit 


5*1.1  Programmer  (Figure  3-5) 

The  prograaner  has  the  function  of  translating  one  of  several  possible  switch 
closures  received  from  the  operator's  console  into  suitable  signals  for  trans¬ 
mission  to  the  NBS  transmitter  at  Fort  Colllno,  Colorado,  via  a  micro- 
wave  link  and  a  redundant  hardened  cable  link.  The  hold  circuit  converts  a 
momentary  switch  closure  into  a  dc  voltage  level,  at  the  input  to  the  gate  circuit 
and  holds  it  there  until  it  is  accepted  by  the  gate.  The  hold  circuits  for  those 
functions  which  require  the  NBS  transmitter  to  be  switched  over  to  61.15  kHz 
(all  but  the  "cancel"  function)  provide  a  switch  closure  to  the  start  code 
generator.  At  the  time  a  bold  circuit  is  energized  all  other  hold  circuits 
are  dumped  to  ensure  that  only  one  function  generator  is  energized  whes.  the 
gates  open.  When  triggered  by  a  hold  circuit  the  start  code  generator  outputs 
a  code  group  to  the  microwave  terminal  equipment  for  transmission  to  WWVB.  If 
WWVB  is  already  in  the  OCD  mode,  the  61.15  kHz  monitor  receiver  will  provide  an 
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Figure  3-5.  Programmer  Block  Diagram 
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"Inhibit"  switch  closure  to  the  start  code  generator.  When  WWVB  has  been 
svltched  to  the  OCD  mode  the  61.15  kHz  monitor  receiver  will  energize  the  gate 
release  circuit  and  open  all  of  the  gates  Including  the  gate  which  furnishes 
a  start  signal  to  the  wire  encoder.  This  start  signal  Is  to  ensure  that  the 
signals  on  the  radio  channel  and  the  leased  wire  channel  are  in  close  time 
synchronism. 


5.1.2  Wire  Encoder  (Figure  3-6) 

The  wire  encoder  has  the  function  of  translating  one  of  a  number  of  switch 
closures  received  from  the  operator's  console  Into  suitable  signals  for  trans¬ 
mission  to  the  ultimate  transmitters  via  the  toll  wire  channel.  The  hold 
circuits  when  activated  provide  a  switch  closure  to  a  timer  Instead  of  to  a 
start  code  generator.  This  timer  provides  an  override  to  the  gate  release 
circuit.  While  It  is  desirable  that  the  control  signals  propagate  through  the 
two  channels  of  the  control  network  In  time  synchronism,  it  is  even  more 
important  that  if  one  channel  fails  the  other  channel  must  transmit  the  control 
message  with  minimum  delay.  The  timer  is  set  to  release  the  gates  If  the  release 
signal  is  not  received  from  the  programmer  within  same  nominal  time,  e.g.,  five 
seconds . 


5.1.3  Line  Check  Coda  Generator  (Figure  3.4) 

In  its  simplest  form  the  line  check  code  generator  provides  a  distinctive  code 
to  be  transmitted  down  the  wire  channel  from  the  national  level.  This  code  Is 
transmitted  at  regular  Intervals,  on  the  order  of  2.5  or  5  seconds,  and,  by  Its 
presence,  the  logic  circuits  at  each  of  the  ultimate  transmitters  will  know 
that  the  wire  channel  is  operative.  The  line  check  code  generator  output  Is 
switched  off  line  by  the  output  gate  In  the  wire  encoder  Just  prior  to  the 
transmission  of  a  function  code.  When  the  transmission  of  the  function  code 
has  been  completed,  the  line  check  code  generator  output  is  switched  back 
onto  the  line. 

A  better  type  of  line  checking  would  be  one  that  provides  a  response  back  to 
the  source  for  each  line  check  code  group  that  Is  sent  down  the  line.  This  Is 
closed  loop  checking  and  it  has  some  of  the  advantages  of  fully  automatic 
continuity  checking.  It  Is  not  the  same,  however,  as  only  one  transponder  Is 
used  on  the  end  of  a  partyline  circuit,  and  continuity  to  each  transmitter  from 
the  national  level  could  not  be  assured.  This  type  of  closed  loop  checking  Is 
not  essential  in  this  configuration  because  the  radio  channel  provides  a 
redundant  path  that  can  be  used  to  get  the  message  through,  even  If  the  wire 
line  becomes  Inoperative.  It  is  not  operationally  necessary  that  the  OCD 
operator  even  know  If  the  wire  line  is  In  service.  He  Is  really  only  interested 
in  knowing  If  the  message  gets  through  to  each  of  the  transmitters.  It  is  one 
of  the  functions  of  the  line  check  cole  generator  to  make  it  possible  for  each 
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transmitter  logic  circuit  to  "know"  if  its  wire  channel  has  failed  so  that 
steps  may  be  taken  to  get  it  back  into  service.  Of  course,  sufficient  redundancy 
must  be  provided  in  the  wire  facilities  to  insure  a  basically  high  level  of 
reliability  for  the  wire  channel. 


5.1.4  Controller  (Figure  3-4) 

The  function  of  the  controller  is  to  translate  coded  commands  sent  down  from  the 
national  initiation  point  into  switch  closures  for  accomplishing  the  switching 
and  retuning  functions  necessary  for  changing  WWVB  to  an  OCD  mode  of  operation. 
The  control  signals  from  the  national  initiation  point  come  in  by  redundant 
paths  to  an  OR  circuit.  The  first  command  received  will  be  for  the  purpose  of 
effecting  the  switchover  from  60  kHz  tj  61.15  kHz..  When  this  has  been  completed 
the  controller  remains  passive,  transferring  remaining  control  messages  through 
the  radio  encoder  for  transmission  to  the  lower  echelon  transmitters.  The 
controller  circuitry,  however,  continues  to  monitor  the  incoming  circuits  and 
can  recognize  and  act  upon  the  cancel  function  which  terminates  any  of  the  other 
functions.  Though  not  shown  in  Figure  3-4,  the  transmitter  will  be  duplexed  to 
increase  reliability.  Automatic  switchover  in  case  of  transmitter  failure  is 
a  requirement.  The  controller  could  be  instrumented  to  handle  this  function  in 
addition  to  the  functions  described  above.  The  controller  has  no  Internal  clock. 
All  timing  of  code  sequences  is  done  by  the  programmer  at  the  initiation  point. 


5.1.5  .  Radio  Encoder 

The  function  of  the  radio  encoder  is  to  translate  the  coded  control  commands 
generated  by  the  programmer  at  the  initiation  points  into  the  proper  form  for 
input  to  the  modulator.  This  encoder  may  be  part  of  the  modulation  equipment 
rather  than  a  separate  entity.  The  two  are  shown  separately  in  Figure  3-4  to 
indicate  that  some  of  the  signal  processing  may  be  done  at  low  power  levels  in 
the  encoder  prior  to  being  input  to  the  modulator. 


5*1.6  Logic  Circuit  (Figure  3-7) 

The  logic  circuit  has  the  function  of  making  the  determination,  based  on  the 
the  data  received  from  the  two  input  channels,  whether  to  broadcast  an  alert 
lsmedlately,  or  introduce  a  delay  while  manual  procedures  are  exercised  to 
confirm  the  authenticity  of  the  alert  control  signals.  The  critical  part  of 
the  logic  circuit  is  the  decision  circuit.  This  circuit  is  furnished  vltb 
data  from  four  different  sources.  These  data  must  be  processed  in  such  a  way 
that  a  decision  can  immediately  be  made  to  take  some  action,  with  the  assurance 
that  the  action  taken  will  be  appropriate  to  the  existing  situation.  The  four 
information  sources  are  the  two  decoders  and  the  two  recognition  circuits.  The 
decoders  will  translate  the  codes  received  on  their  particular  communication 
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channel?  and  translate  them  into  one  of  several  possible  svitch  closures  for 
presentation  to  the  decision  circuit.  The  decision  circuit  will  determine  if 
both  received  codes  specify  the  same  action.  If  so,  a  voltage  is  stored  in  the 
proper  slot  in  the  hold  circuit.  If  the  messages  specify  different  actions,  or 
the  received  time  relationship  between  the  two  messages  is  not  within  specified 
limits,  the  decision  circuit  will  not  energize  one  of  the  hold  slots,  but  will 
sound  an  alarm  at  the  agency  responsible  for  the  transmitter.  This  causes  a 
manual  procedure  to  be  implemented  to  determine  if  an  alert  was  intended.  If 
an  alert  was  intended,  a  manual  input  is  required  to  initiate  the  alert. 

In  addition  to  the  above  checks,  the  decision  circuit  continuously  monitors  the 
status  of  the  system  as  evidenced  by  the  inputs  (or  lack  of  inputs)  from  the 
four  interfacing  circuits. 

As  there  are  four  input  circuits,  and  each  circuit  can  be  in  one  of  two  states, 
there  are  l6  different  situations  which  the  decision  circuit  must  recognize. 

These  are  shown  in  symbolic  form  in  Table  3-1  along  with  the  responses  to  each 
situation  generated  by  the  decision  circuit.  Although  there  are  l6  possible 
states  that  could  occur,  the  probabilities  associated  with  the  occurrences  vary 
widely  between  states.  In  general,  response  "A"  is  associated  with  a  high 
probability  of  a  genuine  alert  control  signal  having  been  sent  so  the  action  of 
the  decision  circuit  is  to  initiate  an  alert.  Response  "B"  is  associated  with 
a  low  probability  of  an  alert  having  been  sent,  but  with  a  high  probability  of 
a  spoof,  either  deliberate  or  inadvertent.  The  "B"  response  of  the  decision 
circuit  is  to  initiate  an  alarm  signal  indicating  a  need  for  manual  determination 
of  the  alert  status,  and  to  enable  a  manual  override  of  the  decision  circuit 
logic  if  it  is  found  that  a  genuine  alert  was  intended.  Response  "C"  is 
associated  with  a  simple  failure  of  either  or  both  of  the  communication  channels, 
there  being  no  reason  to  suspect  either  a  genuine  aler*  or  a  spoof.  Response 
"D"  represents  the  action  taken  by  the  decision  circuit  to  alert  the  responsible 
Wire  Chief  if  the  landline  communication  channel  fails,  whether  the  failure  is 

!  associated  with  a  legitimate  alert,  a  spoof,  or  with  a  simple  failure.  Response 

"N"  is  really  no  response  at  all  as  it  represents  the  system  in  its  normal, 
nonoperative,  selfchecking  mode. 


5.2  SYSTEM  OPERATION 

When  the  decision-to-warn  is  implemented  by  the  system  operator,  parallel 
switch  closures  are  sent  from  the  operator's  console  to  the  programmer  that 
Interfaces  with  the  radio  channel,  and  to  the  wire  encoder,  that  interfaces  with 
the  wire  channel. 
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Table  3*1*  Synbolic  Representation  of 
Decision  Circuit  Functions 


1.  -  A 

2.  J^xIgX^xSg  -  A,  D 

3.  ^  Ig  x  x  Eg  -  A 

b.  l^xlgxl^x!^  .  B 

5.  1^  x  X,  x  x  Rg  — — »  ® 

6.  Tx  x  Ig  x  R1  x  Rg  ■■  ■—  -  ® 

7.  Ix  X  Ig  X  ^  x  Rg  -  B 

8.  ^  x  Ig  x  ^  x  Rg  -  B,  D 


9.  ^  *  Ij  X  Bj  x  ^  -  B 

10.  1^  x  Ig  x  R1  x  Rg  — — —  B,  D 

11.  1^  x  x  R^  x  Eg  -  B,  D 

12.  ^xlgX^xRg  — —  B,  D 

13.  \  x  x  ^  x  Rg  -  C 

14.  x  x  x  Eg  — — —  C,  D 


15.  -  C,:D 

16.  T,  x  ^  x  Bj  I  Bj  —  * 


Legend 


1^  Control  signal  In  channel  #1  (radio) 

Ig  Control  signal  In  channel  #2  (landline) 

R^  Channel  #1  In  NBS  node  (radio) 

Rg  Channel  #2  In  standby  node  (landline) 


A  Valid  cccmand,  will  initiate  alert 
B  Probable  spoof,  inhibit  alert  initiation 
C  Either  one  or  both  channels  Inoperative 
D  Landline  Inoperative,  notify  wire  chief 
If  Horaal  operation,  both  channels  operative 
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5.2.1  Radio  Channel 

Hhe  radio  channel  is  based  upon  the  use  of  the  KBS,  WWVB,  60  kHz  radio  trans¬ 
mitter  at  Fort  Collins,  Colorado.  Upon  receipt  of  a  svitch  closure, the 
programmer  sends  a  start  code  group  to  the  controller  at  Fort  Collins  that 
initiates  the  changeover  of  the  KBS  transmitter  from  operation  in  the  KBS 
mode  to  operation  in  the  OCD  mode. 

This  code  is  sent  by  redundant  paths  to  the  controller,  which  has  an  internal 
OR  gate.  One  path  is  via  microwave  link.  The  other  path  is  via  hardened 
cable  and  its  associated  terminal  equipment.  When  the  controller  receives  the 
control  signal  from  the  programmer  on  either  input  channel,  it  provides  svitch 
closures  to  the  transmitter,  modulator,  and  antenna  tuner  that  initiate  the 
changeover  to  the  OCD  configuration.  This  includes  changing  the  transmitter 
carrier  frequency  from  60  kHz  to  61.15  kHz,  retuning  the  antenna,  and  switching 
modulators. 

When  this  changeover  is  completed,  the  transmitter  begins  radiating  carrier 
power  only  at  a  frequency  of  61.15  kHz.  At  the  National  Warning  Center,  the 
monitor  receiver  that  is  ttined  to  this  frequency  provides  an  input  signal  to 
the  progrmner  that  initiates  the  second  output,  i.e.,  the  tactical  alert 
control  message.  The  radio  encoder  converts  the  control  message  to  a  form  which 
is  compatible  with  the  modulator  and  is  optimum  for  the  bandwidth  and  available 
power  of  the  NBS  61.15  kHz  radio  channel.  This  message  is  transmitted  by  the 
KBS  transmitter  and  received  at  each  of  the  transmitter  sites  that  broadcast 
to  the  public  where  it  is  decoded  and  fed  into  the  logic  circuit . 

5.2.2  Wire  Channel 

The  wire  channel  is  based  upon  a  narrow-band  (15  Hz),  leased- wire  circuit 
vlth  sufficient  built-in  redundancy  to  provide  a  high  degree  of  reliability. 

It  has  target- avoidance  routing  to  enhance  its  physical  security  and  surviva¬ 
bility.  When  the  line  is  not  in  operational  use,  the  line  check  code  generator 
originates  and  sends  down  to  all  of  the  lower  echelon  transmitters  a  special 
code  group  that  is  repeated  at  regular  intervals,  e.g.,  five  seconds.  ’ 
Recognition  circuits  accept  this  code  group  as  an  indication  that  the  line 
is  functioning  properly.  When  a  te**- .second  period  in  which  no  code  group 
is  received  occurs,  a  "line  out"  cl^nu  is  sounded  and  the  internal  logic  of 
the  logic  circuit  undergoes  a  change  This  line  checking  is  important  to  the 
functioning  of  the  overall  system,  as  will  be  seen  later. 

When  the  operator's  console  furnishes  a  3 witch  closure  to  the  wire  encoder,  the 
line  check  code  generator  is  by-passed,  until  the  code  group  designated  by  the 
switch  closure  can  be  generated  and  sent  down  the  wire  line  to  the  controller 
at  the  public  broadcast  transmitter.  The  wire  encoder  has  internal  logic 
similar  to  that  of  the  progremner  in  that  it  must  Interpret  and  translate  the 
same  switch  closures.  The  code  required  for  the  wire ‘line  will  probably  be 
different  than  the  code  required  for  the  radio  channel. 
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The  long  line*  terminal  equiprarnt  represents  the  Interface  of  DCD  equipment 
vlth  the  leased  line  and  vlll  be  considered  as  part  of  the  line .  At  the 
public  broadcast  tranraitter  the  vlre  decoder  Interprets  the  vire  trans¬ 
mission  and  feeds  the  resultant  control  message  to  the  logic  circuit  This 
could  be  in  the  fora  of  a  code  group  to  be  interpreted  by  the  logic  circuit 
An  alternate  method  vould  be  to  have  the  wire  decoder  convert  a  code  group 
to  the  one  of  several  switch  closures  that  corresponds  to  the  switch  closure 
that  was  originally  input  to  the  wire  encoder  at  the  National  Warning  Center 

5-2-3  .ogle  Circuit 

At  the  heart  of  the  control  network  are  the  logic  circuits  at  each  of  the 
public  broadcast  transmitter  sites  The  logic  circuit  Is  the  device  thst 
receives  the  control  signal  fran  two  different  'hannels,  checks  their 
authenticity  and  decides  whether  to  initiate  the  warning  broadcast  or  sound 
an  alarr  calling  for  histan  intervention  in  cases  where  the  probability  is 
high  tha-  the  received  alert  control  Message  is  false.  The  logic  circuit 
constantly  Monitors  both  inccnlng  channels.  The  6C  kHz  Monitor  receiver  is 
tuned  to  VWVB  at  all  times  and  furnishes  an  audio  input  to  a  WWB  recognition 
circuit  which  determines  whether  VWVB  is  operating.  This  information  Is 
supplied  to  the  logic  circuit.  The  logic  circuit  also  continuously  Monitors 
the  wire  line  Inputs.  It  has  recognition  circuitry  which  accepts  the  codes 
generated  by  the  line  check  code  generator  and  from  the  presence  or  absence 
Of  these  codes  determines  whether  the  vlre  line  is  operable. 

Vlth  this  basic  Information  on  the  conditions  of  the  input  channels  being 
maintained  continuously,  the  logic  device  1*  in  a  position  to  Bake  certain 
logical  decisions  about  the  authenticity  of  the  incoming  control  messages- 
It  vlll  implement  these  decisions  by  either  autmatlcally  initiating  the 
warning  broadcast  to  the  public  or  asking  for  s  human  decision  to  be  made 
whether  to  proceed  vlth  the  alert. 

There  are  several  situations  with  which  the  logic  circuit  could  be  confronted. 
These  vlll  be  discussed  Individually  below  vlth  the  reaction  of  the  logic 
circuit  to  these  situations  explained  in  each  case 

Two  Ocsamand  Case 

The  most  usual  situation  that  could  be  expected  would  be  an  alert  Initiated 
with  both  ccEDunlcatlon  channels  functioning  correctly  An  operational  mini¬ 
mus  reliability1  of  0.999,  or  better,  will  be  specified  for  each  caasunlcation 
channel  Independently  of  the  other. 


1.  Calculations  based  on  data  received  frxza  David  Aadrevs,  National  Bureau 
of  Standard* ,  Boulder,  Colorado,  indicate  an  operating  reliability  for  WVB 
of  O.9755.  Ibis  was  calculated  fran  system  outage  records  compiled  for  the 
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The  signals  eating  Into  the  logic  circuit  fra*  the  tvo  channel*  vlll  be 
accepted  aa  legitimate  alert  control  signal* ,  prorided  tne  following  coodi- 
tlona  are  met : 

1.  The  60  kHz  monitor  input  to  the  logic  circuit  va*  exietlng  vlthin 
max  Doeoinal  period  of  time  prior  to  receipt  of  the  carand  on  the 
radio  channel  (probably  10  second*  caximes  . 

2  The  60  kHz  monitor  input  to  the  logic  circuit  doe*  not  exist 
after  the  6l  15  kb*  carsand  code  ia  first  detected. 

3  The  line  check  code  on  the  vlre  channel  va*  existing  vlthin  aaae 
naalnal  period  of  time  prior  to  receipt  of  the  cansand  on  the  vlre 
channel  (probably  10  second*  maximum). 

.  The  Una  check  code  on  the  vlre  channel  does  not  exist  after  the 
canud  code  Is  first  detected. 

The  logic  being  instnnented  here  1*  that,  vith  both  channels  known  to  be  work¬ 
ing  properly  It illntr ly  prior  to  receiptlcn  of  the  ccmmands,  the  probability 
that  both  channels  could  be  simultaneously  seized  by  unauthorized  poraooa  is 
ext rezcly  lov.  The  radio  transmitter  1*  located  on  s  governarnt  reservation 
vith,  presumably,  adequate  phycical  security.  Any  attempt  to  fake  the  signal 
vith  another  transmitter  at  hi .  15  kHz  vlll  be  detected  because  V-VB  vlll  still 
be  broader stlnj  at  60  kHz.  If  the  Logic  circuit  detects  VWVB  simultaneously 
vith  a  seemingly  correct  eaamnd  message  at  61.15  kHz  it  vill  not  initiate  an 
alert,  but  instead,  vlll  sound  an  alarm  calling  attention  to  the  enasaly. 


tvo -month  period,  19  February  to  21  April,  19&5-  Data  from  this  period  vere 
chosen  for  the  calculations  as  they  represent  the  latest  data  available,  and 
they  appear  to  be  free  of  the  discontinuities  in  failure  rate  and  dovntlme 
which  characterize  earlier  data.  If  the  assumption  is  made  that  the  majority 
of  the  outages  vere  caused  by  failure  of  the  tranmitter  and/or  the  primary 
perns r  supply  (according  to  Andrews  the  principal  cause  of  downtime  has  been 
the  failure  of  canmwtrclal  power  and  the  lack  of  an  auxiliary  power  supply), 
then  the  possibility  exists  of  meeting  the  desired  reliability  standard  of 
0-999  or  better.  This  could  be  accomplished  by  providing  100^  redundancy  in 
tranaaltting  equipment  and  primary  power  supply.  It  can  be  shown,  for  example, 
that  with  a  basic  single  t ran mlt ter  reliability  of  0.9755>  and  vith  the 
assuxptlons  mentioned,  the  reliability  can  be  increased  to  a  theoretical 
reliability  of  0.999**  by  providing  a  spare  tranmaltter  and  an  auxiliary  power 
supply  vith  automatic  switchover  for  both  In  case  of  failure,  e.g., 

R  -  1  -  (1-0. 9755 r  ■  0-999^-  On  the  other  hand,  if  an  appreciable  percent 
of  the  downtime  va*  caused  by  failure  of  the  antenna  system  due  to  lightning 
strikes,  high  vlnds,  Ice  loading  or  other  natural  phenomena,  this  high  level 
of  reliability  cay  not  be  attainable  at  reasonable  cost. 
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The  wire  channel  will  be  cade  reasonably  secure  with  sealed  terminals  and  will 
have  no  appearances  on  any  unauthor lied  tern Inals .  It  is,  of  course,  possible 
that  a  disloyal  erpleyee  of  the  ce— on  carrier  furnishing  the  leased  wire 
service  could  selie  the  channel  and  Initiate  a  false  connar.d.  He  would,  however, 
have  tc  Interrupt  the  line  check  code  sequence  ut  the  tine  he  sent  down  the  false 
control  message  or  the  logic  circuit  would  sense  the  presence  of  the  two  slsul- 
taneous  signals  and  sound  an  alar* .  This  could  probably  be  rvnaged  without 
too  such  difficulty  by  someone  with  access  to  the  telephone  coepany's  records 
and  facilities,  but  the  radio  channel  has  to  be  taken  care  of  at  the  saie  tine. 
The  time  Interrelationship  of  the  alert  signals  in  the  two  channels  could  be 
made  critical  so  that  very  precise  timing  would  be  required  for  s  successful 
spoofing  of  both  channels  simultaneously .  This  rules  out  an  enecy  submarine  or 
trawler  being  able  to  spoof  the  systea.  The  submarine  could  put  out  a  false 
alar*  on  the  radio  channel  at  61.15  ki!r,  but  he  could  not  stop  WWB  fro*  broad¬ 
casting  on  60  kHz  without  seme  help  f ran  a  sabotage  tea*  on  shore.  The  tlxlng 
would  have  to  be  \ery  exact  because  UVYB  uust  cease  broadca-ting  at  60  kHz  md 
the  cocsand  signal  be  received  on  61.15  kHz  within  10  seconds,  or  the  logic 
circuit  would  sound  an  alar*.  Even  If  this  could  be  accoacpl  Is  bed  and  the 
radio  channel  could  be  seized,  there  Is  still  the  wire  channel  and  Its  compli¬ 
cations  in  timing  that  must  be  saaehov  coordinated  with  the  take-over  of  the 
radio  channel.  The  principal  advantage  of  the  two-channel  concept  for  security 
is  that  unauthorlred  take-over  of  the  two  channels  requires  a  precision  of 
tlalng  that  Is  almost  impossible  to  achieve. 


Single  Cosaaand  Case 

There  is  a  finite,  though  small,  probability  that  one  of  the  channels  will  be 
Inoperative  when  an  alert  is  being  inititated.  Under  these  c lrc instances  the 
logic  circuit  will  cake  use  of  different  criteria  to  determine  the  authenticity 
of  a  cosBiand.  If  the  logic  circuit  receives  a  proper  cocrmnd  signal  on  only  one 
channel,  i.e.,  the  check  signal  disappears  in  the  proper  t ire  relationship  to 
the  reception  of  a  legitimate  ccnsand,  then  it  checks  the  second  channel  to 
determine  whether  It  Is  operative.  If  It  is  inoperative  this  will  be  accepted 
as  evidence  that  a  coaxsand  signal  would  have  been  sent  over  this  channel  had  It 
been  operating  and  the  controller  will  initiate  the  alert  and  warning. 

If,  on  the  other  hand,  the  channel  is  operative  and  a  matching  caxsand  signal 
was  not  received,  this  will  be  taken  as  evidence  of  an  atteept  to  spoof  the 
systea.  An  alarm  will  be  sounded  at  the  cognizant  Emergency  Operations  Center 
or  other  cl  11  defense  installation  which,  being  canned  on  a  24-hour  basis,  can 
accept  responsibility  for  nonltorlng  the  operution  of  an  alert  and  warning 
transmitter.  The  responsible  official  at  the  Baer gency  Operations  Center  will 
be  alerted  by  the  logic  circuit  via  an  audio-visual  signaling  device  at  his 
location.  Upon  receipt  of  the  audio-visual  signal,  the  official  will  follow 
prescribed  operating  procedures  to  determine  if  a  true  alert  and  warning  was 
Intended.  Obtaining  this  information  can  include  caking  inquiries  to  the 
proper  autroritie*  through  use  of  RAWAS  or  suen  other  cocrainicatlon  networks 
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as  my  be  prescribed  or  available.  Under  the  circumstances  described  the 
probability  Is  small  that  a  true  alert  and  warning  was  Intended,  so  the  result¬ 
ing  delay  Is  considered  acceptable.  If  the  responsible  official  determines, 
however,  that  a  true  alert  and  warning  was  intended,  he  can  Initiate  the  alert 
manual1 y  by  mans  of  a  push  button  at  his  location.  If  he  Is  situated  physically 
-lose  to  the  transmitter  site,  the  push  button  will  furnish  an  override  switch 
closure  directly  to  the  logic  circuit  If  the  responsible  official  and  the 
transmitter  site  are  separated  by  a  long  distance,  a  digital  encoder  at  the 
push  button  site  and  a  decoder  at  the  transmitter  may  be  required  to  transmit 
the  switch  closure  over  a  toll  line  connecting  the  two  sites.  In  either  case 
the  push  button  cannot  Initiate  an  alert  unless  this  input  function  Is  enabled 
by  the  logic  clrvult.  This  would  occur  only  If  cne  of  the  situations  exist 
that  are  described  by  logic  equations  **  through  12  In  Table  3-1*  These  situations 
all  ha^e  the  ccenon  attribute  that  a  seer  lngly  valid  command  slgr.al  Is  received 
on  a  channel  that  Is  slaultanecusly  operating  In  a  non-ale  -t  aode.  These 
situations  are  characteristic  of  spoofing,  so  the  logic  circuit  must  request 
human  intervention  tc  settle  the  dlles=a. 


5-3  MULTIPLE  DTPlfTS 

The  Inputs  to  the  control  network,  frest  IT2VC  and  W&C  aust  be  Bade  Independent  of 
the  IWC  Inputs  and  therefore  redundant.  This  could  be  done  by  providing  a  low- 
frequency  transmitter  for  each  IWC.  An  alternate  way  would  be  to  let  KVC  and 
share  a  single  low-frequency  transmitter.  Three  wire  networks  would  be 
required  to  provide  redundancy  and  sake  each  Initiation  pclnt  entirely  Independent 
'f  the  other.  Three  different  low  or  very  low  frequencies  would  be  used  to  dif¬ 
ferentiate  the  three  initiation  points.  One  station  could  be  WWB  as  the  data 
re -e  of  the  system  is  low  enough  to  be  handled  by  WVL.  Soae  coop  wise  might 
be  Bade  on  the  wire  portion  of  the  network  whereby  all  three  input  locations 
would  be  looped  with  all  of  the  broadcast  transmitter  sites.  The  line  check 
code  could  be  generated  at  only  cne  ;f  the  Jf»'Cs,  or  three  IWC  generators  could 
be  synchronised  to  provide  the  line  check  code  in  sequence  with  each  transmission 
preceded  by  an  Identifier  so  the  logic  circuits  at  the  transmitter  sices  could 
know  which  initiation  points  were  on  line.  The  logic  circuits  at  the  trans¬ 
mitters  would  have  to  be  core  complex  and  two  more  receivers  and  recognition 
circuits  would  be  required  at  each  location. 


5.U  TIME  PHASING  INTERFACE 

If  this  configuration  is  required  to  Interface  with  subnational  transmitters 
that  must  resort  to  sequential  transmissions  to  eliminate  interference  zones, 
there  are  two  ways  that  the  phasing  may  be  controlled.  One  way  would  be  sim¬ 
ilar  to  that  described  in  the  AUTODIH  configuration.  The  sub  national  trans¬ 
mitters  would  need  time  standards  and  the  appropriate  logic  circuits.  The 
control  mesiage  would  be  tagged  with  a  reference  * ine  at  the  WWC  to  which  all 
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the  transmitters  would  synchronise  themselves.  A  nine  or  ten-hit  tine  message 
would  be  required  to  give  tine  to  the  nearest  second  in  five-minute  interval*. 
Thi*  would  add  about  1.3  second.  delay  in  the  transmission  t ire  for  the  control 
• Lgnal  (e.g.,  10  bit*  at  7-5  band),  which  1*  well  within  allowable  limits  of 
tine  delay. 

Another  way  of  handling  the  sequencing  would  be  to  coordinate  all  station* 
with  timing  signal*  from  WWYB.  This  Is  probably  less  desirable  as  loss  of 
the  control  slfptal  could  cause  a  failure  r.f  the  sequencing  operation. 

5.5  coecLusioic; 

High  system  reliability  is  achieved  in  this  configuration  by  the  use  of  two 
reliable,  dissimilar  communication  channels,  l.e.,  radio  and  leased  wire,  to 
pro-lde  redundancy  against  oyster  failure.  This  divers  if lest  Ion  of  facilities 
also  allows  a  high  level  of  security  to  be  obtained  without  sacrificing  reli¬ 
ability.  The  fact  that  the  two  communication  channels  are  completely  different 
n&kes  it  difficult  for  an  enemy  to  spoof  the  systea.  It  also  reduces  the  prob¬ 
ability  that  any  natural  or  inadvertant  nan-cade  phenomena  that  could  generate 
a  false  control  signal  on  one  channel  would  also  Induce  a  false  control  s lgnal 
on  the  other  channel.  A  third  benefit  gained  fro*  this  diversity  of  facilities 
is  an  increased  probability  of  surviving  the  Initial  phases  of  an  ene^r  nuclear 
attack,  While  both  of  the  channels  must  be  highly  reliable,  requiring  consider¬ 
able  redundancy,  they  are  not  necessarily  high  cost  facilities.  The  low  data 
rate  requirements  of  the  system  can  be  satisfied  by  a  15  Hr  wire  facility. 

The  low  data  rate  will  also  allow  the  WWYB  transmission*  to  be  coded  to  take 
maxi an  advantage  of  the  available  power  and  band  width  of  the  system.  This 
should  provide  a  high  s lgnal -to-nolae  ratio  resulting  In  very  reliable  coverage 
of  the  United  States  with  the  single  transmitting  station  at  fort  Collins. 


6.0  FROBLEH  AREAS 

Four  problem  areas  have  been  identified  and  singled  out  for  special  consideration 
In  thla  section  of  the  document.  It  Is  not  because  these  particular  problem* 
ire  the  only  important  problems  that  confront  the  development  effort  or  that 
tiiey  are  necessarily  the  most  critical.  They  have  been  singled  out  for  special 
treatment  at  this  tine,  however,  because  they  are  more  fundamental  than  cany 
strictly  engineering  and  hardware  problems. 

Being  of  a  more  fundamental  nature  they  need  to  be  studied,  critically  discussed, 
and  resolved  as  soon  as  possible.  Unresolved,  they  stand  as  a  bar  to  the  orderly 
development  of  the  Fadio  Warning  System.  These  problems  will  be  defined  and 
recccsaended  solutions  will  be  presented  In  the  following  pages.  The  material 
is  arranged  and  discussed  under  four  oaln  groupings : 

1.  Functions  Performed  by  Teletype  and  Live-voice 

2.  lata  Rate  Considerations 

3.  Security  and  Authentication 
^ .  Overlapping  Coverage 
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6  . 1  runcTiojc  pertorjcd  bt  teletype  asd  live -voice 

Teletype  requireaents  In  the  Radio  Warning  Systes  are  baaed  on  Operational 
Requirement  b.l.?1  which  specifies  that  the  capability  for  hard  copy  be  pre/rided 
where  required.  In  Section  *».1.3  of  the  Operational  Requirements  there  are 
three  reasons  listed  why  herd  copy  is  needed.  The  first  is  to  provide  the  text 
for  a  live  voice  warning  to  be  read  into  the  Radio  Warning  Systea  at  a  lever 
echelon.  This  Is,  of  coarse,  based  on  an  ass  jap  t  Ion  that  live  voice  cann,.  be 
inserted  into  the  systec  at  tbe  national  level.  The  second  reason  given  foc¬ 
using  teletype  Is  the  need  to  provide  authentication  to  an  owner  for  the  oper¬ 
ational  use  by  OCD  of  his  coerserclal  broadcast  facility.  This  Is  based  on  tbe 
ass jap t ion  that  coeaerclal  broadcast  facilities  will  be  a  part  of  the  Radio 
warning  Sys ten .  Tbe  third  reason  for  the  use  of  teletype  is  that  It  provides 
a  useful  tool  for  trouble  shooting  systec  aalfunctions . 

Tbe  first  reason  for  needing  teletype  is  invalid  if  the  system  has  the  capability 
for  allowing  live  voice  inputs  Into  the  systec  to  be  cade  at  the  Initiation 
points.  It  would  also  be  Invalid  If  there  were  no  requirement  Tor  the  systea 
to  have  a  Hat  voice  capability.  One  principle  reason  for  needing  teletype  «ay 
thus  depend  on  whether  a  live  voice  capability  la  needed.  This  j^lnt  will  be 
discussed  later. 

Tbe  second  reason  given  for  requiring  teletype  Is  the  need  to  provide  authen¬ 
tication  for  assualng  control  of  a  commercial  station.  As  pointed  out  in  Sec¬ 
tion  *».1.3  of  the  Operational  Requirements,  the  owner  of  a  coeeserclal  facility 
cannot  be  allowed  to  have  any  discretionary  control  over  the  participation  of 
his  facility  in  the  warning  operation.  If  this  is  so,  then  there  Is  no  need  to 
deliver  hla  a  teletype  message.  The  owner  is  not  in  a  position  to  take  any 
action  when  his  facility  l*  converted  to  OCD  use  even  if  he  does  not  receive 
hard  copy  notification .  In  order  to  inf  ore  station  personnel  that  their 
equipment  is  not  aalfunc  t  ion  ing ,  a  real-tine  indication  of  Radio  Warning  Systea 
operation  can  be  provided  by  audible  alara  and/or  indicator  light. 


1.  Chapter  Two  of  this  Voliase. 
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Hard  copy  notification  thuo  serves  no  useful  operational  function.  The  stated 
need  for  hard  copy  notification  is,  therefore,  only  to  provide  a  courtesy  to 
the  ovner  and  tc  provide  a  permanent  record  to  his  of  the  fact  that  control  of 
his  cocrxrc lal  facility  was  assumed  by  OCD,  and  to  record  the  tice  at  which 
this  occurred.  Neither  of  these  two  reasons  '/  adequate  Justification  for 
providing  hard  copy  through  Radio  warning  System  channels.  The  type  of  notifi¬ 
cation  called  for  in  this  section  of  the  Operational  Requirements  is  not  time 
critical  and  could  Just  as  well  be  sent  before-the-fact  for  scheduled  testa  or 
after-the-fact  for  real  alerts .  The  media-:  used  for  transsiasion  of  this  noti¬ 
fication  could  be  Western  Onion  telegrar.  government  or  cxraercial  teletype, 
or  in  the  case  of  scheduled  teits,  U.S.  registered  call.  Any  one  of  these  media 
would  provide  adequate  court**  jy  and  a  permanent  record.  In  any  case,  the  noti¬ 
fication  is  required  for  adsinlstrative  rather  than  operational  reasons,  and  it 
could  hardly  be  Justified  cn  s  cost  basis  if  providing  the  capability  to  deliver 
it  through  Radio  warning  System  in  any  way  downgrade!  the  capability  of  that 
system  to  perform  its  primary  function  of  warning  the  public  or  if  it  resulted 
in  excessive  costs.  It  will  be  shown  that  a  high  price  will  be  paid  in  degra¬ 
dation  of  this  primary  function  or  in  actual  nonetary  costs  if  teletype  is  nade 
a  requirement  of  the  Radio  Warning  Systes.  (See  Section  6. 2,  Data  Rate 
Considerations) . 

The  third  reason  that  the  Operational  Requirements  give  for  needing  teletype  is 
that  it  *111  provide  a  tool  for  troubleshooting  systes  malfunctions .  The  rela¬ 
tive  value  of  teletype  for  trouble* hoot lng  la  not  likely  to  be  denonstrated  un¬ 
til  the  Rcdlo  Warning  Systes  configuration  is  specified  in  considerably  acre 
detail  than  it  is  at  present.  This  value  is  not  currently  substantiated  by  any 
evidence  that  it  would  be  useful  for  this  purpose.  In  any  case,  this  reason, 
standing  alone,  wltnout  the  support  of  the  first  two  reasons  can  not  be  consid¬ 
ered  Justification  for  a  teletype  requlr'rsent  for  the  Radio  Warning  Syste*. 

*  ( 

Section  U.  3.1  of  the  Operational  Requirements  calls  for  a  semiautomatic  nc.de 
of  operation  for  the  Radio  Warning  Systes.  This  is  defined  as  the  transmission 
of  live-voice  nessag.es  to  sone  segments  of  the  public  and  manual  transmission 
of  hard-copy  messages  within  certain  portions  of  the  system  control  network. 

In  Justiflcatior  for  the  sealautar  ,.ic  capability  requirement,  Section  **.3.1 
of  the  Operational  Requirements,  specifies  a  need  to  ad  lib  a  warning  nessage  to 
the  public.  This  implies,  and  it  la  so  stated,  that  all  contingencies  in  the 
warning  situation  cannot  be  planned  for  in  advance.  This  la  a  reasonable  obser¬ 
vation,  and  in  general,  the  system  should  be  made  as  flexible  as  possible  to 
allow  the  OCD  operators  maximum  freedom  to  adapt  to  any  possible  contingency. 

It  is  open  to  question,  however,  whether  any  situation  can  be  postulated  that 
would  require  imedlate  response  by  the  Radio  Warning  System  and  at  the  ease 
time  could  not  be  covered  by  a  pretaped  nessage.  The  means  already  exist  via 
the  Emergency  Broadcast  System  (EBS)  to  get  live  voice  messages  to  the  public. 
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All  emergencies  can  be  expected  to  fall  into  either  one  of  two  categories,  (1) 
imminent  nuclear  attack,  or  (2)  other  emergencies.  In  the  case  of  direct 
nuclear  attack,  time  la  of  such  overriding  importance  that  it  la  difficult  to 
envlaioo  the  Radio  Warning  System  operator  taking  the  tire  to  compose  a  special 
message.  The  paramount  objective  of  a  warning  systee  in  a  nuclear  attack  situa¬ 
tion  roust  always  be  to  get  the  public  to  take  protective  measures  as  scon  as 
possible.  It  is  counter  to  OCD  policy  to  alert  and  warn  only  one  section  of 
the  country  when  an  actual  nuclear  attack  has  been  detected  so  no  special  geo¬ 
graphically  limited  varrurui  message  would  ever  need  to  be  composed. 

The  other  category  of  emergency  calling  for  use  of  the  Radio  warning  Systee  includes 
any  situation  that  doe*  not  involve  icnlnent  nuclear  attack.  All  such  situations 
are  leaa  tine -critical  than  the  nuclear  attack  situation.  If  the  nr  s  sage 
were  so  urgent  that  it  required  waking  the  entire  population  in  the  middle  of 
the  night  then  the  Radio  Warning  System  could  be  used  in  conjunction  with  EB6 . 

The  Radio  Warning  Synten  could  be  used  to  transmit  a  taped  voice  message  in¬ 
structing  the  public  to  tune  in  on  their  local  EBS  station  for  an  important 
announcement.  The  amount  of  time  lost  in  setting  up  the  EBS  netvork  would  be 
relatively  unimportant  for  any  conceivable  aituatlon  ether  than  direct  nuclear 
attack. 

Thus,  due  to  the  time  criticality  of  a  tactical  alert  that  inhibits  use  of  live 
voice,  and  the  availability  of  EBS  for  non-tlme-critlcal  alerts,  a  live  voice 
capability  la  not  required  for  the  Radio  Warning  System.  The  lack  of  a  require¬ 
ment  for  live  voice  in  the  Radio  Warning  System  removes  the  remaining  Justifica¬ 
tion  for  teletype,  i.e.,  hard  copy  to  provide  the  text  for  1  live  voice  Input 
by  sow  one  at  a  lower  echelon. 


6.2  DATA  RATE  COKSIEERATIOITS 

If  the  requirement  for  teletype  ia  set  aside,  simpler  codes  and  lower  data 
rate*  can  be  used  with  considerable  advanta  '.  For  example,  if  there  were  only 
one  response  that  could  be  elicited  from  the  Radio  Warning  System,  then  it 
would  be  only  necessary  to  reliably  transmit  a  switch  closure  from  the  national 
initiation  point  to  the  transmitters  that  broadcast  to  the  public.  This  is  not 
the  case,  however,  as  the  Radio  Warning  System  vl.'.l  be  required  to  perform  more 
complex  functions  than  a  simple  on-off  type  of  operation.  The  Radio  Warning 
System  can  fulfill  its  function  by  transmitting  to  the  public  any  one  of  a 
number  of  pretaped  messages,  with  certain  messages  preceded  by  an  alert  signal. 
The  total  amount  of  information  that  needs  to  be  sent  from  one  of  the  Rational 
Warning  Centers  to  the  transmitter*  that  reach  the  public  then  must  be  only 
great  enough  to  unambiguously  select  one  tape  or  action  sequence  from  among  all 
the  ethers.  The  total  number  of  choices  available  determines  the  maximum  amount 
of  information  that  would  need  to  be  sent.  While  the  exact  number  of  different 
types  of  messages  that  must  be  sent  has  not  been  determined,  it  is  estimated 
that  at  least  the  following  options  should  be  available  (Opera. ional  Requirement 
4.3.4,  Chapter  Two). 
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1.  Tactical  Alert  and  Warning 

2.  Strategic  Warning  Only 
3  Cancel 

1  Teat 

5.  Preempt 


Only  three  blta  of  lnforaatlon  are  oeceeeery  to  give  a  choice  of  any  of  the 
above  5  options  Five  blta  of  lnforaatlon  allow  for  a  choice  of  up  to  32 
options  Given  the  need  to  select  one  of  a  Halted  nuaber  of  prerecorded 
tapes,  the  Informational  desands  on  the  control  network  are  quite  aodeat 
This  fact  can  be  used  to  good  advantage  since  the  principal  advantage  In 
having  a  low  data  rate  requirement  Is  that  a  typical  caaawdcatlon  channel's 
high  lofoxcitlon  rate  capacity  can  be  traded  for  greatly  Increased  signal 
reliability . 


There  are  a  variety  of  ways  In  which  a  transmission  channel  say  be  manipulated 
by  electronic  techniques  to  Increase  the  signal  to  noise  ratio  of  the  transmis¬ 
sion.  Other  wsthods  used  to  decrease  the  probability  of  error  In  the  signal 
exploy  soar  type  of  redundant  coding  that  allows  the  signal  to  be  Integrated 
with  rr irpect  to  tlse  at  the  receiver  Whatever  the  sethod  employed,  It  Is 
based  upon  the  principal  that  a  reduction  In  the  data  rate  for  a  given  band-width 
and  power  can  ba  exchanged  far  Improved  slgnsl-to-aolae  radio  and,  hence,  greater 
reliability. 


6.3  SECURITY  AJCD  Ain>IEJfrITATIOH 

1  2 
Security  of  the  control  signals  and  authentication  to  the  recipient  of  these 

control  signals  may  be  achieved  In  numerous  ways  and  with  varying  degrees  of 
effectiveness.  The  security  objectives  of  the  Radio  Warning  System  are  twofold. 
First,  It  Is  desired  to  decrease  to  a  sufficiently  low  level  the  probability  of 
an  unauthorised  person  or  combination  of  persons  generating  a  false  alert  by 
sending  false  signals  through  the  control  system.  The  probability  against  this 
situation  happening  should  be  high,  eoamensurite  with  the  expected  barn  that 
would  ensue  to  the  country  If  a  false  alara  were  propagated.  The  second  object¬ 
ive  Is  to  glre  such  a  level  of  assurance  to  the  rightful  recipients  of  the  warn¬ 
ing  ness  age  that  they  can  act  on  a  legitimate  message  without  hesitation  and 
without  the  fear  that  it  nay  be  a  false  alar*. 


1.  Security  Is  defined  as  the  relative  freedom  of  the  control  network  fro* 
seizure  and  false  activation  by  unauthorlxad  persons  whether  the  act  was 
deliberate  or  Inadvertent. 

2.  Authentication  Is  defined  as  a  method  for  assuring  the  recipient  of  a 
aessage  that  the  message  Is  actually  what  it  appears  to  be. 
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It  has  been  suggested  that  the  receipt  of  a  hard-copy  teletype  message  give* 
this  assurance.  This  can  be  quite  slsleadlng  because  an  unauthorized  person 
who  knows  enough  about  the  systea  to  be  rb^e  to  seize  the  channel  could  also 
generate  a  hard  copy  aessage  to  provide  a  frlse  authentication  to  the  cess  age 
recipients . 

In  a  fully  automatic  syates  such  as  the  Radio  Warning  Systea,  hard  copy  authen¬ 
tication  would  appear  to  be  somewhat  of  an  anachronism.  What  is  more  appropriate 
In  an  autoaatlc  ccoounicatloo  systes  Is  a  mechanized,  self -checking  feature 
that  will  allow  the  use  of  relatively  staple,  straightforward  logic  devices  at 
the  broadcast  transmitter  sites  to  determine  with  a  high  degree  of  accuracy  that 
a  aessage  Is  authentic. 


6.3.I  Cryptographic  Devices 

If  only  one,  channel  la  available  for  transmission  of  the  aessage  and  this  channel 
la  a  one-way  channel,  one  feasible  aeana  of  achieving  security  and  providing 
authentication  is  by  the  use  of  cryptographic  equlpaant.  The  underlying  prin¬ 
ciple  in  this  Is  that  the  elaborate  security  precautions  that  are  enforced  to 
prevent  costproalse  of  the  cryptographic  codes  insure  that  the  probability  of 
unauthorized  persona  acquiring  the  key  to  the  systea  Is  extremely  lew.  As  a 
result,  the  probability  la  extremely  high  that  the  aessage  is  authentic. 

The  prlaary  function  of  a  cryptographic  systea  la  to  deny  knowledge  of  the  In¬ 
formational  content  of  aessaget  to  unauthorized  recipients.  The  problem  In  the 
Radio  Warning  Systea  is  completely  different.  It  Is  relatively  unimportant  if 
some  unauthorized  recipient  of  a  warning  sassage  can  correctly  Interpret  It. 

The  aessage  would  In  all  probability  end  up  being  broadcast  to  the  general 
public  before  the  unauthorized  recipient  could  take  any  action  based  on  this 
special  knowledge  that  would  be  detrimental  to  the  mission  of  the  Radio  Warning 
Systea. 


6.3.2  Two-Hode  Channel 

There  Is  another  way  that  security  and  authentication  can  be  provided  on  a 
single  channel .  The  three  additional  requirements  that  will  be  placed  on  the 
channel  art:  (l)  that  it  have  two  clearly  identifiable  nodes  of  operation, 

(2)  that  these  two  nodes  be  mutually  exclusive,  and  (3)  that  It  te  a  full  period 
channel  operating  in  one  or  the  other  of  the  nodes  st  all  times. 

In  the  fulfillment  of  these  requirements  the  National  Bureau  of  Standards 
station  WWB  Is  almost  an  ideal  exasple.  It  normally  radiates  continuously 
(or  could  be  made  to  do  so)  on  a  frequency  of  60  kHz  with  a  distinctive,  iden¬ 
tifiable  elgnal.  Preeence  of  thle  elgnal  at  a  monitor  receiver  can  be  used  to 
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indicate  to  a  logic  circuit  that  tbs  •  tat  lor  li  k  1  non -ope  rate  mcde  (from  the 
point  of  viev  of  the  OCD  warning  operation).  When  WWVB  la  shifted  over  to  the 
OCD  alert  node  of  operation,  it  will  radiate  a  aignal  at  61.15  kHz-  It  will, 
of  course,  cease  radiating  at  60  kHz  coincident  1th  the  shift  to  the  OCD  node 
of  operation.  A  logic  circuit  driven  by  tvo  receivers  --  one  pretuned  to  60 
kHz,  the  other  to  61.15  kHz  --  can  be  built  to  recognise  whether  WWVB  is  oper¬ 
ating  in  the  KBS  or  the  OCD  node.  If  the  logic  circuit  should  at  any  tire 
recognize  an  apparently  valid  alert  control  signal  at  6l.l5  kHz  while  it  is 
still  receiving  the  rujmnl  WWVB  signals  at  60  kHz,  then  the  conclusions  oust 
be  that  the  sl&ial  at  61.15  kHz  is  a  spoof,  inadvertent  or  otherwise.  This 
dual  use  of  the  channel  Bakes  the  task  of  spoofing  the  systex  such  nore  difficult. 
Hot  only  does  the  spoofer  have  to  create  a  good  simulation  of  the  legitimate 
control  signals  at  61.15  kHz  and  deliver  it  to  the  receiving  system  of  the 
broadcast  stations  he  is  trying  to  spoof  into  false  operation,  be  also,  and 
coincldently,  saist  put  WWVB  off  the  air. 

The  spoofing  task  can  be  tale  even  nore  difficult  and  unprofitable  by  caking 
the  logic  circuitry  highly  critical  as  to  the  timing  of  the  termination  of  the 
WWVB  60  kHz  tram  sis s loo  in  relation  to  the  beginning  of  the  61.15  kHz  control 
transmission.  For  instance,  if  the  60  kHz  transmission  ceases  too  soon  before 
the  cosrsenceaent  of  the  6l.l5  kHz  transmission ,  leaving  too  long  of  a  time  gap 
between  the  two  transmission,  e.g.,  greater  than  10  seconds,  the  61.15  kHz 
transmission  will  be  considered  to  be  false.  If  the  enemy  used  J arming  to  deny 
information  on  the  presence  of  the  60  kHz  transmission,  the  presence  of  this 
Janaing  coincident  with  the  reception  of  the  61.15  kHz  transmission  would  be  a 
sufficient  basis  for  rejection  of  the  61.15  kHz  transmission.  The  Invalidation 
of  the  61.15  kHz  signal  by  the  logic  circuit  need  not  imply  a  failure  of  the 
system.  It  would  be  Interpreted  as  a  warning  that  the  system  was  behaving 
abnormally.  The  recognition  of  this  fact  can  be  used  to  initiate  standby  pro¬ 
cedures  that  require  manual  verification  of  the  Intent  to  alert  by  means  of 
another  cosmunlcation  channel  such  as  NAVAS ,  A17T0DIN,  or  another  facility  of 
this  type.  At  the  worst,  s  delay  would  have  been  Introduced  into  the  delivery 
of  an  alert  message  if  the  attempt  to  alert  had  been  real. 

In  trying  to  evaluate  the  probability  that  the  enemy  vill  spoof,  the  cost  of 
spoofing  oust  be  velghed  against  the  probable  gain.  If  successful  spoofing 
requires  drastic  measures,  such  as  rendering  WWVB  Inoperative,  and  only  then 
If  It  vere  done  In  some  precise  time  sequence  with  the  generation  of  a  false 
signal  on  Another  frequency,  the  cost  of  spoofing  could  conceivably  be  too 
great  for  any  expected  benefit. 


6.3.3  Two -Channel  Security 

An  even  better  method  of  providing  an  extremely  high  degree  of  security  and 
authentication  and  at  the  same  time  Increasing  the  reliability  of  the  system 
by  a  considerable  amount,  can  be  achieved  by  using  tvo  channels  to  transmit  the 


O 
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control  message.  It  might  be  considered  costly  to  provide  an  extra  channel  Just 
for  the  purpose  of  providing  good  security  and  authentication  when  only  one  is 
needed  to  transmit  the  message,  and  it  cannot  be  denied  that  two  channels  cost 
more  than  one.  However,  due  to  other  considerations,  the  Radio  Warning  System 
should  not  be  a  one  channel  system.  The  need  for  high  reliability  in  the  system 
to  perform  a  critical  defense  function  demands  at  least  100$  redundancy  in  the 
control  network  that  disseminates  the  alert  control  signals  to  the  broadcast 
stations  that  transmits  the  alert  and  warning  message  to  the  public. 

It  should  be  kept  in  mind  that  redundancy  is  the  key  work  in  providing  high 
reliability.  Having  a  standby  back-up  system  is  one  way  of  providing  re¬ 
dundancy,  but  only  one  way.  The  important  thing  is  that  the  system  be  made 
highly  reliable.  Redundancy  as  a  means  of  achieving  this  reliability  is  certainly 
called  for  in  the  Radio  Warning  System. 

Another  reason  why  the  Radio  Warning  System  should  not  be  a  single  channel 
system  is  that  government  regulations  require  that  government  communications 
systems  be  based  on  use  of  commercial  leased  wire  circuits*  if  this  is  technically 
feasible.  Government  dedicated  radio  circuits  can,  however,  be  used  to  provide 
redundancy  in  case  of  failure  of  the  primary  system. 

t 

Integrating  the  use  of  landline  and  radic»  as  proposed  here,  results  in  at  least 
as  good  reliability  as  if  the  two  were  used  in  a  primary  and  backup  configuration 
and  it  makes  possible  a  large  increase  in  system  security.  This  special  use -of 
diml  comnunication  channels  was  described  in  detail  in  Section  5*0  and  is,  in 
fact,  the  basic  argument  Justifying  the  configuration  in  which  it  is  used. 


O 


6.4  OVERLAPPING  COVERAGE 

When  there  are  not  enough  frequencies  to  provide  each  of  the  subnational  trans¬ 
mitters  with  nonconflicting  coverage,  i.e.,  coverage  such  that  no  transmitter 
will  interfere  with  the  transmissions  of  any  other  transmitter,  two  problems 
arise.  The  first,  and  most  serious,  is  the  operational  problem  of  interrupted 
warning  messages  to  those  areas  whose  transmitter  must  of  necessity.  Interrupt 
its  transmission  because  it  must  time  share  its  frequency  with  another  transmitter. 
The  second  problem  revolves  around  the  technical  problems  of  time -pirns  ing  those 
transmitters  that  conflict. 

6.4.1  Interrupted  Warning 

There  can  be  little  question  that  the  best  warning  is  a  continous  warning. 

This  is  based  on  many  factors;  short  term  population  mobility  being  one  of  the 
most  important  factors  to  consider.  During  the  normal  working  day,  people  will 
be  constantly  moving  in  and  out  of  areas  where  warning  can  be  received.  With 
an  intermittent  warning  being  given,  it  will  take  longer  to  warn  any  given 
portion  of  the  population  than  it  would  if  a  continuous  warning  was  being 
disseminated. 
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During  the  normal  sleeping  hours,  there  exists  the  problem  of  waking  people  up. 
Here  again  it  is  intuitively  obvious  that  a  continuous  warning  is  superior  to 
an  Intermittent  warning. ^  All  this  must  be  taken  in  the  light  that  the  first 
few  minutes  of  warning  are  the  most  important  as  far  as  movement  to  shelter  is 
concerned. 

Another  facet  of  interrupted  warning  is  that  the  minority  of  the  population  is 
receiving  the  best  warning.  This  is  due  to  the  fact  that  whenever  a  subna- 
tional  transmitter  ceases  transmissions  to  allow  reception  of  signals  from 
another  subnational  transmitter  in  a  zone  of  interference,  it  is  essentially 
denying  warning  to  the  population  in  its  primary  coverage.  This  is  not  to  say 
that  the  warning  received  in  the  interference  zone  is  necessarily  continuously 
intelligible,  but  at  least  the  receivers  are  continuously  demuted  and  making 
same  kind  of  noise.  By  contrast,  in  the  primary  area  of  coverage  of  a  trans¬ 
mitter  the  interruption  must  be  at  least  one  message  length  plus  the  demuting 
time.  This  means,  of  course,  that  the  receivers  in  the  primary  areas  must  be 
demuted  again  each  warning  cycle. 

Another  interesting  problem  with  interfering  subnationals  is  in  the  area  of 
periodic  testing.  If  it  is  assumed  that  there  is  an  optimal  time  of  day  for 
testing,  the  portion  of  the  population  living  in  the  interference  zone  will 
get  garbled  messages  for  the  first  portion  of  the  test  cycle;  the  other 
alternative  is  double  test  messages  -  an  annoyance  in  either  case.  There 
exists  also  the  possibility,  again  assuming  testing  at  the  optimum  time  of  day, 
of  the  interfering  transmitters  having  an  interference  zone  crossing  time  zone 
boundaries.  Thus  people  in  the  interference  zones  will  receive  two  test 
messages  am  hour  apart,  again  an  annoyance.  It  may  be  said  that  the  portion 
of  the  population  thus  annoyed  will  have  to  live  with  it,  but  wixi  they?  It 
is  also  recognized  that  Daylight  Savings  Time  also  presents  problems  for  optimal 
time  of  day  testing,  but  these  are  beyond  the  scope  of  this  discussion  since 
they  only  complicate  the  problem  of  timesharing. 


6.4.2  Technical  Problems  in  Timesharing  Frequencies 

The  problem  of  the  time  phasing  of  transmitters  with  conflicting  coverage  can 
be  simply  stated  as  the  problem  of  synchronizing  the  transmissions  of  two  or 
more  transmitters  that  are  not  in  contact  with  one  another.  The  problem  is 
rather  trivial  as  far  as  the  mechanics  of  the  situation  are  concerned  if  message 
duration  and  start  of  warning  time  are  known,  and  assuming  that  each  trans¬ 
mitter  site  has  available  an  accurate  clock  which  is  synchronized  with,  say, 

WWV  or  some  other  national  time  standard.  Each  transmitter  issues  any  desired 
number  of  warning  messages  at  the  beginning  of  the  warning  period.  By  prior 
scheduling  then,  it  alternates  transmissions  with  its  conflicting  neighbor 


1.  See  Chapter  Four,  Proposed  Alert  Signal  and  Warning  Messages. 
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until  the  warning  period  has  terminated.  If  a  none imultaneous  start  is 
expected,  a  maximum  time  delay  is  assumed  for  all  transmitters  to  get  on  the 
air  and  this  time  is  added  before  synchronized  transmissions  begin.  In  this 
case,  however,  the  time  of  issuance  of  the  warning  in  the  control  net  is  needed 
as  the  standard  time  to  which  the  maximum  time  delay  is  added. 

Another  problem  associated  with  timesharing  frequencies  is  the  effect  of  inter¬ 
mittent  operation  on  the  transmitters  and  receivers.  The  intermittent  muting 
and  demuting  of  the  receivers  and  the  intermittent  application  of  power  to  the 
plates  of  the  transmitters  during  the  warning  period  cannot  help  but  have  a 
detrimental' effect  on  the  reliability  of  such  equipment.  This  would,  of  course, 
not  be  critical  during  a  test;  but  during  the  protracted  warning  period,  it 
could  be  damaging. 


6.4.3  Conclusions 

From  the  above  discussion,  the  desirability  of  having  nonconflicting  coverage 
for  the  subnational  transmitters  is  evident.  The  interrupted  warning  effects 
on  a  mobile  population  and  awakening  people,  as  well  as  the  effects  of  inter¬ 
mittent  usage  of  equipment  indicates  that,  both  operationally  and  technically, 
it  is  extremely  desirable  to  have  enough  frequencies  to  provide  the  subnational 
transmitters  with  nonconflicting  coverage. 
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CHAPTER  FOUR 

PROPOSED  ALERT  SIGNAL  AND  WARNING  MESSAGES 


1.0 

INTRODUCTION 

1.1 

BACKGROUND 

This  chapter  contains  recommendations  for  the  alert  signal  and  warning 
messages  for  use  in  the  Radio  Warning  System  that  is  being  planned  by  the 
Office  of  Civil  Defense  (OCD).1  The  Radio  Warning  System  is  designed  to 
disseminate  an  alert  signal  ard  warning  messages  to  the  general  public  on  a 
nationwide  basis.2  The  alert  signal  and  warning  messages  are  to  be  received 
indoors  through  special-purpose  radio  receivers.  The  primary  source  of  the 
alert  signal  and  warning  messages  will  be  prerecorded  tapes  containing  the 
required  intelligence. 3  These  tapes  will  be  mounted  in  playback  equipment  at 
selected  radio  stations  throughout  the  country.  Same  stations  will  be  specially 
designed  low-frequency  stations  that  will  serve  large  geographical  areas  of 
the  country;  other  stations  will  be  specially  equipped  commercial  broadcast 
stations  that  will  generally  serve  urban  areas  in  which  the  noise  level  is  too 
high  for  satisfactory  reception  of  signals  from  the  low-frequency  stations. 
Because  of  the  relatively  few  stations  to  be  incorporated  into  the  Radio 
Warning  System,  the  national  character  of  alert  signals  and  warning  messages 
must  be  emphasized.  The  prerecorded  tapes  positioned  at  these  stations  must 
provide  intelligence  suitable  for  dissemination  over  a  wide  area  of  the 
country.1* 


1 .  This  chapter  supercedes  Proposed  Radio  Warning  System  Alert  Signal  and 
Warning  Messages,  which  was  originally  published  as  TM-L- 1900/030/00,  dated 
30  June  1965." 

2.  Additional  information  on  the  Radio  Warning  System  appears  in  Chapter  Two, 
"Interim  Operational  Requirements,"  and  in  Chapter  Three,  "Alternate  System 
Configuration.."  See  also  Samuel  Weems,  Report  on  Radio  Alerting  and  Warning 
Meeting,  System  Development  Corporation,  »(-L-1960/027/00,  16  February  19&5» 

3.  In  addition,  the  possibility  of  providing  for  the  dissemination  of  live- 
voice  inputs  is  being  considered  for  incorporation  into  the  system.  (See 
Chapter  Two,  Section  4.3.11.) 

4.  Arguments  in  support  of  this  contention  are  presented  in  Section  5.0, 
below. 
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1.2  NATURE  OF  PROBIfM 

Prerecorded  tapes  must  be  available  at  Radio  Warning  System  stations  for  the 
following  types  of  messages:1 2 

1.  Warning  Message  Preceded  by  an  Alert  Signal.  It  is  assumed  that 
this  combination  of  signal  and  message  be  reserved  exclusively  for 
tactical  warning,  that  is  for  warning  of  an  imminent  attack. 

2.  Warning  Message  Without  an  Alert  Signal.  Presumably  this  message 
will  serve  to  announce  a  strategic  warning,  sues  as  warning  of  a 
highly  probably  attack. 

3.  Cancel  Message.  This  message  serves  to  cancel  a  previous  false 
alarm. 

4.  Test  Message.  This  type  of  message  will  serve  to  familiarize  the 
public  with  the  operation  and  function  of  the  Radio  Warning  System 
and  to  indicate  the  operational  status  of  the  receivers  in  the  system. 
(These  uses  ore  not  necessarily  compatible,  and,  consequently,  several 
different  messages  are  recorm ended.  See  Section  5*7,  below.; 

(In  addition  there  may  be  a  need  for  prerecorded  test  messages  for  delivery  to 
the  subnational  or  local  broadcast  stations  for  testing  the  system  through 
either  or  both  of  these  levels.  Since  these  types  of  messages  are  not  to  be 
disseminated  to  the  public,  their  content  is  not  critical,  and  they  will  not 
be  discussed  in  this  paper.) 

Limited  information  is  available  on  alert  signals  suitable  for  use  in  the 
Radio  Warning  System.  Much  of  this  information  is  contained  in  a  research 
study  performed  for  OCD  by  Michigan  State  University  (MSU),  Department  of 
Speech;  this  study  attempted  to  determine  an  optimum  alerting  signal  for 
public  use. 2  Even  this  study,  however,  was  not  able  to  develop  the  optimun 
signal  or  signals  to  be  used  in  attack  warning  because  it  was  limited  to 
evaluating  the  effectiveness  of  available  alert  signals. 3  MSU  did,  however, 
provide  the  basis  for  developing  optimum  signals  by  identifying  the  critical 
parameters  of  such  physical  attributes  of  sound  as  frequency,  complexity,  and 
Intensity.  It  does  not  appear  necessary  at  this  time  to  develop  an  optimum 


1.  See  Chapter  Two,  Section  4.3.4. 

2.  Herbert  J .  Oyer  and  Edvard  J.  Hardick,  Response  of  Population  to  Optimum 
Warning  Signal,  Michigan  State  University,  8IBBLKL63,  September  1963.  This 
report  was  completed  under  contract  OCD -06 -6 2-16 2. 
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alert  signal,  since  MSU  has  identified  several  available  signal)  as  effective 
in  a  wide  variety  of  laboratory  and  field  tests.  Since  the  Radio  Warning 
System  is  completely  flexible  in  the  prerecorded  signals  that  it  can  disseminate 
to  the  public,  a  suitable  alerting  signal  can  be  recocsaended  at  this  time 
based  upon  the  MSU  recommendations.  (The  only  inflexibility  inherent  in  the 
Radio  Warning  System  is  that  caused  by  limitations  to  the  audio  bandwidth  of 
the  home  receiver.)  The  alert  signal  selected  lacks  any  meaning  in  the  literal 
sense  and  depends,  for  its  effectiveness,  upon  a  conditioned  response  upon 
the  part  of  the  public.  However,  in  the  interval  between  the  initial  field 
tests  and  availability  of  receivers  to  the  public  considerable  opportunity 
will  be  available  for  reassessing  tin  choice  of  an  alert  signal. 

If  only  limited  information  is  available  on  alert  signals  suitable  for  the 
Radio  Warning  System,  even  less  information  is  available  on  the  format  and 
content  of  the  warning  messages  to  be  broadcast  by  the  system.  The  messages 
recommended  are  based  upon  intuition  and  analysis  of  known  responses  of  people 
to  disaster  warnings.  Again,  this  appears  adequate  for  the  Radio  Warning 
System  at  this  time.  The  complete  flexibility  inherent  in  prerecorded  messages 
allows  the  messages  recommended  to  be  changed  as  more  experience  is  gained 
with  the  Radio  Warning  System.  In  comparison  with  the  alert  signal,  which 
lacks  any  explicit  meaning,  the  messages  transmitted  are  self  explanatory  and 
can  be  changed  without  risk  of  loss  of  previous  conditioning  of  the  public. 
Therefore,  these  messages  can  be  changed  even  after  the  system  is  operational 
and  receivers  are  available  to  the  public. 

1.3  CONSTRAINTS 

The  recomnendations  incorporated  into  this  paper  are  derived  from  prior 
studies  performed  outside  of  SDC.  Because  of  time  and  funding  limitations 
only  limited  work  has  been  done  on  the  laboratory  development  of  optimum 
alert  signals  or  warning  messages;  most  of  this  effort  has  been  expended  on  0. 
subjective  listening  evaluations  of  alert  signals  by  System  Development 
Corporation  personnel  with  prior  experience  o c  OCD  warning  projects. 

The  signals  and  messages  recocm ended  in  this  paper  were  derived  from  the  best 
available  information  on  signaling  techniques  and  the  effects  of  warning  in  a 
disaster  situation.  As  pointed  out  in  Section  1.2,  above,  considerable  oppor¬ 
tunity  exists  for  Improving  both  signal  and  messages  during  the  period  of 
development  and  testing  prior  to  availability  to  the  public.  8uch  testing 
must  be  carried  out  to  verify  these  reconmendations. 

In  attempting  to  determine  the  duration  and  loudness-level  of  the  re c amended 
alert  signal,  the  approach  taken  was  to  determine  tLese  parameters  for  a 
sleeping  population  and  to  use  the  values  developed  for  alerting  both  an 
awake  and  a  sleeping  population.  This  decision  is  based  upon  the  assumption 
that  the  system  should  not  be  complicated  by  any  attempt  to  program  different 
day  and  night  messages.  (No  evidence  gathered  during  the  study  has  invalidated 
this  assumption.)  The  decision  is  predicated,  even  more  practically,  upon 
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the  availability  of  tone  information  upon  the  effectiveness  of  alert  signals 
for  avaxening  a  sleeping  population  and  the  complete  unavailability  of  any 
data  that  sake  feasible  the  selection  of  a  time  interval  or  loudness-level 
for  daytime  alerting.  Tbe  loudness -level  and  Interval  selected  for  nlgbttine 
alerting,  furthermore,  seen*  intuitively  adequate  to  alert  the  population 
during  Its  vaklng  hours. 

Live-voice  naming  messages  nay  also  be  disseminated  to  the  public  via  the 
Radio  Warning  Bystea.*  since  live-voice  ee  stage  a  are  intended  to  cope  with 
situation#  that  cannot  be  anticipated  in  advance  of  an  emergency,  no  attempt 
ham  been  Bade  to  develop  standardised  message  content  for  them;  the  criteria 
established  for  prerecorded  messages,  however,  apply  to  any  live-voice 
messages  transmitted  to  the  public. 

Multistage  shelter  movement  strategies  have  not  been  considered  in  this  paper 
because  there  la  neither  an  OCD  policy  on  them,  nor  la  there  adequate  information 
for  evaluation  of  these  strategies. 2 

1.4  ASSUMPTIONS 

Rec emends t ions  for  tbs  signal  and  messages  are  premised  upon  the  following 
three  assumptions: 

1.  Tbe  Radio  Warning  System  will  be  implemented  in  the  post- 1970 
time  period. 

2.  In  that  time  period  there  will  be  adequate  shelter  space  for  the 
total  population,  distributed  so  ss  to  provide  approximately  15-ainute 
access  time  in  urban  areas. 

3.  As  a  result  of  specific  and  intensive  educational  efforts— 
reinforced  by  the  installation  of  s  shelter  system  end  the  Radio 
Warning  System- -the  vast  majority  of  the  public  vill  know  in  the 
time  frame  of  the  system  the  purpose  of  both  the  Radio  Warning  System 
end  the  shelter  system,  the  nature  of  attack  hazards,  and  the  proper 
response  to  an  attack  warning. 


1.  Chapter  Two,  Section  4. 3-H- 

2.  Cf . ,  R.  I.  Condi t  sad  R.  L.  Ooen,  Should  Movement  to  Shelter  be  One 
or  Two  Stages?,  Stanford  Research  Institute,  November  1963)  J»  Devmney, 
Movement  to  Shelter,  Office  of  Civil  Defense,  February  1964. 
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2.0  CONCLUSIONS  AND  RECOMMENDATIONS 

2.1  WARNING  PROCESS 

The  task  of  selecting  the  alert  signal  and  of  designing  the  various  messages 
transmitted  over  the  Radio  Warning  System  is  tantamount  to  designing  the  inter¬ 
face  of  that  system  with  the  total  civil  defense  program.  Signals  and  messages 
can  be  devised,  but  they  are  effective  only  if  they  are  coordinated  with  the 
shelter  program;  are  presented  effectively  to  the  public  through  training, 
education,  and  advertising;  and  are  supported  by  effective  civil  defense  at  the 
local  level.  The  messages  must  be  directed  to  the  level  of  protection  available; 
this  factor  necessitates  the  shelter  interface.  However,  neither  shelters  nor 
the  Radio  Warning  System  con  be  effective  unless  the  public  is  conditioned  to 
the  effective  use  of  both;  this  necessitates  the  education,  training,  and  adver¬ 
tising  interfcce.  Finally,  the  best  national  programs  in  warning  and  shelters 
are  likely  to  be  inadequate  (the  national  warning  can,  indeed,  be  virtually 
countermanded  at  the  local  level)  without  close  support  from  local  civil  author¬ 
ities;  this  factor  necessitates  the  interface  with  local  government,  including 
tne  use  of  local  broadcasting  facilities  for  communication  with  the  public  in 
the  preattack  and  transattack  periods. 

2.2  ALERT  AND  WARNING  TECHNOLOGY 

Only  limited  work  has  been  done  that  is  applicable  to  the  selection  of  an  alert 
signal  for  a  system  such  as  the  Radio  Warning  System.  No  work  at  all  has  been 
done  on  the  effective  design  of  message  format  or  content  for  such  a  system. 

There  has  been  some  experience  vith  warning  messages,  however,  in  nonwortlme 
disasters.  This  experience  can  be  drawn  upon,  and  warning  message  content  should 
be  in  conformity  with  this  experience.  All  the  recommendations  incorporated  into 
this  paper  are  to  be  regarded  as  working  hypotheses  to  be  verified  by  further 
testing  in  conjunction  with  the  development  of  the  Radio  Warning  System. 

2.3  TTFFS  OF  MESSAGES 

The  Radio  Warning  System  requires  five  prerecorded  messages: 

1.  Alert  Signal  and  warning  message  (recommended  for  tactical  warning 
only) . 

2.  Warning  message  without  an  alert  signal  (recoenended  for  strategic 
warning) . 

3.  Cancel  message  (to  countermand  a  false  alarm  disseminated  to  the 
public) . 

4.  Test  message  without  alert  signal  (for  testing  the  Radio  Warning 
System  through  to  the  home  receiver). 
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5.  Teat  message  with  modified  alert  signal  (for  testing  the  Radio 
Warning  System  through  to  the  home  receiver  and  conditioning  the 
public  to  the  alert  signal). 

2.4  ALERT  SIGNAL 

A  synthetic  alert  signal  having  no  analogue  in  everyday  experience  is  recom¬ 
mended.  This  recommended  signal  is  generated  by  sounding  two  specific  horns 
from  a  foreign  automobile.  The  lower-pitched  of  the  two  horns  is  sounded 
continuously,  while  the  higher-pitched  horn  is  pulsed  at  the  rate  of  two  pulses 
per  second.  The  sound  of  the  horns  is  rendered  unspecific  by  first  tape 
recording  it  and  then  rerecording  it  at  twice  the  speed  of  the  initial  recording. 
This  rerecording  process  tends  to  double  the  apparent  pitch  of  the  signal  and 
probably  accounts  for  the  high  alerting  potential  that  was  assigned  to  the 
signed,  by  a  large  number  of  listeners  of  various  ages,  sexes,  end  occupations. 

It  probably  also  accounts  for  the  excellent  power  this  signal  has  to  penetrate 
high  levels  of  ambient  noise. 

It  is  assumed  that  the  alert  signal  will  be  used  only  to  precede  a  tactical 
warning  message,  i.e.,  one  which  announces  the  imminence  of  an  enemy  attack. 

For  this  purpose  an  alert  signal  duration  of  40  seconds  is  recommended. 

A  sound  pressure  level  of  90  db  is  recommended.  This  sound  level  is  Justified 
for  two  reasons.  First,  in  a  daytime  work  environment  it  iB  necessary  to 
penetrate  the  ambient  noise  and  make  the  signal  audible.  Secondly,  when  the 
listener  is  asleep,  this  level  is  necessary  to  assure  that  he  is  awakened  and 
ready  to  receive  the  following  spoken  message. 

2.5  MESSAGE  CONTENT 

The  specific  messages  to  be  disseminated  via  the  Radio  Warning  System  require 
about  one  minute  to  deliver  and  are  designed  to  incorporate  the  following 
attributes  to  the  degree  appropriate  to  each: 

1.  Official.  The  message  should  represent  to  the  recipient  the 
official  policy  of  the  warning  agency. 

2.  Impressive.  The  warning  should  be  difficult  to  ignore. 

3.  Unequivocal.  The  message  should  be  simple,  clear,  and  direct;  any 
instructions  given  should  be  completely  consistent  and  noncontradictory. 

4.  Personal.  The  contents  of  the  message  should  apply  directly  to 
the  listener. 

5.  Balanced.  The  message  must  balance  the  danger  impending  with  the 
protection  afforded  by  taking  the  appropriate  action. 
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Of  the  various  messages  only  the  tactical  warning  message  is  a  true  warning 
message  that  has  all  of  the  above  attributes.  The  strategic  warning  message 
is,  in  particular,  only  an  announcement  of  an  unspecified  emergency  and  of  the 
availability  of  information  via  commercial  radio  and  television.  It  is 
recommended  that  the  verbal  portion  of  the  tactical  warning  message  be  broad* 
cast  at  a  sound  pressure  level  of  75  db.  It  is  also  rec  jrnnended  that  the 
first  cycle  of  the  strategic  warning  message  be  broadcast  at  a  sound  pressure 
level  of  90  db  in  order  to  increase  the  probability  of  attracting  attention 
without  the  necessity  of  using  an  alert  signal;  subsequent  cycles  of  the 
strategic  warning  message  are  to  be  broadcast  at  a  sound  pressure  level  of 
75  db  to  increase  intelligibility.  The  cancel  false  alarm  message  is  to  be 
broadcast  at  75  db.  The  test  messages  are  to  be  presented  at  65  db,  with  the 
alert  signal,  when  used,  to  be  presented  at  60  db. 


3.0  DISASTER  RESPONSES 

3.1  DECISION  PROCESS 

It  appears  to  be  characteristic  of  responses  to  emergency  that  most  people 
prefer  to  believe  that  they  are  safe  rather  than  in  danger.  There  is  a  type 
of  mental  " inert ia"--to  draw  a  physical  analogy— that  motivates  people  to  try 
to  fit  signs  of  danger  into  the  normal  patterns  of  activity.  Given  an 
opportunity  to  delay  taking  protective  action,  people  generally  seem  to  take 
that  opportunity.  Once  the  mental  inertia— to  extend  the  analogy— is  over¬ 
come  by  acceptance  of  a  warning  or  by  the  impact  of  the  disaster,  people  tend 
to  fit  all  signs  into  the  danger  pattern  that  characterizes  the  disaster.  1 

It  appears  almost  axiomatic  that,  in  a  warning  situation,  the  '‘burden  of  proof 
seems  to  be  on  the  warning  system...."2  Responses  to  disaster  warnings  very 
frequently  involve  attempts  to  verify  or  authenticate  the  warning.  This 


1.  H.  B.  Williams,  "Human  Factors  in  Warning  and  Response  Systems,"  in 

G.  H.  Grosser,  et  al. ,  eds..  The  Threat  of  Impending  Disaster:  Contributions 
to  the  Psychology  of  Stress,  tfhe  hi.I.t.  Press,  Cambridge,  Massachusetts,  1964, 
pp.  93 >  94;  C.  E.'  Fritz  end  H.  B.  Williams,  "The  Humai  Being  in  Disaster:  A 
Research  Perspective,"  The  Annals  of  the  American  Academy  of  Political  and 
Social  Science,  309,  January  -.95^,  pp.  43-1*4;  Irving  L.  Janis,  "Psychological 
of  Warning, "  in  George  W.  Baker  and  Dwight  W.  Chapman,  eds . ,  Man  and 
Society  in  Disaster,  Basic  Books,  Incorporated,  New  York,  19~2,  PP*  70- Yl; 
3tephen  B.  Withey,  "Reaction  to  Uncertain  Threat,"  in  Baker  and  Chapman, 
op.  clt. ,  p.  113. 

2.  Williams,  op.  clt.,  p.  cf.,  R.  W.  Mack  and  G.  W.  Baker,  The  Occasion 
Instant:  The  Structure  of  Social  Responses  to  Unanticipated  Air  kaid  Warnings, 
National  Academy  o*  Sciences  -  National  Research  Council,  Disaster  Stjdy  15, 

PP*  39 >  63* 
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process  involves  Batching  the  warning  against  experience  and  current  signs 
of  danger  (or  lack  of  these  signs);  seeking  confirmation  froa  some  other 
channel  (comparing  a  radio  mb  sage,  for  example,  with  in  format  loo  obtained 
firm  family  or  neighbors);  or  Milting  for  repetition  (of  a  noocootradlctory 
nature)  to  lend  credence  to  the  initial  warning. * 

The  physical  analogy  to  inertia  can  be  developed  further.  In  a  disaster 
situation,  danger  signals  are  probably  additive  in  their  Impact.  Only  when 
the  overall  force  of  a  disaster  situation  exceeds  an  individual's  tolerance 
level,  is  the  mental  inertia  that  ^nds  to  prevent  protective  action  overcome. 
Thus  e  danger  signal,  a  piece  of  information,  some  prior  experience  finally 
add  up  to  a  decision  to  act--sometlmss  to  the  decielcn  to  do  nothing.  In 
such  e  process  positive  and  negative  factors  tend  to  balance  each  other.  A 
person's  response  to  disaster  warnings  apparently  are  a  function  of  his 
answers --conscious  or  unconscious- -to  the  following  types  of  questions  ;3 

1.  Threat.  Vhat  is  the  threat!  How  likely  is  the  threat  to 
materialise  beret  Bow  serious  will  be  the  loss  to  ms,  ay  family,  and 
my  friends? 

2.  Countermeasures .  Vhat  protective  action  are  available  to  me?  Will 
they  do  any  good  against  tbs  threat? 

3.  Tine.  Bow  long  will  it  be  before  I  have  to  decide  upon  a  course 
of  action?  Bow  long  will  it  take  to  take  efiectlve  protective  action? 

k.  Cost.  Vhat  financial  loss  will  I  suffer  if  I  do  take  protective 
action?  Will  1  be  separated  froa  family  or  friends?  Will  I  look 
foolish  if  my  protective  actions  are  disproportionately  more  drastic 
than  those  of  friends  and  neighbors ,  or  If  the  disaster  fails  to 
materialize? 

These  questions  art  probably  interrelated;  If  the  threat  is  great  enough, 
then  the  cost  of  protective  action  nay  play  a  minor  role;  If  time  is  very 
short  or  protective  action  deemed  ineffective,  then  no  decision  any  be  poeslble. 

In  Hurricane  Audrey  (195?),  for  example,  extensive  loss  of  life  occurred  in 
Caaeron  Parish,  Louisiana,  probably  becausa  of  a  precarious  balance  between 
factors  tending  to  encourage  a  feeling  of  relative  danger  and  those  tending 
to  encourage  a  feeling  of  relative  safety.  The  Veather  Bureau  broadcast  storm 


1.  Villiaas,  oj>.  clt«,  pp.  9^-96. 

2.  Ibid.,  pp.  93*93* 

3*  Vltbey,  o£<  clt.,  pp.  109- HO. 
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varr lngs  beginning  36  hours  before  the  peak  of  the  storm  advising  evacuation 
to  high  ground.  Lower  Cameron  Parish  is  marshland,  at  or  below  sea  level,  but 
it  is  traversed  by  ridges  six  to  12  feet  above  the  surrounding  marsh.  Prior 
hurricane  experience  indicated  that  the  high  tides  would  not  reach  the  tops 
of  the  ridges.  These  ridges  were  "high  ground"  to  people  in  lower  Cameron 
Parish.1 2 3 4 5 

Furthermore,  official  warning  messages  relating  to  Cameron  Parish  were 
confused  by  other  messages--official  and  unofficial--asserting  no  danger 
(in  Port  Arthur,  Texas,  kO  miles  away)  or  danger  much  later  than  the  actual 
disaster  (in  Lake  Charles,  Louisiana,  60  miles  away).^  Confronted  with  this 
confused  picture,  only  40  percent  of  the  inhabitants  of  Cameron  Parish 
evacuated;  others  had  deferred  a  decision,  had  decided  not  to  evacuate,  or  had 
decided  to  move  to  a  nearby  ridge  location. 3  it  is  apparent,  even  from  this 
brief  account  of  Hurricane  Audrey,  that  60  percent  of  the  people  of  Cameron 
Parish  were  not  able  to  resolve  the  questions  relative  to  their  taking 
protective  action  in  a  manner  that  allowed  effective  action. 

3.2  IMPROVING  RESPONSE 

If  a  disaster-threatened  area  has  a  plan  of  action  that  is  known  to  and 
accepted  by  the  residents  of  the  area  (especially  if  this  knowledge  is  gained 
through  training  and  exercising),  and  if  the  area  has  organized  leadership 
accepted  by  the  residents,  the  effectiveness  of  the  warning  appears  to  increase. 
The  need  for  validation  is  reduced.  The  natural  tendency  to  interpret  danger 
signs  in  a  nonthreatening  manner  is  reduced.  The  personal  questions  relative 
to  the  consequences  of  taking  protective  action  are  easier  to  resolve  in  a 
positive  and  timely  manner.  Thus,  the  effects  of  Hurricane  Audrey  stimulated 
the  residents  of  Cameron  Parish  to  develop  an  operable  civil  defense  organiza¬ 
tion,  with  known  plans  for  protection  against  subsequent  disasters.  The  impact 
of  subsequent  disasters  produced  a  far  more  positive  response  to  warning  than 
was  the  case  with  Hurricane  Audrey.  This  improvement  partly  stemmed  from 
devastating  personal  experiences  with  Audrey  and  partly  from  organizational 
improvements  following  that  storm.  In  1958,  75  percent  of  the  residents  of 
Cameron  Parish  evacuated  their  hemes  prior  to  Tropical  Storm  Ella,  even  though 
the  Weather  Bureau  did  not  advise  evacuation.  In  1961,  96  percent  of  the 
residents  evacuated  in  the  face  of  Hurricane  Carla. 5 


1.  F.  L.  Bates,  et  al. ,  The  Social  and  Psychological  Consequences  of  a 
Natural  Disaster:  A~Tongitudinal  Study  of  Burricanc  Audrey,  National  Academy 
of  Sciences  -  National  Research  Council,  Disaster  Study  10,  pp.  T-8,  11. 

2.  Ibid.,  p.  13;  cf.,  Williams,  o£.  clt. ,  pp.  fll-82. 

3.  Williams,  o £.  cit.,  p.  94. 

4.  Ibid.,  p.  98. 

5.  F.  L.  Bates,  o£.  cit.,  pp.  137-148;  cf . ,  H.  E.  Moore,  et  al..  Before  the 
Wind;  a  Study  of  the  kesponse  to  Hurricane  Carla,  NationaTAcademy  of 
Sciences  -  National  Research  Council,  Disaster  Study  19,  1963 . 
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3.3  NUCLEAR  ATTACK 

The  problem  of  response  to  attack  warning  appears  to  be  much  more  critical  than 
that  of  disaster  warning.  The  precise  nature  of  a  nuclear  attack,  its  hazards, 
and  the  effectiveness  of  protective  measures  against  these  hazards  are  known 
to  the  general  public  only  in  a  limited  sensed  Warning  time  is  extremely 
short  compared  with  that  of  most  natural  disasters.  After  the  attack  radiolog¬ 
ical  hazards  cannot  be  detected  by  the  senses  until  exposure  has  exceeded 
critical  levels.  Furthermore,  the  physical  and  psychological  impact  of  the 
severest  natural  disaster  is  likely  to  be  very  limited  in  comparison  with 
even  a  light  nuclear  attack.  2 

in  the  few  cases  in  which  it  is  possible  to  study  responses  to  possible  enemy 
attacks,  many  of  the  same  conditions  that  affect  responses  to  disaster  warnings 
prevail.  In  several  well  documented  accidental  siren  soundings  (Oakland, 
California,  May  1955;  Washington,  D.  C.,  November  1958;  and  Chicago,  Illinois, 
September  19594  the  response  of  those  exposed  to  the  false  alarms  was  char¬ 
acteristic  of  disaster  behavior  in  general. 3  Many  people  did  not  even  hear 
the  false  alarm  (Oakland,  25  percent;  Washington,  13  percent;  Chicago,  17 
percent).1*  The  burden  of  proof  for  those  who  did  fell  upon  the  alerting 
system.  Most  people  sought  additional  information  (l)  by  observation,  looking 
out  the  window,  checking  the  papers;  (2)  by  checking  other  possible  warning 
channels  (radio,  TV)  or  attempting  to  create  such  channels  (by  telephone  calls 
to  possible  sources  of  information) ;  or  (3)  by  turning  to  relatives,  friends, 
neighbors,  and  supervisors  (again,  often  by  telephone). 5  Only  a  few  people 
took  any  type  of  protective  action.  In  Chicago  only  2  percent  took  any  action 
that  could  be  construed  as  even  vaguely  protective.  In  Washington,  where  the 
alarm  sounded  in  several  federal  agencies,  approximately  20  percent  of  those 
exposed  went  to  shelters.  While  this  latter  percentage  is  still  low,  it  is 
well  in  excess  of  that  in  Chicago  and  can  be  attributed  to  the  higher  knowledge 
and  training  of  the  government  employees.”  In  all  cases  those  who  thought  that 
the  world  situation  was  tense  were  more  likely  to  take  the  siren  signals 
seriously. 7 

IT  For  example  in  a  recent  survey  only  22-9  percent  of  the  total  sample  was 
able  to  recall  exposure  to  civil  defense  or  government-sponsored  reading 
material  on  nuclear  war  and  fallout  shelters.  Richard  Pome  ray,  "Information 
Level,"  in  Jiri  Nehnevajsa,  et  al. ,  Some  Public  ViewB  on  Civil  Defense  Programs, 
University  of  Pittsburgh,  December  1964,  p.  103. 

2.  R.  J.  Lifton,  "Psychological  Effects  of  the  Atomic  Bomb  in  Hiroshima: 

The  Theme  of  Death,"  in  Grosser,  oj>.  cit.,  pp.  152  ff. 

3.  Mack  and  Baker,  o£.  cit.,  pp.  39-41;  cf. ,  Janis,  o£.  cit.,  pp.  73-74. 

4.  Mack  and  Baker,  0£.  cit.,  pp.  10,  18,  29. 

5.  Ibid.,  pp.  13,  20-23,  31-33,  39. 

6.  Ibid.,  pp.  40,  61-64. 

7.  Ibid. ,  p.  39;  Janis,  0£.  cit.,  p.  73» 
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3.4  SYSTEMS  APPROACH 

It  is  evident  that  any  alerting  and  warning  function  must  be  approached  from  a 
systematic  point  of  view.  This  is  important  in  disaster  warning;  it  is  critical 
for  a  nuclear  attack  warning  system  if  only  because  of  the  potentially  short 
warning  time  and  tlie  wide  range  of  potential  devastation.  The  systems  approach 
must  be  used  to  accomplish  the  following: 

1.  Alert  Signal.  A  unique  signal  must  be  selected.  This  signal  must  be 
meaningful  to  the  listeners.  To  be  effective  it  must  have  a  single 
meaning:  nuclear  attack  is  imminent.1  The  signal  should  not  allow 
for  ambiguous  confusion  with  other,  less  critical,  signals.  The 
signal  selected  should  be  capable  of  attracting  the  attention  of 
people  in  a  wide  range  of  indoor  situations;  presentation  should  be 
at  effective  loudness  levels  to  overcome  all  masking  effects  except 
those  of  unusually  high  levels  of  ambient  noise  generally  encountered 
indoors  only  in  special  working  situations.  The  signal  should  have 

a  high  potential  for  waking  sleeping  persons. 

2.  Warning  and  Other  Messages.  Messages  must  be  prepared  that  stimulate 
prompt  and  positive  protective  actions.  Such  messages  should  be 
simple,  clear,  and  emphatic.  If  designed  to  warn  of  Impending  attack, 
the  message  should  indicate  the  nature  of  the  protective  action  to 

be  taken,  and  it  should  also  indicate  the  effectiveness  of  taking 
such  action.  No  doubt  should  be  left  in  the  listener's  mind  as  to 
his  course  of  action,  the  advantage  of  taking  that  action,  or  the 
time  at  which  that  action  is  to  be  taken. 

The  alert  signal  and  warning  message  alone  do  not  constitute  a  Bystem.  In  this 
case  we  deal  with  the  Radio  Warning  System,  which  is  capable  of  transmitting 
alert  and  warning  directly  into  home,  place  of  business,  transient  accomodation, 
or  other  indoor  location.  The  Radio  Warning  System  is  a  national  system  and, 
therefore,  must  perform  its  functions  successfully  for  a  wide  variety  of  loca¬ 
tions  (urban,  suburban,  rural),  threats  (target  area,  rontarget  area),  and  time 
sequences  (minutes  to  hours  or  even  days).  The  national  character  of  the  Radio 
Warning  System  does  make  more  difficult  the  creation  of  a  warning  environment 
that  will  stimulate  the  entire  country  to  action;  in  part,  the  messages  dissem¬ 
inated  must  overcome  a  multitude  of  regional  and  local  variations  and  create  a 
realization  that  right  here,  right  now  there  is  a  need  to  take  protective  action. 
The  problem  is  conrolicated  by  the  need  to  use  local  commercial  broadcast  facil¬ 
ities  (whether  part  of  the  Emergency  Broadcast  System  or  not)  to  provide  strictly 
local  Information;  use  of  these  facilities  raises  the  possibility  of  introducing 
contradictions  Into  the  warning  situation  that  can  cancel  out  any  positive  move 
to  take  protective  action  that  the  Radio  Warning  System  may  have  stixculated. 


1.  Chapter  Two,  8ection  4.3.10 
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All  of  these  problems  are  related  to  an  even  larger  context.  The  Radio  Warning 
System  is  ultimately  part  of  the  civil  defense  system.  If  there  is  an  accepted 
civil  defense  plan  and  organization  effective  at  all  levels--federal,  state,  and 
local— then  possible  contradictions  among  messages  and  possible  negations  of  the 
warning  can  be  eliminated.  If  there  is  an  effective  shelter  program,  then 
protective  action  will  be  feasible.  If  the  plan,  the  shelters,  and  the  Radio 
Warning  System  all  exist,  a  public  responsive  to  the  exigencies  of  a  possible 
nucleer  attack  can  be  developed  through  the  combined  techniques  of  training, 
education,  and  advertising.  A  responsive  public,  a  shelter  program,  the  Radio 
Warning  System,  effective  planning  at  all  levels — each  of  these  appear  as  a 
necessary  condition  for  all  the  others.  The  Impact  of  each  on  the  selection  of 
warning  signals  and  the  design  of  warning  messages  will  be  demonstrated  in  detail 
below. 


4.0  ALERT  SKHAL 

4.1  PREVIOUS  ALERT  SIGHAL  STUDIES 

A  number  of  theoretical  and  practical  studies  of  the  effectiveness  of  alert 
signals  have  been  made.  These  have  been  of  limited  scope  and  are  generally 
limited  in  their  applicability  to  the  problem  of  aelecting  an  alert  signal  for 
transmission  via  the  Radio  Warning  System.  A  recent  study  conducted  by  the 
Department  of  Speech,  Michigan  State  University  (M3U),  however,  contains  much 
information  directly  relevant  to  the  task  at  hand.-*- 

In  this  study  M5U  researchers  aet  out  to  find  one  or  more  optimum  alerting 
signals.  It  is  their  own  conclusion  that  they  did  not  succeed  in  specifying 
the  criteria  that  define  the  characteristics  of  the  optimum  alert  signal  or 
signals .  Rather,  the  M5U  research  determined  the  frequency.  Intensity  and 
time  ranges  within  which  the  developed  optimum  warning  signals  should  occur. 
Additionally  this  research  identified  a  number  of  signals  that  vere  highly 
effective  for  alerting.  Much  of  the  material  on  alert  signals  presented  in 
this  study  is  drawn  from  the  MSU  research;  however,  other  sources,  as  Indicated 
in  footnotes,  are  used  as  relevant  aid  appropriate. 

The  MSU  researchers  tape  recorded  400  sounds  for  evaluation;  these  sounds  con¬ 
sisted  of  warning  signals  currently  employed,  various  environmental  sounds 
(including  various  forms  o.'  noise,  as  well  as  human  and  animal  sounds),  and 
sounds  produced  electronically  (including  those  produced  by  changing  playback 


1.  Oyer  and  Hardick,  op.  clt.  The  report  sumnarizes  most  of  the  relevant 
prior  literature,  pp.  12 -lb. 


2 


Ibid.,  p.  3 
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speeds  of  recordings  of  existing  alert  signals  and  environmental  sounds).1 2 3 
These  were  reduced  first  to  113  signals  and  then  to  22  signals  through  listener 
Judgments  of  alerting  effectiveness  in  a  series  of  subjective  rating  tests.  All 
signals  were  Judged  on  the  following  scales:  warning-nonwarning,  bizarre-or¬ 
dinary,  unpleasant -pleasant ,  and  startling-nonstartling.  Subsequent  tests,  also 
using  these  same  rating  scales,  were  conducted  to  obtain  further  Judgments  of 
the  alerting  potential  of  the  various  signals.  These  experiments,  conducted 
under  laboratory  -  controlled  conditions,  provided:  (l)  data  on  signal  effective¬ 
ness  that  could  be  compared  with  physical  measurements  of  the  signals  to  deter¬ 
mine  whether  relationships  existed  between  the  human  responses  and  the  physical 
characteristics  of  the  signals,  and  (2)  a  means  of  reducing  the  number  of  sig¬ 
nals  to  those  that  were  most  effective  for  further  experimentation. 

The  22  selected  alert  signals  were  then  subjected  to  a  series  of  field  and 
laboratory  studies.  Field  studies  included  presentation  of  the  selected  signals 
to  groups  of  school  children,  housewives,  professional  people,  and  skilled 
workers.  The  subjects  rated  the  alerting  potential  of  the  signals  as  well  as 
their  distinctiveness  against  various  noise  backgrounds.  Laboratory  studies 
evaluated  the  effects  of  the  signals  upon  the  reaction  time  of  subjects  as  well 
as  the  effectiveness  of  the  signals  to  awaken  sleeping  subjects.  Laboratory 
studies  also  evaluated  the  audibility  of  various  signals  in  different  types  of 
background  noise.  These  studies  measured  the  sound  pressure  level  at  which  each 
alert  signal  had  to  be  presented  if  it  were  to  be  detected  in  any  of  four  noise 
backgrounds  (factory  noise,  speech  babble,  traffic  noise,  and  wideband  white 
noise) . 

All  the  signals  used  in  these  studies  were  subjected  to  spectral  analysis. 

These  analyses  yielded  information  on  the  total  amount  of  energy  contained  in 
each  of  the  signals  and  the  distributions  of  that  energy  throughout  the  audio 
spectrum  of  the  signals  examined.  The  six  that  proved  most  effective  were:  3 

1.  Missile  Alarm 

2.  Telper  Siren 

3.  British  Air  Raid  Siren — Speeded 

4.  Falcon  Horn  #1 

5.  Car  Horns  R1  and  R2--S peeled 

6.  Yelper  Siren --Speeded 

The  physical  characteristics  of  these  signals  are  described  and  frequency 
analyses  of  them  are  presented  in  Section  4.2.1.  (The  term  speeded,  appended  to 
signals  3>  5 >  and  6  in  the  above  list,  indicates  that  these  signals  were 
played  back  at  twice  the  speed  at  which  they  were  originally  recorded). 


1.  Ibid.,  pp.  2,  68. 

2.  Ibid.,  pp.  51.-52,  125-126. 


3.  Ibid.,  pp.  5 1  100 
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It. 2  SELECTION  OF  AN  EFFECTIVE  ALERT  SIGNAL 

4.2.1  Characteristics  of  Signals  Judged  Host  Effective  in  Michigan  State 

University  Study 

The  following  descriptions  of  the  six  alert  signals  Judged  most  effective  are 
extracted  from  the  MSU  report: 

1.  Missile  Alarm. ^  This  signal  (see  Figure  4-1)  is  a  two-tone  Jump 
tHgtWi-  invpr  of  the  tones  has  its  greatest  energy  at  640  Hz; 
the  higher,  at  lfaOO  Hz..  The  Jump  rate  is  6  Hz.  In  addition  to 
the  two  basic  frequency  centers,  a  high-frequency  harmonic  occurs, 
centered  at  3200  Hz. 

2.  Yelper  Siren  and  Yelper  Siren— Speeded.  *  The  yelper  siren  is  an 
electronically  generated,  warbled  (frequency-modulated)  signal. 

The  basic  signal  (see  Figure  4-2)  has  maximal  energy  in  the  one-third 
octave  band  centered  at  800  Hz.-  The  warble  rate  is  about  4  Hz. 

The  amount  of  wartle  (percentage  of  modulation)  is  unknown.  The 
signal  was  recorded  outdoors.  The  speeded  signal  is  obtained  by 
playing  back  the  recording  of  the  basic  signal  at  twice  the  speed 
at  which  it  was  recorded. 3 

3.  British  Air  Raid  Siren— Speeded.**  This  signal  (see  Figure  4-3)  has 
its  maximal  energy  in  the  one -third  octave  band  centered  1000  Hz. 

This  is  a  warbled  signal.  The  basic  siren,  as  used  during  World 
War  II,  has  a  rate  of  warble  variable  from  two  to  six  seconds  per 
warble.  The  rate  of  warble  and  amount  of  warble  of  the  recorded 
signal  is  not  stated.  Again,  the  speeded  signal  was  obtained  by 
the  same  method  used  to  produce  the  Yelper  Siren — Speeded  (see  ij 
above). 


1.  Ibid.,  pp.  31*  32. 

2.  Ibid.,  pp.  31>  32. 

3*.  A  less  effective  version  of  this  signal  was  recorded  indoors.  Ibid., 
pp.  35>  *»0. 

Ibid.,  pp.  33,  40. 
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Figure  k-2.  Spectral  Analyse*  of  Yelper  Siren  and  Yelper  Siren 
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4.  Falcon  Horn  #1.  ^  This  is  a  signal  recognizably  produced  by  an  air 
horn.  It  produces  a  broad-band  of  high-amplitude  components.  The 
recording  used  was  made  in  a  large,  hard-surfaced  room  that  vas  very 
live}  the  spectrum  of  the  recording  (see  Figure  4-4),  therefore,  may 
differ  from  the  specifications  of  the  manufacturer. 

5.  Car  HOrn  R1  and  R2—  Speeded.2  The  car  horns  used  to  produce  this 
signal  are  from  an  unidentified,  foreign -made  automobile.  T1  0  horns 
are  used;  the  one  vith  the  lover  pitch  is  operated  continuously, 
while  pulses  from  the  one  with  the  higher  pitch  are  superimposed  on 
it.  The  pulsed  horn  is  operated  at  a  rate  of  two  pulses  per  second 
in  the  initial  recording;  the  speeded  effect  1b  obtained  by  the  same 
method  used  to  generate  the  Yelper  Siren — Speeded  (see  2,  above). 

The  peaks  at  800  and  5000  Hz  shown  in  Figure  4-5  are  those  of  ..the 
pulsed  horn.  The  continuous  horn  has  primary  energy  in  the  one-third 
octave  bands  centered  at  2500  and  3200  Hz;  a  secondary  peak  occurs 
at  400  He. 

4.2.2  Summary  of  Maasures  of  Effectiveness  in  Michigan  State  University 
Study  Considered  Significant  for  Radio  Warning  System 

The  HSU  researchers  derived  a  summary  rank-order  of  all  judgments  of  alerting 
potential.  In  this  sumaary,  which  reflects  the  Judgments  of  over  1200  people 
of  various  age,  sex,  and  occupation,  the  six  signals  discussed  in  Section 
4.2.1  ranked  highest.  Their  rank  orders  were  as  follows: 

Signal 
Missile  Alarm 
Yelper  Siren 

British  Air  Raid  Siren — Speeded 
Falcon  Horn  #1 
Car  Horns  R1  and  R2 — Speeded 
Yelper  Siren— Speeded 

Several  of  the  individual  experiments  conducted  by  the  MSU  researchers  appear 
to  be  significant  and  to  warrant  further  discus  slob. 

4.2.3  Effectiveness  in  Holse  Fields 

In  one  of  the  MSU  studies,  20  laborers  in  the  age  range  33  to  55  years  listened 
to  the  22  alert  signals  in  a  sound  field  of  factory  noise. 3  The  audio  signals 


1.  Ibid.,  pp.  34,40. 

2.  Ibid.,  PP*  34, 40. 

3*  Ibid.,  pp.  94-95. 
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were  presented  through  earpbores  at  a  loudness -level  of  90  phoua.  These  signals 
were  in  a  sound  field  of  factory  noise  sr.intained  at  an  average  sound  pressure 
level  of  85  db  at  the  earphones.  The  20  subjects  ranked  five  of  the  six  signals 
under  discussion  as  follows  (total  of  22  signals): 

Signal 
Missile  Alarn 

Car  Boras  R1  and  R2 — Speeded 
Yelper  Siren 
Yelper  Siren — Speeded 
Falcon  Born  #1 

The  British  Air  Raid  Siren — Speeded  ranked  as  either  8  or  11;  because  of  a 
typographical  error  the  tern  "•peeled1 2  is  emitted  fron  the  appropriate  listing. 
The  rank  of  2. 5  assigned  to  Car  Homs  hi  and  R2--Speeded  indicates  that  the 
signal  was  ranked  equally  effective  as  at  least  one  other  signal  by  the  subjects. 
(Rote  that  this  vas  not  a  test  of  the  subjects'  ability  to  detect  the  signals, 
but  a  subjective  Judgaent  of  effectiveness  on  the  four  scales  described  in 
Section  4.1.) 


Thirty  housewives  served  as  subjects  in  another  similar  study  of  subjective 
effectiveness. ^  in  this  study,  however,  each  woman  Judged  the  22  alert  signals 

in  their  own  homes  while  engaged  in  routine  household  activities  of  her  own 
choosing.  The  22  signals  were  played  at  a  sound  pressure  level  equal  to  a 
loudness -level  of  95  phoos  at  six  inches  from  the  loudspeaker  used  as  the  source 
of  the  test  signals.  The  loudspeaker  was  always  located  in  the  living  room  of 
the  subject's  heme,  but  the  subject  vas  not  restricted  in  her  movements  to  that 
room.  Ambient  noise  was  measured  for  each  environment  as  was  the  sound  pressure 
level  of  each  signal.  The  six  signals  being  reviewed  were  ranked  as  follows 
(total  of  22  signals): 


Rank 

Signal 

2 

Yeloer  Siren 

3-5 

British  Air  Raid  Siren — Speeded 

6 

Missile  Alarm 

6 

Falcon  Bora  #1 

11.5 

Car  Boras  PI  and  R2--Speeded 

14 

Yelper  8  inm— Speeded 

The  average  sound  pressure  level  at  the  subject's  ear  varied  from  66  db  to  90 
db  with  a  mean  of  80  db.  The  average  signal-to-oolse  ratio  vas  computed  tor 
each  sltbal;  the  mean  of  these  ratios  varied  from  +6  db  to  ♦JO  db  vlth  an 


1.  Ibid.,  Table  XXVII,  p.  95. 

2.  Ibid.,  pp.  91-93. 


31  January  1966 


4-22 


TM-L-I960/OOO/OO 


average  signal -to-noise  ratio  of  +21  db.  The  results  of  this  particular  test, 
while  interesting,  are  not  statistically  significant,  since  no  control  was 
exercised  over  signal -to-noise  ratio.  Those  signals  that  rated  highest  appear 
to  be  those  that:  had  a  good  alerting  potential ;  were  ;  ■esented  at  a  high  signal* 
to-noise  ratio;  and  were  distinctive  sounds. 

4.2.4  Detection  in  Boise  Fields 

In  another  of  the  MSU  experiments^-  20  young  adults  with  normal  hearing  listened 
to  all  of  the  113  signals  that  were  derived  from  the  original  400  sounds  (see 
Section  4.1).  These  signals  were  beard  in  several  noise  fields  presented  at  a 
loudness -level  of  80  phone.  Each  subject  was  able  to  adjust  an  individual 
attenuator  to  control  the  level  at  which  the  alert  signal  was  presented.  In  the 
experiment,  a  subject  adjusted  the  level  of  an  alert  signal  until  he  determined 
the  threshold  for  that  signal  in  a  particular  noise  field. 

The  noise  fields  were  white  noise,  speech  babble,  traffic  noise,  and  factory 
noise.  The  white  noise  was  a  wide -band  signal  (100  Hz  to  10  He)  without 
fluctuation  in  intensity.  The  factory  noise  was  obtained  from  a  connerclal 
recording,  as  was  the  traffic  noise.  The  factory  noise  was  a  relatively  narrow- 
band  sound,  containing  maximum  acoustical  energy  below  1200  Hz.1 2 3 4  In  traffic 
noise  the  high-anpl itude  energy  was  located  In  the  mid*frequency  bunds  between 
300  Hz  and  4000  Hz,  with  considerable  attenuation  above  and  below  these 
points .  ^  Both  traffic  noise  and  factory  noise  fluctuated  considerably  In 
Intensity,  with  the  former  fluctuating  up  to  +  15  db .  The  speech  babble  was 
obtained  by  recording  the  vocal  output  of  25  people  simultaneously  reading 
aloud.  This  sound  presented  a  somewhat  wider  band  sound  than  did  the  factory 
noise;  intensity  fluctuations  were  small,  not  exceeding  +  5 

The  detection  levels  and  rankings  of  the  six  signals  discussed  In  Section  4.2.1 
(against  113  signals)  are  shown  In  Table  4-1.  Chi-square  tests  Indicate  that 
there  is  a  positive  correlation  between  the  mean  rating  assigned  to  the  113 
sounds  in  subjective  tests  of  effectiveness  and  their  detection  thresholds  In 
speech  babble  and  factory  noise;  there  was  no  correlation  between  effectiveness 
ratings  and  detection  thresholds  In  vhite  noise  and  traffic  noise.  Both  white 
nolae  and  traffic  noise  are  broad-band  sounds  and  tend  to  produce  a  random 


1.  Ibid.,  pp.  106-113,  135-1^. 

2.  Ibid.,  pp.  48,  109. 

3.  Ibid.,  pp.  46-49,  109. 

4.  Ibid.,  pp.  40-49,  109;  there  Is  a  alnor  discrepancy  between  the  description 

on  p.  49  ("wider  high  amplitude  spread")  and  that  on  p.  109  ("narrow-band  sound"). 
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(for  white  noise)  or  almost  random  (for  traffic  noise)  effect  on  threshold  as 
a  function  of  signal  pitch.  This  finding  tends  to  confirm  the  hypothesis  that 
alerting  effectiveness  and  detectebillty  are  both  Improved  by  using  alerting 
signal!  vith  higher  pitches,  i.e.,  those  with  predominant  energy  above  1000  Hz 
at  least  for  indoor  alerting.  (See  Section  4.2.3.) 


4.2.5  Effectiveness  as  an  Awakening  Agent 

In  this  test  19  male  college  students  vith  normal  hearing  served  in  tests  to 
determine  the  effectiveness  of  six  of  the  22  signals  for  awakening  a  sleeping 
subject.  The  sounds  used  were: 


1.  Kiss lie  Alarm 

2.  Yelper  Siren  Indoors --Slowed 

3.  British  Air  Raid  Siren --Speeded 

4.  Yelper  Siren— Speeded 

5.  Diving  Alarm 

6.  Car  Horns  R1  and  R2 — Speeded 

Note  that  signals  2  and  5,  above,  do  not  appear  in  the  six  discussed  in  Section 
4.2.1;  they  were  not  among  the  six  ranked  most  effective  in  overall  evaluations 
(see  Section  4.1).  The  designation  "slowed"  appended  to  signal  2  indicates 
that  the  signal  was  derived  by  playing  back  the  original  recording  at  half  the 
speed  at  which  it  was  originally  recorded.  Two  signals  previously  discussed 
are  missing  from  the  above  list;  the  Yelper  Siren  and  the  Falcon  Horn  #1. 


The  six  signals  were  presented  one  at  a  time  to  the  individual  subjects  at 
Intervals  during  a  single  night.  The  order  of  presentation  was  appropriately 
varied  from  subject  to  subject.  Each  signal  was  presented  at  a  loudness-level 
of  60  phone.  The  signal  was  sounded  for  a  maximum  of  seven  minutes. 2  The 
subjects  were  instructed  to  turn  on  a  small  light  and  to  make  a  subjective 
Judgment  of  the  signal  as  soon  as  they  were  awake.  The  length  of  time  between 
the  start  of  the  signal  and  the  subject's  turning  on  the  light  was  timed.  The 
results  are  presented  in  Table  4-2.3 


1.  Ibid.,  pp.  104-107 . 

2.  H.  J.  Oyer,  Michigan  State  university.  Letter  to  M.  I.  Rosenthal,  System 
Development  Corporation,  Subject:  Response  of  Population  to  Optimum  Warning 
Signal,  6  June  1965. 

3.  Latency  was  measured  and  reported  as  ranging  from  13.43  seconds  for  the 
British  Air  Raid  Siren— Speeded  to  16.56  seconds  for  Car  Horni  R1  and  R2— 
Speeded,  Oyer  and  Hardlck,  cp.  cit. ,  p.  106.  The  exact  meaning  of  these  figures 
is  not  specified,  but  they  appear  to  be  mean  response  times  for  those  who  were 
awakened  by  the  signals. 
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Table  4-2.  Effectiveness  of  Alert  Signals  for 
Awakening  Sleeping  Subjects* 


Ranking  of 
Subjective 
Effectiveness 

Signal 

Percent  of  Time 
Signals  Awakened 
Subjects 

1 

Missile  Alarm 

2 

Yelper  Siren  Indoors --Slowed 

7  9* 

3 

British  Air  Raid  Siren— Speeded 

79* 

4 

Yelper  Siren--Speeded 

5 

L’iving  Alarm 

68* 

6 

Car  Horns  R1  and  R2 — Speeded 

_ 95* _ 

♦Ibid. ,  p.  105. 


It  la  Interesting  that  the  alert  signal  that  was  most  effective  as  an  awakening 
agent  (Car  Homs  HI  and  R2 — Speeded)  was  ranked  lowest  in  the  effectiveness 
Judgments  of  the  subjects.  This  contradiction  is  evaluated  in  Section  4.2.;-. 

4.2.6  Alert  Signal  Re  c  amende  A  for  Dissemination  via  the  Radio 

Warning  system 

On  the  basis  of  the  MSU  studies  reviewed  in  Sections  4.2.2  through  4.2.5,  the 
only  alert  signal  that  can  be  recommended  is  Car  Horns  R1  and  R2~ Speeded. 

This  recommendation  is  based  upon  information  presented  in  Sections  4.2.2 
through  4.2.5: 

1.  This  signal  was  among  the  best  five  as  subjectively  rated  in  a 
series  of  tests  involving  over  1200  people. 

2.  Car  Horns  R1  and  R2--Speeded  was  among  the  top  three  signals  as 
subjectively  rated  by  a  group  of  20  laborers;  this  rating  was  of 
the  sound  in  a  field  of  factory  noise. 

3.  The  signal  is  highly  detectable  in  ambient  noise;  it  ranks  highest 
of  all  six  alert  signals  in  fields  of  factory  noise,  street  noise, 
and  speech  babble. 

4.  Car  Homs  R1  and  B2-> Speeded  is  the  most  effective  awakening  agent 
of  those  tested  in  a  sample  of  19  students. 
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The  populations  used  in  several  of  the  experiments  are  rather  small,  hut  the 
results  are  derived  vith  apparent  scientific  caution.  These  results  certainly 
warrant  reconmendation  of  the  selected  signal  for  use  in  the  Radio  Warning 
System  pending  further  testing. 

The  recommendation  is  based,  however,  upon  more  than  the  research  cited  above. 

It  is  based  upon  the  uniqueness  of  the  signal.  The  British  Air  Raid  Siren- 
Speeded  is  sufficiently  similar  in  overall  quality  to  many  sirens,  especially 
those  used  for  civil  defense  alerting  in  the  United  States,  that  is,  it  would  be 
virtually  indistinguishable  from  other  sirens  to  most  people.1  The  Falcon  Horn 
#1  is  virtually  indistinguishable  from  many  factory  and  emergency  vehicle  horns. 
The  Telper  Siren  and  the  Missile  Alarm  are  known  to  at  least  a  small  portion  of 
the  population  through  occupational  connections;  far  more  serious,  however,  is 
the  use  of  both  signals  as  well  as  similar  ones  as  sound  effects  on  television 
and  radio. 

The  Car  Horns  Rl  and  R2 — Speeded  is  a  completely  novel  signal.2  Though  It  was 
derived  from  two  commercial  car  horns,  these  horns  are  used  in  a  special  manner 
(one  steady,  the  other  pulsed);  the  speeding  process,  furthermore,  completely 
conceals  the  conaon  nature  of  the  sound  source.  The  signal  has  not  been  used 
as  a  sound  effect.  The  fact  that  this  signal  was  a  highly  effective  awakening 
agent,  but  was  not  rated  highly  by  those  who  were  subjects  in  the  awakening 
test  (see  Section  4.2.5),  tends  to  substantiate  this  position.  To  a  considerable 
extent  the  subjective  rating  assigned  to  alert  signals  reflect  conditioning  to 
certain  types  of  signals.  Car  Horns  Rl  and  R2 — Speeded  is  not  a  signal  to  which 
the  subjects  were  previously  exposed;  its  effectiveness  appears  to  derive  from 
its  high-frequency  sound  spectrum  and  front  its  generally -recognizable  horn 
quality T  both  of  which  tend  to  connote  an  alerting  situation  to  most  people. 

The  alert  signal  recommended,  therefore,  is  essentially  neutral  so  far  as 
specific  meaning.  An  effective  program  of  training  and  education  can  condition 
the  public  to  the  Immediate  recognition  of  a  specific  danger— nuclear  attack. 
Ineffective  use  of  the  signal,  however,  especially  through  poorly  designed 
testing  pr”5r*£di,  can  deprive  the  signal  of  any  effective  meaning,  or,  even 
worse,  can  cause  the  alert  signal  to  connote  a  meaningless  alarm.  The  signal, 
itself,  is  excellent;  the  meaning  given  it  depends  not  only  upon  the  Radio 
Warning  System,  but  is  also  a  function  of  the  entire  civil  defense  program. 


1*  Operations  Research  Office,  The  Johns  Hopkins  University,  Knowledge  and 
Attitudes  Concerning  Civil  Defense  among  Residents  Of  the  Washington  Metropolitan 
Area.  August  195B,  February  P«  3lT  •  ^ 

2.  The  Telper  Siren— Speeded  need  not  be  considered,  since  it  is  less  effective 
than  the  four  alert  signals  discussed  above  or  the  recommended  alert  signal. 
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4.3  DURATION  AND  LOUDNESS  OF  AI£RT  SIGNAL 

The  alert  signal  must  be  delivered  loudly  enough  for  a  period  of  time  sufficiently 
long  to  attract  reliably  the  attention  of  a  significant  segment  of  the  public. 

The  duration  and  loudness  of  the  rlert  must  be  selected  for  effectiveness  under 
two  different  circumstances:  (l)  population  awake  and  (2)  population  asleep. 

These  two  situations  are  characterized  by  significantly  different  circumstances. 
When  the  population  is  awake,  the  alert  signal  must  compete  not  only  with  the 
noise  of  daytime  and  evening  activities,  but  also  with  various  levels  of  pre¬ 
occupation  with  those  activities,  tfhen  the  population  is  asleep,  the  noise 
level  drops  significantly,  but  the  sleeper  has  more  or  less  isolated  himself 
from  the  external  world;  the  alert  sigr  al  must  be  3ounded  long  enough  to  bring 
the  sleeper  to  a  level  of  consciousness  that  will  allow  him  to  operate  efficiently. 

4.3.1  Problem  Areas 

There  are  some  problems  inherent  in  determining  the  duration  and  loudness  of 
the  alert  signal  for  either  of  these  situations.  Little  work  has  been  done  on 
the  problems  of  using  an  alert  signal  to  attract  the  attention  of  the  average 
individual  from  a  task  in  which  he  is  Involved.  Given  an  alert  signal  without 
adequate  meaningfulness,  test  subjects  seem  readily  able  to  disregard  that  sig¬ 
nal.  Thus,  presented  with  an  air  raid  signal  in  an  ambient  noise  level  approx¬ 
imately  67  db,  unalerted  test  subjects  performing  routine  tasks  failed  to  "reveal 
the  faintest  externally  observable  sign  of  having  beard  the  walling  'take  cover* 
siren  signal,  which  ran  from  42  seconds  to  well  over  a  minute  contlnously. . .  ."1 
Sound  pressure  levels  were  as  high  as  20  db  over  ambient. 

The  alert  signal  selected  (see  Section  4.2.6),  if  presented  at  adequate  volume, 
holds  promise  of  effectively  penetrating  ambient  noise.  The  meaningfulness  of 
that  alert  signal,  the  duration  of  its  presentations,  and  its  loudness  together 
determine  the  success  with  vhich  the  signal  dan  compete  for  attention  with  those 
activities.  The  alert  signal— as  discussed  in  Section  4.2.6 — is  completely 
synthetic  and,  therefore,  its  future  meaningfulness  Is  entirely  a  function  of 
the  public  conditioning  developed  by  the  civil  defense  program. 

Some  limited  information  is  available  to  aid  in  determining  the  duration  and 
loudness  of  the  signal  for  awakening  a  sleeping  population.  The  general  problem 
of  awakening  has  been  given  only  limited  attention Some  of  the  experiments 


1.  Theodore  Wang,  et  al. ,  Air  Raid  Warning  in  the  Missile  Era,  Operations 
Research  Office,  The  Johns  Bopkin  diversity,  ORO-Wt-i,  July  I960,  p.  28. 
See  also  pp.  89-93* 

2.  Nathaniel  Kleltman,  Sleep  and  Wakefulness,  The  University  of  Chicago 
Press,  Chicago,  Illinois,  1^3,  p. 
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in  awakening  sleepers  have  depended  upon  stimuli  far  stronger  than  the  staple 
alarm  signal  and  voice  message  (or  voice  message  only)  used  in  the  Radio  Warning 
System.1  Several  of  the  experiments  bare  depended  upon  stimuli  that  have  a 
high  level  of  meaningfulness  different  from  any  possible  in  the  Radio  Warning 
System;  thus  the  telephone  ring,  which  has  its  own  Inherent  conditioning,  has 
been  used  in  several  studies  attempting  to  determine  alert  duration  for  civil 
defense  purposes.2  Ho  study  has  been  able  to  simulate  the  emotional  stress  of 
a  potential  attack-warning  situation,  but  it  is  clear  that  perception  of  the 
alert  by  a  sleeper  is  a  function  of  the  meaningfulness  of  the  alert  to  the 
individuals  to  be  tested.  ’  The  few  studies  available  do,  however,  provide 
usefbl  information  upon  which  to  uake  initial  recommendations  for  alert  signal 
duration  and  loudness  when  the  objective  of  the  alert  la  to  awaken  a  sleeping 
population. 

The  approach  of  this  discussion  is  to  determine  the  duration  of  the  alert  signal 
that  appears  suitable  for  alerting  a  sleeping  population  and  to  use  this  time 
interval  for  alerting  both  an  awake  population  and  a  sleeping  population.  This 
decision  is  predicated  upon  the  assumptions  that  the  system  should  not  be  com¬ 
plicated  by  any  attempt  to  program  different  day  and  night  messages.  It  is 
predicated,  even  more  practically,  upon  the  unavailability  of  any  data  that  make 
feasible  the  selection  of  a  time  Interval  for  daytime  alerting.  The  interval 
selected  for  nighttime  alerting,  finally,  seems  intuitively  adequate— given  an 
adequate  signal -to -noise  ratio — to  alert  the  population  during  its  daytime  and 
evening  activities. 

4.3.2  IXxratlon  Studies  Using  the  Telephone  as  Awakening  Agent 

In  one  of  two  tests  of  the  responses  of  a  sleeping  population  to  a  telephone 
ring,  researchers  at'  the  Operations  Research  Office  (ORO)  of  the  Johns  Bopklns 
University  called,  the  hones  of  several  hundred  ORO  employees  who  had  volunteered 
for  the  experiment,  m  this  experiment  all  ORO  employees  were  told  that  they 
would  be  telephoned  at  some  unspecified  future  date  between  midnight  and  6:00 
a.m.  unless  they  specifically  requested  not  to  be  called.  Information  was  ob¬ 
tained  on  the  number  of  telephones  (including  extensions)  In  the  house;  the 


1.  For  example,  severe  changes  of  atmospheric  pressure  (ibid.,  p.  124);  high- 
intensity  fire  alarm,  flashing  light,  and  electric  shock  (work  of  B.  L.  Williams, 
A.  C.  Mor lock,  Jr . ,  and  J.  V.  Morlock  reported  in  B.  L.  Beh  and  P.  E.  B. 
B&rratt,  "Discrimination  end  Conditioning  during  Sleep  as  Indicated  b>  Electro - 
ene^>halogram,"  Science,  19  March  1965,  147  (3664),  p.  1471) 

2.  W.  A.  Bamberg,  et  el.,  Study  of  Tactical  Movement  Concepts  and  Procedures 
for  Civil  Defense  Planning,  Operations  Research,  Incorporated,  fceclbnical  Rsport 
2l6,  pp.  143-lbl,  173;  wing,  op.  clt.,  pp.  29-33* 


3.  Beh  and  Barratt,  op.  clt.,  pp.  1470-1471 


O 
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location  of  the  telephone  nearest  an  occupied  bedroom}  ard  any  modification  of 
the  telephone  ring  t t  give  greater  or  less  intensity  than  is  standard.^-  Of  the 
530  questionnaires  submitted,  292  were  returned  on  a  timely  basis,  232  calls 
were  placed  approximately  one  week  later,  and  225  useable  responses  were 
obtained.  The  location  of  the  nearest  telephone  in  the  225  cases  breaks  down  as 
follows:  Bedroom-  100;  room  or  hall  adjacent  to  the  bedroom — 102)  room  on  a 
floor  different  from  that  of  the  bedroom — 23.  2 


Table  4-3.  Results  of  Two  Experiments  Using  the  Telephone  as  Awakening  Agent* 


* 

Location  of  Telephone 

Bedroom 

Same  Floor 

Another  Floor 

Total 

Unspecified 

Semple  _ 

100 

102 

23 

225 

100 

Median 

Tims 

16  sec. 

23  sec. 

35 

OB 

13.8  sec. 

*  Responses 

in  30  sec. 

91* 

7J*_ 

35*  _ 

-77* 

92*  _ 

*  Responses 
in  1  min. 

9* 

93* 

69* 

90* 

99* 

%  Rot  Answered 

Ml 

6* 

17* 

<5* 

Maximum 

Time 

(2  min. 
test  limit) 

(3  min. 
test  limit) 

0*  min. 
test  limit) 

• 

6  min. 
50.4  sec. 

*  All  data  derlred  from  Wang,  op.  cit.,  pp.  30-31,  except  for  column  labeled 
"Unspecified,"  which  was  derived  from  Bamberg,  op.  cit.,  pp.  IU7,  152,  173* 


1.  Wang,  op.  cit.,  pp.  29-30.  Unmodified  telephones  were  determined  to  have 
a  sound  pressure  level  of  100  to  105  db  at  12  inches.  Sound  pressure  levels  in 
the  same  room  varied  from  65  to  60  db.  Bound  pressure  levels  in  adjacent  rooms 
varied  frca  55  to  65  db.  Ko  figures  are  given  for  modified  telephones  or  for 
telephone*  located  on  different  floors. 

2.  Ibid.,  p.  30.  Telephone*  are  also  divided  into  standard  ring  and  softened 
ring,  but  this  information  has  not  been  subject  to  further  analysis  by  ORO 
researchers  and  has,  therefore,  been  disregarded  in  this  report. 
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Response  time  vas  regarded  as  the  interval  between  the  time  of  the  first  ring 
the  caller  heard  and  the  time  that  the  telephone  vas  answered.  Time  was  mea¬ 
sured  in  six-second  intervals  based  upon  the  ringing  cycle  (a  two-second  ring 
followed  by  four  seconds  of  silence).  Two  minutes  were  allowed  for  answering 
the  telephones  in  the  bedroom;  three  minutes  in  an  adjacent  room;  four  minutes 
on  another  floor.  Failures  to  answer  within  these  times  were  recorded  as  un¬ 
answered  calls.  Table  4-3  records  the  results  of  the  test. 

In  another  test  of  the  responses  of  a  sleeping  population  to  a  telephone  ring, 
researchers  at  Operations  Research,  Incorporated  (ORI)  selected  at  random  100 
residential  phone  numbers  from  the  Atlanta,  Georgia  metropolitan  telephone 
directory.  These  numbers  were  dialed,  without  any  prior  warning,  during  the 
period  from  midnight  to  5:00  a.m.  in  a  single  day.  The  response  time  was  mea¬ 
sured  from  the  first  ringing  sound  that  the  caller  heard  until  the  first  word 
was  spoken  by  the  respondent.  As  in  the  0R0  experiments,  time  was  measured  in 
six-second  Intervals.  If  no  answer  was  received  within  eight  minutes,  it  was 
assumed  that  no  one  was  at  home.  Three  calls  fell  into  this  category  and 
alternate  numbers  were  called.  Because  of  the  surprise  nature  of  the  telephone 
calls,  no  information  is  available  on  the  locations  of  telephones.  The  responses 
obtained  are  also  recorded  in  Table  4-3. 

Though  the  ORI  study  includes  the  element  of  surprise  that  is  missing  in  the  0R0 
study,  the  ORI  study  lacks  the  statistical  foundations  established  in  the  0R0 
study.  For  this  paper,  the  assumption  was  made  that  the  distribution  of  telephones 
for  the  random  population  selected  from  the  Atlanta  telephone  directory  vas 
similar  to  the  distribution  of  telephones  throughout  the  homes  of  0R0  employees. 

A  Chi-square  proportions  test  was  made  between  the  total  0R0  responses  at  30 
seconds  and  one  minute  and  the  ORI  responses  at  the  same  times.  This  test  tends 
to  establish  that  the  GR0  and  ORI  populations  were  not  statistically  different. 

A  detailed  analysis  of  the  0R0  and  ORI  data  (excluding  those  ORO  data  for  tele¬ 
phones  on  other  floors  because  of  small  sample  size)  indicates  that  the  general 
response  of  a  sleeping  population  to  a  telephone  ring  conforms  to  a  Pearson 
Incomplete  Gama  Distribution. 


1. 


Milton  Abramovitz  and  I.  A.  Stegun,  Handbook  of  Mathematical  Functions 
vith  Formulas,  Graphs,  and  Mathematical  Tables,  U.  S.  Government  Printing  Office, 
vTasHn  gton,  D.  d.,  Hationai  Bureau  of  Standards  Applied  Mathematics  Series  55/ 
June  1964,  pp.  930,  9^1* 


I  t , 
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0.19559t 


0.686 


t 

12.458 


when: 


P  represents  the  probability  of  awakening 
an  individual;  and 

t  represents  tine  in  seconds* 


Table  4-4  establishes  accumulated  percentages  of  a  sleeping  population  that 
can  be  expected  to  respond  to  a  telephone  ring  in  given  periods  of  time. 

Table  4-4.  Time  Response  of  a  Sleeping  Population  to  a  Telephone  Ring 


Awakened 

(Percent) 

Time 

(Seconds) 

50 

21 

66 

30 

90 

42 

95 

53 

99 

75 

4.3.3  Rcccmnended  Alert  Duration 

The  telephone  is  an  instrument  that  serves  the  majority  of  the  population. 
Approximately  75  percent  of  all  homes  have  telephones.!  The  telephone  is  a 
primary  source  of  both  everyday  and  emergency  information  (see  Section  3.3) . 
It  appears  that  any  experiments  conducted  using  a  telephone  ring  as  the 
awakening  agent  are  biased  by  the  degree  of  positive  conditioning  established 
by  general  reliance  upon  the  telephone.  In  fact,  it  appears  appropriate  to 
regard  responses  to  a  telephone  ring  as  optimal  for  any  general  alert  signal. 


1.  The  System  Development  Corporation,  Civil  Defense  Warning  Requirements 
Study,  TM-L- 900/001/01,  31  January  1963/  PP.  U*-ll5. 
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The  selected  alert  signal  could  achieve  a  similar  degree  of  effectiveness  only 
if  a  program  of  training  and  education  effectively  conditions  the  population  to  the 
life-saving  potential  of  the  information  presented  over  the  Radio  Warning 
System. 

In  addition,  it  Is  veil  known  that  people  can  be  awakened,  perform  some  simple 
task  or  answer  a  question,  and  readily  fall  back  to  sleep.  The  alarm  clock  la 
frequently  treated  in  this  manner.  In  addition,  sleep  and  waking  studies  have 
established  that  performance  lmnediately  upon  awakening  la  poorer  theft  normal. 1 

The  information  presented  in  Table  k-k  must  be  used  with  considerable  caution. 

There  appears  to  exist  in  many  people-- if  not  in  most  people— a  high  level  of 
conditioning  for  a  positive  response  to  a  ringing  telephone.  It  is,  further¬ 
more,  impossible  to  determine  how  many  of  the  subjects  in  the  two  experiments 
described  in  Section  h.3.2  were  awakened  to  the  p'int  at  which  they  could  have 
effectively  recognised  and  responded  to  a  warning  message.  If,  however.  It  la 
assumed  that  the  population  la  conditioned  to  tbr  recommended  alert  signal  to 
scan  approximation  of  the  degree  it  is  conditioned  to  the  ring  of  a  telephone , 
then  it  appears  that  tbs  optimum  duration  of  the  alert  sljpal  for  awakening  the 
population  fron  sleep  should  range  from  approximately  20  seconds  to  75  seconds. 

It  appears  desirable,  furthermore,  to  awaken  as  many  people  as  possible  on  the 
first  sounding  of  tbs  alert  signal.  Achieving  as  high  a  level  cf  alert  effec¬ 
tiveness  as  possible  on  the  first  alert  cycle  haa  the  following  advantages: 

1.  It  potentially  starts  tbs  greatest  number  of  people  moving  to 

shelter  at  the  earliest  possible  time. 

2.  It  provides  the  confirmation  of  as  much  repetition  as  possible 

to  those  who  are  still  groggy  or  who  aim  skeptical. 


3*  It  provides  the  greatest  insurance  against  p 
failure  or  destruction. 


turm  system 


The  last  of  thsse  reasons  seems  to  be  the  most  compelling.  Tbr  the  reasons 
given  above,  and  particularly  to  minimise  the  impact  of  early  system  failure 
or  damage,  it  is  recommended  that  the  object,  ve  of  the  system  be  to  alert  SO 
percent  or  more  of  the  population  on  the  first  presentation  of  the  alert.  The 
minimum  time  for  the  alert  is,  therefore,  approximately  kC  seconds. 


It  is  impossible  to  determine  the  extent  to  which  the  warning 
follows  the  alert  signal  will  augment  the  alert  sigpal  itself, 
assumed  that  the  cycle  of  alert  si^al  followed  by  warming  mm 
-uously  effective  as  an  awakening  agent,  then  a  nms  minims  aim 
(of  which  kC  seconds  is  an  alert  signal)  could  be  ejected  to 


If  It  U 

tee  is  cos 


1.  Kleltmen,  oj>.  cit. ,  pp.  122-12k. 
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u  93  percent  of  the  population.  If,  however,  the  warning  message  is  not  as 
effective  an  awakening  agent  a a  the  alert  signal,  than  a  40-secood  alert  could 
oe  expected  to  awaken  as  cany  as  90  percent  of  the  population.  Sounding  the 
alert  signal  for  sore  than  40  seconds  appears  undesirable;  a  longer  interval, 
while  it  premises  to  awaken  more  people,  also  penalises  those  who  awakened 
earlier  and  am  ready  to  receive  the  warning  Message.1  Anyone  not  alerted  on 
the  first  alert- warning  cycle  or  not  fully  awakened  can  be  alerted  in  sub¬ 
sequent  cycles,  ass. eclng  that  the  ays  tea  recains  operative.  Because  of  the 
possible  trade-offs  in  effectiveness  of  alert  signal  and  taming  message,  it 
is  recommended  that  the  alert  signal  be  sounded  for  40  seconds  each  cycle. 2 
fhis  duration  appears  intuitively  suitable  for  attracting  the  attention  of 
the  population  during  the  day. 

4.3.4  Race— ended  Loudness  of  the  Alert  Slgrwu 

Once  again  the  sleeping  population  is  easier  to  deal  with  than  the  population 
awake.  Recent  research  into  phenomena  associated  with  perception  of  sound 
during  sleep  indicates  that  the  faculties  of  the  sleeper  are  operative,  but 
that  the  sleeper  disregards  the  sotmda  that  his  auditory  system  "detects. "3 
As  in  the  case  of  the  alert  signal  duration,  the  critical  factor  a  eons  to  be 
aesning fulness  of  the  signal  to  the  auditor.  It  la  posalble,  for  exaeple,  for  the 
■other  to  sleep  soundly  in  a  relatively  high  ambient  noise  field,  but  to 
stmken  -.it  the  cry  of  one  of  her  children.  In  the  ORG  test  using  the  telephone 
ring  as  the  awakening  agent  (see  Section  4.3.2}  sound  levels  as  low  as  55  to 
60  db  (and  even  lover)  effectively  awoke  those  called. 

Given  the  higher  noise  levels  of  the  daytime  and  evening,  the  signal  has  to  be 
presented  loudly  enough  to  penetrate  the  ambient.  HSU  researchers  discovered, 
in  subjective  tests  to  rate  alert  signals  (see  Section  4.1),  that  perceived 
loudness  is  the  major  determinant  of  Judged  alerting  potential.*  It  is  clear 
tjat  the  annoyance  value  of  a  soun.1  increases  so  the  loudness  of  that  sound 
increases. 5  Finally,  in  noise,  the  more  positive  the  signal- to-nolse  ratio,  the 
more  favorably  test  subjects  Judged  alerting  potential. ° 

The  avenge  Dolse  level  in  a  home  that  hsc  a  radio,  television  set,  or  phono¬ 
graph  operating  is  approximately  50  db.  (The  figure  la  quoted  with  a  radio, 
television  set,  or  phonograph  operating,  since  this  appears  to  be  more  typical 
of  current  noise  levels  in  the  home.)  Noise  in  small  businesses  runs,  on  the 

Ti  It  must  be  emphasised  that  the  goal  of  alerting  at  least  90  percent  of  the 
population  is  arbitrary,  but  appears  to  be  intuitively  effective. 

?.  It  is  possible  that  on  alert  cycles  subsequent  to  the  first  cycle  ths  alert 
signal  can  be  reduced  to  20  seconds;  this  approach  warrants  further  investigation. 

3.  Source:  Telephone  call  to  Nathaniel  Kleltaen,  8  July  1965;  Beh  and 
Barratt,  loc.  clt. 

4.  Oyer  and  Herdlck,  o£.  clt. ,  p.  5- 

5.  Ibid. ,  p.  15*  Jjbld. ,  p.  54. 
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average,  free  33.5  to  68.5  db.1  These  figure#  of  approximately  50  to  65  db, 
therefore,  set  thr*  minimal  level  of  presentation  for  an  alert  signal.  The 
limit  upon  the  upper  range  of  alert  signal  level  is  approximately  130  ffb,  the 
point  at  which  damage  may  possibly  be  done  to  a  listener's  hearing.2 

The  alert  signal,  therefore,  should  be  presented  at  a  level  somewhere  between 
50  and  130  db.  On  the  basis  of  overall  research  studie%  MSU  researchers 
conclude  that  the  alert  signal  should  be  presented  so  as  to  provide  a  sound 
pressure  level  of  80  to  100  db  at  the  listener's  ear.  3 

Limited  experimentation  at  System  Development  Corporation  Indicates  that  the 
iscosamnded  alert  signal  should  be  presented  at  a  sound  pressure  level  of  90  db 
at  10  feet.  While  the  effort  expended  in  this  area  has  not  been  conclusive, 
it  appears  evident  that  the  loudest  alert  signal  has  the  greatest  alerting 
potential.  It  is  recommended,  therefore,  that  this  sound  pressure  level  be 
used  in  presenting  the  Car  Horns  R1  and  R2 --Speeded  so  as  to  assure  adequate 
loudness  fbr  that  specific  alert  signal  in  a  vide  variety  of  homes. ^ 


5.0  leSSACE  FORMATS  AHD  COITEPTT 

5.1  PERCEPTION  OF  SPEECH 

Once  the  alert  signal  that  precedes  the  tactical  warning  message  has 
attracted  the  attention  of  the  potential  listener,  it  is  reasonable  to  as  rise 
that  he  will  pay  some  attention  to  the  verbid,  message  that  follows.  If  the 
alert  signal  Is  a  meaningful  danger  signal  to  a  listener  because  of  prior 
conditioning,  then  his  response  will  be  purposeful;  if  necessary,  the  listener 
will  attempt  to  improve  the  intelligibility  of  the  message  by  moving  closer  to 
the  receiver,  turning  off  competing  sources  of  sound  (radio,  TV,  machinery), 
closing  the  window  to  eliminate  street  noises,  interrupting  his  conversation, 
or  seme  combination  of  similar  actlritlss. 


1.  Frank  Inderviasen,  Alans  Requlrsmsnts  for  HEAR  System  Receivers,  Midwest 
Research  Institute,  no  date,  p.  5* 

2.  Ibid.,  p.  12. 

3.  Oyer  and  Hardick,  oj>.  cit. ,  p.  5-  This  recommendation  assumes  that  the 
alert  signal  incorporates  other  necessary  characteristics  such  as  the  appro¬ 
priate  frequency  cas&onente  and  the  appropriate  level  of  auditory  comp  laxity. 
The  recoMtnded  signal  meets  these  criteria. 

k.  Technical  problems  in  generating  the  recoMsnded  sound  pressure  level  In 
a  small,  inexpensive  waning  receiver  rims  in  to  be  solved. 
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The  problem  of  speech  perception  is  further  simplified  by  the  nature  of  speech 
itself.  A  verbal  communication  is  inherently  resistant  to  distortion.  Appar¬ 
ently  no  single  characteristic  of  speech  is,  by  itself,  critical.  The  types  of 
distortion  that  alter  the  listener's  ability  to  respond  correctly  are  those 
that  significantly  change  the  frequency- intensity- time  pattern  of  the  message. 
The  resistance  of  this  pattern  to  such  distortion  makes  effective  communica¬ 
tions  possible  under  difficult  conditions. ^  The  resistance  that  speech  dis¬ 
plays  to  distortion  stems  from  the  high  redundancy  inherent  in  verbal  v 

communications . - 

A  comparison  of  the  sounds,  syllables,  or  words  recorded  by  a  listener  with 
those  originally  spoken  results  in  a  value— called  articulation- -shoving  the 
percentage  of  the  sounds,  syllables,  or  words  interpreted  correctly. 3  Intel¬ 
ligibility  is,  in  turn,  the  measure  of  the  ability  of  a  listener  to  understand 
the  message  that  he  hears.  Tests  indicate  that  sound  articulations  between 
approximately  66  percent  and  70  percent  result  in  an  intelligibility  in  excess 
of  90  percent;  sound  articulations  of  approximately  50  percent  (44—56  percent) 
result  in  an  intelligibility  of  approximately  57  percent;  and  sound  articula¬ 
tions  between  approximately  19  percent  and  4l  percent  result  in  an  intelligi¬ 
bility  of  approximately  22  percent.  (The  performance  of  a  system  in  terms  of 
syllable  articulation  remains  adequate  at  even  lower  articulation  percentages) .  5 
It  is  apparent  that  the  performance  of  a  channel  (as  measured  by  the  intelli¬ 
gibility  of  messages  transmitted  ovor  it)  can  be  considerably  degraded  (as 
indicated  by  the  articulation  of  messages  transmitted  over  it)  before  it 
becomes  marginal;  once  the  marginal  level  has  been  reached,  however,  further 
decreases  in  performance  tend  to  be  rather  rapid.® 

In  a  warning  system  the  recipient  of  warning  may  be  handicapped  by  the  emotional 
stress  under  which  the  dnger  places  him.  It  seems  reasonable  to  make  the 
warning  channel  as  good  as  possible  in  order  to  minimize  any  reduction  of 
intelligibility — and  comprehension- -that  may  result  from  use  of  a  poor  or  even 
a  marginal  channel.  Thus,  for  example,  the  narrower  the  available  bandwidth  of 
the  channel,  the  greater  the  loss  of  Intelligibility.  It  is  evident  that  the 


1.  J.  C.  R.  Llcklider  and  G.  A.  Klilrr,  "The  Perception  of  Speech,"  in 

5.  8.  Stevens ,  ed. ,  Handbook  of  Experiments!  Psychology,  John  Wiley  and  Sons, 
Inc.,  Hew  York,  1951 ,  PP-  1066- loYo. 

2.  Ibid. ;  J.  D.  Griffiths,  8peech  Congunlcationa  from  an  Information  Theory 
Viewpoint,  Doctoral  Dissertation,  Syracuse  University,  January  196$,  PP*  17-19* 

3.  Harvey  Fletcher,  Speed  and  Hearing  in  Communication,  D.  Van  H  os  trend 
Company,  Inc . ,  Princeton,  Jt.  J.,  1953»  P*  27b. 

L*  £ld«»  PV-  299-301. 

5*  Ibid. ,  pp.  29>*-5- 

6.  Ibid. ,  p.  302. 
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bandpass  of  a  simple  radio  receiver  (which  is  assumed  to  be  at  least  400  to 
4,000  Hz)  is  adequate  for  the  reliable  transmission  of  yarning  messages. ^ 
Reduction  of  bandwidth  to  perhaps  2,000  Hz  on  low-frequency  channels  is  being 
considered  for  the  Radio  Warning  System,  but  such  a  reduction  should  be 
avoided  unless  it  is  absolutely  unavoidable  from  the  standpoint  of  either 
economy  or  spectrum  utilization. 

The  sound  pressure  level  at  which  the  message  is  presented  is  also  relatively 
uncritical.  There  appears  to  be  an  optimum  for  a  voice  message  delivered  over 
any  ccasunicatlons  system.2  Below  this  optimum  level  an  increasing  number  of 
speech  components  fall  below  the  threshold  of  audibility;  *\bove  this  optimum 
level  the  ear  tends  toward  fatigue.  Limited  experimentation  at  the  System 
Development  Corporation  indicates  that  the  sound  pressure  level  of  a  warning 
message  should  be  approximately  75  db.3  Beyond  this  point  the  distortion 
Inherent  in  a  loud  voice  message  sounded  through  a  variety  of  small  radio 
speakers  became  very  annoying,  perhaps  because  of  the  fatigue  factor  mentioned 
above. 

A  more  critical  factor  that  must  be  considered  in  assuring  the  quality  of  the 
message  delivered  to  the  public  is  the  speed  of  delivery.  Laboratory  experi¬ 
ments  have  established  120  words  per  minute  as  the  optimal  rate  of  delivery.1* 

This  rate  of  delivery  is  used  in  the  time  calculations  associated  with  the 
proposed  messages . 5 

The  final  factor  that  must  be  considered  in  preparing  warning  messages  is  highly 
qualitative.  A  verbal  message  carries  considerable  information  about  the  speaker. 
Studies  have  indicated  that  listeners  often  agree  among  themselves  that  an  unseen 
upeaker  seems  to  be  what  be  is  not;  these  studies  have  often  resulted  in  attribu¬ 
ting  qualities  to  a  speaker  with  a  consistency  significantly  greater  than  chance. 


1.  M.  Y.  McCormick  and  Klriako  Sarlanis,  Intelligibility  of  Automatic  Broad¬ 
casts  vs.  Live  Messages,  Federal  Aviation  Agency,  Rational  Aviation  facilities 
Experimental  tenier,  HD-64-122,  October  1964,  p.  A-2;  Llckllder  and  Miller, 
op.  clt. ,  pp.  1056-1057. 

2.  For  a  telephone  system  this  is  68  db.  Fletcher,  0£.  clt.,  p.  325  and 

passim. 

3.  Chapter  Two,  Section  4.3.4. 

4.  Llckllder  and  Miller,  oj>.  clt.,  pp.  1067-1068;  McCormick  and  Sarlanis, 
op.  clt. ,  pp.  A-4  through  A-5* 

5.  This  rate  of  delivery  was  checked  by  repeatedly  reading  the  messages  against 
a  stopwatch  in  an  emphatic  manner  suitable  for  a  clear.  Impressive  message. 
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tut  in  the  wrong  direction.  Stereotypes  are  common;  not  all  the  listener's 
information  depends  upon  the  speaker's  choice  of  words.  The  mechanisms  and 
limits  of  this  process  are  unknown,  and,  therefore,  care  must  he  exercised  to 
assure  that  the  delivery  of  the  prerecorded  message  does  not  weaken  the  antici¬ 
pated  effect  of  the  verbal  content  of  the  message. 

5.2  GENERAL  CHARACTERISTICS  OF  MESSAGES  DISSEMINATED  BY  THE  RADIO  WARNING 
SYSTEM 

While  some  experimentally  valid  data  are  available  on  the  effectiveness  of, 
alert  signals  (see  Section  4.0),  virtually  no  guidelines  are  available  for  the 
effective  design  of  message  format  or  content  in  a  system  designed  to  warn  of 
impending  danger.  This  lack  of  information  on  warning  message  design  is  not 
limited  to  systems,  such  as  the  Radio  Warning  System,  designed  to  warn  of  a 
nuclear  attack,  but  also  characterizes  the  current  state  of  disaster  warning. 
While  experience  with  nuclear  attack  is  limited  to  the  two  low-yield  weapons 
used  against  Japan,  first-hand  experience  with  disaster  is  extensive.  It  is, 
in  fact,  disaster  research  that  provides  the  useful  clues  to  the  problem  of 
designing  warning  messages.  It  must  be  recognized,  however,  that  these  clues 
must  be  used  cautiously.  Disaster  reseerch  is  often  anecdotal,  and  it  is  often 
possible  to  contradict  the  experiences  of  one  disaster  with  those  of  another. 
Extrapolations  from  the  most  devastating  disaster  to  a  nuclear  attack,  further¬ 
more,  may  be  highly  questionable. 

Lacking  Detter  bases  for  developing  messages  for  the  Radio  Warning  System, 
guidelines  have  been  derived  from  disaster  studies  and  have  been  intuitively 
applied  to  the  problem  of  attack  warning.  (Typical  disaster  eaqperiences  have 
described  in  Section  3.0.)  It  must  be  emphasized,  once  again,  that  the 
messages  proposed  are  merely  a  starting  point  upon  which  further  developmental 
efforts  employing  experimental  techniques  and  attitude  surveys,  can  be  based. 
Such  further  development  can  take  place  continuously,  if  necessary,  even  after 
the  Radio  Warning  System  is  operational  because  (l)  the  most  critical  message— 
that  warning  of  an  attack— will  not  be  communicated  to  the  public,  except  in 
a  false  alarm,  until  the  system  has  to  be  used  for  its  ultimate  function, 
and  (2)  any  changes  in  messages  that  do  reach  the  public — such  as  test 
messages— will  be  selfexplanatory. 

Of  the  various  pretaped  messages  proposed  in  Section  2.3>  the  most  critical  is 
the  tactical  warning  message.  Since  this  alert-warning  sequence  will  presumably 
be  used  only  for  warning  of  an  imminent  nuclear  attack,  response  to  it  is 


1.  Lickllder  and  Miller,  oj>.  cit. ,  pp.  1070-1071;  S.  E.  Stuntz,  8peech- Intel¬ 
ligibility  and  Talker-Recc gn It lbh  Tests  of  Air  Force  Voice  Conetunlcatlon  Systems, 
Electronic  Systems  Division,  Air  Force  Systems  Command,  ESD-T0R-63-224, 

February  1963*  P*  2. 
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extremely  tine  critical.  Tbe  recipient  must  be  galvanised  Into  effective 

protective  action  vlth  little  time  available  for  tbe  confirmation,  evaluation, 
and  decision  processes  so  often  associated  vlth  emergency  responses. 

Any  warning  message,  to  be  effective,  must  provide  the  recipient  vlth  Infor¬ 
mation  about  (l)  the  existence  of  danger,  and  (2)  the  steps  that  can  be  taken 
to  prevent,  avoid,  or  minimize  the  danger.  In  the  case  of  a  tactical  warning 
delivered  by  the  Radio  Warning  System, the  Information  must  clearly  Identify  the 
Imminence  of  a  nuclear  attack  and  get  the  recipients  to  shelter  on  a  timely 
basis. 

An  effective  warning  message  should  have  the  following  attributes : 

1.  Official.  The  message  should  represent  to  the  recipient  the  official 
policy  of  the  warning  agency.  In  the  case  of  tactical  warning, 

this  warning  agency  Is  the  federal  government. 

2.  Impressive.  The  warning  should  not  be  easily  Ignored.  The  danger 
inherent  T3n  the  Impending  situation  should  be  explicit.  In  part  the 
effectiveness  of  the  message  itself  can  be  favorably  augnented  by 
the  prior  presentation  of  a  suitable  alert  signal.  The  Import  of 
the  warning  can  also  be  Increased  by  effective  delivery.  Repetition, 
even  verbatim  repetition,  can  further  Increase  the  Impressiveness 
of  tbe  warning. 

3.  Phcquivocal.  The  message  should  be  simple,  clear,  and  direct.  It 
should,  furthermore,  allow  no  possibility  of  Inconsistent  Inter¬ 
pretation;  any  Instruction  given  should  be  completely  consistent 
and  noncontradictory. 

4.  Personal.  The  message  should  convince  the  recipient  that  he  per¬ 
sonally- Is  In  danger  and  that  the  protective  action  prescribed 
applies  directly  to  him. 

5.  Balanced.  In  order  to  produce  effective  action,  the  message  must 
balance  the  danger  of  attack  vlth  tbe  protection  afforded  by  taking 
the  appropriate  action.  Failure  to  do  this  may  produce  ineffective, 
maladaptive  action  or  may  result  In  an  apathetic  rejection  of  any 
action. 

The  tactical  warning  message  is  a  true  warning  message:  it  warns  of  a  specific 
threat  (nuclear  attack)  for  which  specific  protection  Is  available  (fallout 
ahelters) .  Additionally  a  tactical  warning  Is  time  critical;  an  effective 
response  to  It  must  be  prompt.  In  order  to  encourage  an  effective  response, tbe 
tactical  warning  message  must  have  tbe  attributes  listed  above.  Tbe  other 
messages  disseminated  by  the  system  are  not  true  warning  messages;  rather,  they 
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are  Announcements  of  specific  conditions  warranting  public  attention.  The 
tactical  warning  message  and  the  other  messages  disseminated  via  the  Radio 
Warning  System  are  described  in  detail  in  Sections  $.b  through  5-7* 

5-3  RULES  FOR  MESSAGE  FORMATS 

Certain  rules  have  been  devised  for  formatting  messages.  These  rules  are  in¬ 
tuitive  and  have  not  been  subjected  to  laboratory  testing.  These  rules  have 
been  applied  as  consistently  as  possible  to  all  messages. 

1.  Message  Flpgs.  These  are  one  or  two  attention-getting  words  that 
identify  the  general  character  of  each  type  of  message.  They  are 
similar  in  function  to  a  message  hender  in  coramunicntions.  Each 
word  or  group  of  two  words  is  repeated  twice.  The  flags  used 
are  ATTACK — ATTACK  (tactical  warning  message),  EMERGENCY — 

EMERGENCY  (strategic  warning  message),  FALSE  ALARM— FALSE  ALARM 
(cancel  false  alarm  message),  and  TESTING --TESTING  (both  types  of 
test  messages).  Repetition  of  the  flog  is  used  to  add  emphasis  to 
the  message  where  appropriate;  this  is  particularly  true  of  the 
strategic  warning  message,  which,  if  it  has  to  waken  a  sleeping 
population,  will  have  to  do  so  without  the  aid  of  an  alert  signal. 

2.  Start-Stop  Emphasis.  Wherever  possible,  key  words  are  placed  at 
either  the  start  oi  a  sentence  or  at  the  end  of  a  sentence.  In  all 
cases  key  words  are  placed  at  the  end  of  a  message.  Thus,  the  final 
words  of  the  test  message  are . .  .THIS  HAS  BEEN  A  RADIO  WARNING  SYSTEM 
TEST.  This  structure  is  based  upon  the  necessity  of  attracting  the 
potential  auditor's  attention  as  quickly  as  possible  (location  of 
key  words  at  the  start  of  a  sentence)  and  the  suspicion  that  some 
potential  listeners  may  not  pay  full  attention  to  a  warning  until 
late  in  the  message. 

3*  Redundancy.  In  addition  to  the  redundancy  inherent  in  any 

spoken  message,!  there  are  two  types  of  redundancy  built  into  the 
Radio  Warning  System  messages:  redundancy  within  each  message  and 
redundancy  through  repetition  of  complete  messages. 

Because  the  listener  may  not  be  paying  full  attention  to  a  wrrning, 
because  of  noise  in  the  listener's  environment,  because  of  inter¬ 
ference  in  the  radio  link  to  the  listener,  redundancy  within  a 
message  is  essential.  Arbitrarily,  double  redundancy  is  employed 
as  a  compromise  between  reducing  the  impact  of  confusion  and  inter¬ 
ference,  on  one  hand,  and  denying  completion  of  the  warning  to 


1.  Licklider  and  Miller,  op.  cit.,  pp.  1068-1070;  J.  D.  Griffiths,  o£.  cit. , 
pp.  17-19. 
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those  who  are  neither  confused  nor  bothered  by  interference,  on  the 
other.  Sow  information  critical  to  a  message  may  be  repeated  in 
the  context  of  an  instruction  as  voll  as  within  the  complete  rep* 
etltioo  of  the  instruction.  In  sow  cases  redundancy  is  obtained 
by  exact  repetition,  while  in  others  redundancy  is  achieved  by 
repetition  of  the  saw  statement  in  different  forms,  generally  to 
achieve  start-stop  emphasis.  Sow  special  instructions,  however, 
(such  as  those  for  locating  an  operating  radio  station  in  a  stra¬ 
tegic  warning  message,  Section  3.$)  are  not  repeated.  Several 
instructions  are  repeated  three  times  in  order  to  Increase  the 
length  of  a  short  message  (for  example,  the  cancel  false  alarm 
message,  Section  5*6). 


In  addition  to  redundancy  within  each  individual  wssags,  there  is 
further  redundancy  in  the  operation  of  the  ays  tea:  a  weaage  can  be 
repeated  endlessly  as  long  as  tbs  system  operator  feels  that  repeti¬ 
tion  can  rouse  more  people  to  taka  the  correct  protective  action.  * 
Each  repetition  has  the  potential  of  overcoming  the  confusion  of 
additional  people.  Each  repetition  increases  the  chance  of  getting 
through  any  interference  in  the  radio  link  to  the  public.  Each 
repetition  can  act  as  a  psychological  reinforcement  of  the  initial 
warning,  persuading  more  and  more  skeptical  people  by  the  continued 
repetition  of  the  wssage  that  it  cannot  be  a  false  alarm. 

While  these  rules  merit  further  testing  and  evaluation,  they  do  provide  interim 
guidance  for  formatting  warning  messages .  Use  of  these  rules  results  in  greater 
uniformity  from  message  to  message  than  would  be  possible  without  them. 

5.4  TACTICAL  ALERT  AND  WARNING  MESSAGE 

Table  4-3  contains  the  proposed  tactical  alert  and  warning  wssage.  It  Is 
recommended  that  the  verbal  portion  of  the  wssage  be  presented  at  a  sound 
pressure  level  of  75  db  at  10  feet;  it  is  recosmwnded  that  the  alert  signal  be 
presented  at  a  sound  pressure  level  of  90  db  at  10  feet  (see  Section  4. 3*^0  • 

5.4.1  Establishing  the  Official  Character  of  a  Tactical  Warning 


The  official  character  of  the  tactical  alert  could  be  indicated  verbally.  The 
message  could  contain  the  information  that:  THIS  NUCLEAR  ATTACK  WARNING  HAS 
BEEN  ORDERED  BY  THE  PRESIDENT  OP  THE  UNITED  STATES.  The  warning  might  be 
attributed,  with  greater  accuracy,  to  the  Commander-  in -Chief  NORAD,  but  he  is 
harder  for  the  general  public  to  identify  as  a  responsible  authority.  The 
delivery  time  for  such  an  official  "certification"  of  the  wssage  takes  valuable 
time  (approximately  seven  seconds  for  the  one  quoted  above)  that  can  be  better 
used  in  taking  protective  action.  These  words,  furthermore,  may  be  lost  on 
many  recipients,  who  need  confirmation  from  more  localised,  tangible  sources. 


2.  Williams,  o£.  cit.,  pp.  9^96. 
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Table  4-3.  Proposed  Tactical  Alert  and  Warning  Message 


Item 

Content 

Word 

Count 

Time 

(Sec.) 

1 

(Alert  Signal) 

40* 

2 

ATTACK— ATTACK 

2 

3 

THE  UNITED  STATES  IB  UNDER  NUCIZAF  ATTACK 

7 

4 

I  REPEAT— THE  UNITED  STATES  IS  UNDER 

HUCI£AR  ATTACK 

9 

10 

5 

CO  TO  SHELTER 

3 

6 

GO  TO  SHELTER  I  hWED  LATELY 

4 

7 

YOU  ARE  IN  DANGER— YOU  CAN  SAVE  YOUR  LIFE 

IF  YOU  D-MEDIATELY  GO  TO  SHELTER 

15 

11 

Total 

40 

61 

♦See  Section  4,3.3. 


Therefore,  it  appears  appropriate  to  depend  upon  the  system  Itself  for  the 
officialness  of  the  message.  This  can  be  partially  achieved  through  use  of  the 
appropriate  identifying  symbols,  especially  the  OCD  enfclem,  on  the  warning  re¬ 
ceiver.  More  important,  however,  is  the  actual  identification,  by  the  public, 
of  the  Radio  Warning  System  and  its  messages  as  the  source  of  official  warning 
information.  This  can  be  achieved  only  through  (l)  design  of  effective  test 
procedures  that  will  prevent  the  system  from  being  associated  with  trivial  in¬ 
formation;  (2)  incorporation  of  adequate  reliability  into  Radio  Warning  System 
components  to  keep  false  alarm  failures  to  an  acceptably  low  level;  and  (3) 
training  and  education  to  encourage  the  identification  of  Radio  Warning  System 
messages  as  authoritative. 

5-4.2  Making  a  Tactical  Warning  Impressive 

T  i  '  r 

The  tactical  warning  message  delivered  by  the  Radio  Warning  System  can  be  made 
impressive.  The  use  of  an  alarm  coupled  with  a  voice  message  is  an  attention- 
getting  combination.  The  voice  message,  furthermore,  can  and  should  be  delivered 
in  a  manner  that  connotes  the  urgency  of  the  warning. 
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A  direct  assessment  of  the  hazard  b  ch  is  YOU  ABE  IN  BANGER— YOU  CAR  SAVE  YOUR 
LIFE  BY  MCSDIAHSLY  TAKING  SHELTER  can  contribute  to  the  impressiveness  of  the 
warning.  It  must  be  pointed  out  that  it  Is  impossible  to  determine  at  this 
time  whether  a  more  specific  formulation  such  as  YOU  ARE  IN  DANGER  FROM  FALLOUT, 
YOU  ARE  IN  DANGER  FROM  RADIOACTIVE  FALLOUT,  or  YOU  ARE  IN  DANGER  FROM  NUCLEAR 
FALLOUT  will  Increase  the  effectiveness  of  the  message.  The  most  general  alter¬ 
native,  simply,  YOU  ARE  IN  DANGER,  was  selected  somewhat  arbitrarily  to  protect 
the  recipient  of  warning  from  the  limitations  of  his  knowledge.  If  the  only 
source  of  danger  Is  identified  as  fallout,  a  little  knowledge  may  be  dangerous, 
leading  to  postponing  the  move  to  shelter  until  some  time  at  which  the  recipient 
believes  fallout  will  arrive.  The  vagueness  of  the  form  vised  may  itself  lead 
some  listeners  to  fearfulness  about  the  unknown  nature  of  the  threat.  However, 
this  vagueness  is  probably  offset  by  the  earlier  statement:  THE  UNITED  STATES 
IS  UNEER  NUCLEAR  ATTACK. 

It  must  also  be  pointed  out  that  the  warning  could  also  be  made  more  impressive 
by  using  a  formulation  such  as  YOU  AND  YOUR  FAMILY  ARE  IN  DANGER.  This  form  was 
not  used  because  it  seems  likely  to  touch  raw  nerves  and  to  delay  taking  pro¬ 
tective  action.  Large  numbers  of  families  may  be  divided  at  the  time  of  a 
tactical  warning;  a  daytime  alert  might  find  a  husband  at  work,  his  wife  at  home, 
their  children  at  one  or  more  schools.  Natural  disaster  experience  seems  to 
Indicate  that  families  tend  to  take  protective  action  together  and  that  members 
of  separated  families  often  defer  taking  effective  action  by  attempting  to  locate 
each  other. 

These  types  of  problems  cannot  be  resolved  within  the  Radio  Warning  System,  but 
ultimately  devolve  upon  the  total  civil  defense  system.  While  it  Is  possible 
to  adjust  the  content  of  the  Radio  Warning  System  tactical  warning  message  end¬ 
lessly,  the  basic  problem  of  conditioning  the  public  to  a  positive  response  to 
the  possible  consequences  of  a  nuclear  threat  can  only  be  accomplished  through 
a  significant  training  and  conditioning  program. 

5.4.3  providing  Unequivocal  Instructions 

The  short  time  available  for  delivery  of  the  v arsing  makes  an  unequivocal  mes¬ 
sage  imperative.  It  should,  furthermore,  avo.ld  any  complexity  or  sophistication 
In  vocabulary,  sentence  structure,,  and  verbal  presentation  that  would  confuse 
any  listener  with  intelligence  and  schooling  adequate  for  routine  activity  in 
the  everyday  world. 

The  national  character  of  the  Radio  Warning  System  and  its  messages  raises  prob¬ 
lems  with  the  actual  instructions  given  to  the  public.  Three  approaches  have 
been  examined.  These  are-  (1)  TURN  ON  YOUR  RADIO  FOR  INSTRUCTIONS  AND  PREPARE 
TO  00  TO  SHELTER;  (2)  TOUT  ON  YOUR  RADIO  FOR  INSTRUCTIONS;  and  (3)  GO  TO  8 BETTER. 


1.  Williams,  op.  clt.,  p.  95;  Moore,  op.  clt.,  pp.  57-5&. 
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1.  TURN  ON  YOUR  RADIO  FOR  INSTRUCTIONS  AND  PREPARE  TO  GO  TO  SHELTER. 
While  this  instruction  does  provide  for  those  who  do  not  know  what 
to  do  (TURN  ON  YOUR  RADIO)  and  for  those  who  do  (PREPARE  TO  GO  TO 
SHELTER),  the  coupling  appears  undesirable.  It  commands  two  differ¬ 
ent  actions,  one  active  (preparing  to  go  to  shelter)  and  one  passive 
(listening  to  the  radio).  It  does  not  instruct  those  already  pre¬ 
pared  to  go  now,  but  leaves  this  up  to  their  imaginations  and  up  to 
the  radio,  once  it  is  turned  on.  Other  formulations  (such  as  TURN 
ON  YOUR  RADIO  AND  GO  TO  SHELTER)  are  even  less  adequate,  since  the 
instructions  ore  directly  contradictory. 

2.  TURN  ON  YOUR  RADIO  FOR  INSTRUCTIONS .  This  is  a  more  desirable  al¬ 
ternative  than  that  discussed  above,  because  it  states  a  single  in¬ 
struction.  This  instruction  directs  people  to  a  second  information 
channel,  their  radio,  and  provides  a  highly  desirable  confirmation 
outside  the  Radio  Warning  System  of  the  impending  attack;  it  also 
provides  them  a  means  of  rapidly  detecting  a  false  alarm  before  a 
cancel  message  can  be  transmitted.  The  instruction  provides  for  ex¬ 
treme  flexibility  in  controlling  public  responses,  since  the  desired 
protective  actions  can  be  disseminated  by  each  community  having  a 
broadcast  station  that  interfaces  with  the  Radio  Warning  System. 

This  instruction  could  allow  for  a  delayed  move  to  shelter  in  areas 
not  likely  to  be  targets  and  not  near  likely  targets.  Such  a  delay 
would  allow  for  better  use  of  the  longer  shelter-access  time  espe¬ 
cially  for  more  thorough  preparation  of  individual  shelter  kits; 
but  this  "advantage"  is  based  upon  the  dubious  assumption  that  the 
local  civil  defense  agency  has  reliable  information  that  its  area 

is  not  going  to  be  subjected  to  a  direct  attack  and  that  it  can 
predict  reliably  the  time  of  arrival  of  fallout,  and  furthermore 
contradicts  OCD  policy  that  all  parts  of  the  nation  are  under  a 
common  threat. 

Furthermore,  reference  to  the  radio  may  allow  for  guidance  about 
the  mode  of  transit  to  be  used  in  going  to  shelter.  In  a  mixed 
urban,  suburban,  and  rural  area,  however,  shelter  access  may  involve 
travel  on  foot,  by  auto,  or  by  a  combination  of  both;  in  such  cases, 
the  same  time  limit  that  is  imposed  upon  the  Radio  Warning  System 
applies  to  the  local  broadcast  station. 

The  instruction  to  turn  on  the  radio  does  allow  a  local  override 
in  case  of  inclement  weather  so  severe  as  to  make  shelter  access 
questionable  or  dangerous;  but  this  contradiction  of  natural  hazard 
and  nuclear  hazard  is  likely  to  restrict  shelter  access,  though  it 
may  do  so  at  the  cost  of  considerable  mental  stress. 
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finally ,  and  most  significantly,  tbs  inatructioo  to  turn  on  the 
radio  or  Tf  adds  an  extra  step  to  the  warning  process  and  increases 
the  tine  required  to  aecure  an  effective  response  to  a  tactical 
warning. 


3.  GO  TO  6HEL3XR.  This  inatructioo  commands  a  rcapooaa  that  any  be 
self inhibiting  in  that  people  aay  attract  to  reject  any  instruction 
that  promises  to  limit  and  confins  their  freedom  of  motion  or  their 
acceaa  to  eacape  route  a  that  might  be  uaed  for  evacuation. ^  This 
inatructioo,  however,  if  reapooded  to  promptly,  la  exactly  the  ooe 
that  can  save  the  recipients  life.  It  la  the  inatructioo  that 
pronlaed  the  ahorteat  reapooee  time  if- -and,  unfortunately,  only 
if— the  recipient  la  trained  to  the  extent  that  be  knows  where  hie 
ebelter  la,  how  to  gat  there,  and  what  to  taka  with  him. 


If  the  high  level  of  civil  defenae  knowledge  and  the  ready  ecceealblllty  of 
a  be  Iter  aa  aimed  in  Section  1.4  of  thla  doc  latent  are  developed  coocurreotly  with 
the  Radio  Warning  System,  than  the  inatructioo  to  GO  TO  8KL3XR  la  the  moat 
desirable  protective  inatructioo  to  be  uaed  in  the  Radio  Warning  System  tactical 
warning  message.  If  those  assumptions  are  not  realised,  however,  as  might  be 
the  case  if  warning  receivers  were  marketed  on  a  strictly  commercial  baa  la  as 
a  money-making  effort  by  one  or  more  radio- receiver  manufacturers,  then  the 
instruction  M  TURK  OH  TOUR  RADIO  FOR  mORHATIOII  would  have  to  be  recnmnenlid 
for  the  degree  to  which  thla  inatructioo  would,  within  obvious  time  constraints, 
allow  local  confirmation,  reinforcement,  and  direction. 


5.4.4  Making  the  Tactical  Warning  Message  Personal 

The  message  delivered  by  the  Radio  Warning  System  can  be  personalized  only  to  a 
limited  extent.  The  manner  of  presentation  and  the  tone  of  voice  In  which  the 
message  is  read  (see  Section  5.4.2).  as  well  as  the  use  of  camoo  forms  of  speech 
and  simple  words  (see  Section  5*4.3)  can  all  contribute  to  a  recipient's  feeling 
of  personsl  danger  and  to  his  need  to  take  protective  action.  Perbape  the 
strongest  personalisation  is  in  the  form  of  direct  address  to  each  recipient: 

YOU  ARK  IR  DARGXR--TOU  CAR  &AVS  TOUR  LOT.... 


Direct  address,  however,  is  not  a  substitute  for  the  personalization  that  the 
Weather  lfcireeu,  for  example,  has  achieved  in  hurricane  warnings:  the  path  of  a 
hurricane  can  be  predicted  with  precision  adequate  to  permit  a  person  to  know 


1.  Jaals,  o £.  clt.,  pp.  76-77 
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whether  hla  town  and,  by  Implication,  hla  house  will  be  struck.1  Unfortunately 
It  la  not  poaclble  to  predict  the  results  of  a  nuclei  attack  with  any  eonperable 
level  of  accuracy  Even  If  It  were  possible  to  predict  the  target*  In  a  nuclear 
attack,  the  national  character  of  the  Radio  Warning  System  militates  against 
providing  this  information  to  the  public.  It  la  questionable,  furthermore, 
whether  It  would  be  desirable  to  provide  the  information  to  the  Inhabitant*  of 
a  city  that  they  were  in  a  target  area  unless  evacuation  were  possible  or  blast 
protection  avs liable;  the  information  could  be  demoralizing  to  residents  of 
outlying  areas  of  targets  who  might  othervlse  be  protected  by  use  of  fallout 
shelters. 

The  limited  degree  of  personal  lx*  t  ion  available  from  the  Rrdlo  Warning  System 
places  the  burden  for  this  function  on  another  element  of  the  total  civil  defense 
system- -the  broadcasting  station  that  provides  local  in format ion  to  a  particular 
locality.  While  the  broadcasting  station  in  the  locality  ha*  no  more  re¬ 
liable  Information  on  the  fate  of  that  locality  than  doea  the  Radio  Warning 
System,  the  area  station  can  be  used  by  local  officials  to  authenticate  and 
reinforce  the  critical  nature  of  the  alert.  7or  example,  a  strong  statement  by 
the  local  mayor,  instructing  the  people  In  hla  area  of  responsibility  to  take 
shelter  lmedlataly,  *n  support --can  personal  ire- -the  alert  for  the  members  of 
hla  ccsmaunlty.  There  are,  however,  problem*  and  pitfalls  Inherent  In  this 
Interface  between  the  Rr>dlo  Warning  System  and  the  local  station. 

Setting  people  not  listening  to  the < r  radios  or  TV  seta  to  turn  them  on  la  a 
Jlgn  if  leant  problem.  In  Section  5-^-3  the  problem  of  noncor.tr*  die  to  ry  Infor¬ 
mation  was  discussed  leading  to  the  recoammndatlon  that  a  single  Instruction  be 
formulated:  TAKE  SHELTER.  Ideally  It  la  desirable  for  the  coosunlty  to  respond 
to  the  Ra  vlo  Warning  System  by  doing  Just  that,  but  some  paople  will  Inevitably 
be  confused.  The  m  appear  to  be  three  standard  sources  of  information  that 
people  tend  to  rely  upon  In  an  ermrgsncy:  (l)  neighbors,  friends,  and  family; 

(2)  the  telephone  (sometimes  to  call  other  Individuals,  sometimes  to  call  some 
official  or  unofficial  agency);  and  (3)  radio  and  TV.^  Prompt  and  affective 
use  of  line-load  control  by  tbs  telephone  cowon  carriers,  where  that  capability 
exists,  can  restrict  access  to  the  telephone;  training  must  serve  to  minimize 
the  use  of  tbs  telephone  where  line -load  control  Is  not  available .  Coamerclal 
radio  and  TV  remain  as  the  key  sources  of  reinforcing  and  amplifying  Information. 
This  availability  of  broadcast  media  as  additional  channels  for  warning  Infor¬ 
mation  rv quires  that  the  local  station  respond  virtually  as  quickly  as  the  Radio 
Warning  System  and  that  Its  Information  be  In  close  ac-ord  with  that  In  the 


1.  Wllllans,  op.  clt.,  p.  97 

2.  Jlri  Rehnevajsa,  The  REAR  System:  A  Study  of  Public  Acceptance  (DPAFT), 
University  of  Pittsburgh,  February  1964,  p.  77;  k  and  haler,  opT  clt., 
pp.  13,  21,  31-32. 
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prerecorded  tactical  warning.  The  Radio  warning  8ystea  will  be  undermined  if 
the  instruction  to  TAKE  SHELTER  DdCIIATELT  la  countermanded  by  a  local  me  a  a  age 
that  plays  down  tbs  imnediacy  of  the  threat. 

The  personality  of  the  local  mayor --to  speculate  further  upon  the  hypothetical 
example  developed  ebon --can  becone  quite  critical:  If  the  mayor  is  unpopular 
or  in  disfavor  vith  his  comrunit; ,  the  attempted  reinforcement  of  the  Radio 
Warning  System  may  compromise  the  effectiveness  of  the  tactical  alert)  or  If  the 
mayor  betrays  signs  of  fear  or  doubt  elthr/r  in  words  or  in  the  delivery  of 
his  message  the  effectiveness  of  the  alert  aa /  also  be  compromised. 

As  in  Sections  5.4.1  through  5-4.3*  the  problems  can  only  be  partially  solved 
by  the  design  of  the  Radio  Warning  System  or  its  messages.  Prompt  reinforcement 
of  the  Radio  Warning  System  by  the  local  broadcasting  station  can  be  accomplished 
through  the  use  of  prerecorded  messages.  The  content  and  delivery  of  these 
messages  can  also  be  controlled  at  least  to  soam  extent  by  use  of  prerecorded 
message* .  The  promptness  of  the  broadcast  station's  response  end  the  effective¬ 
ness  of  the  messages  it  broadcasts  are  ultimately  governed  by  the  success  of 
OCD  in  gaining  local  support  for  the  Radio  Warning  System,  the  policy  of  lnme- 
dlate  shelter  access,  and  +h»  preplanning  of  me  as  age  content  and  delivery 
(including  the  use  of  prerecorded  tapes). 

5.4.5  Achieving  Balance  in  the  Tactical  Warning  Message 

Aa  pointed  out  in  Section  5.2,  an  effective  warning  must  demonstrate  the  exist¬ 
ence  of  danger  and  indicate  the  protective  measures  available  to  cops  with  the 
daagtr.  An  inordinate  emphasis  on  the  danger  may  cause  maladaptive  behavior 
(apathy  or  fear).  Ubdua  emphasis  upon  safety  and  protection  may  cause  other 
forms  of  Inappropriate  behavior  (lack  of  re*  pons  Irene  aa  to  the  need  to  use 
available  protection) .  The  message  formal  v*d  attempts  to  strike  a  balance 
between  danger  and  protection  In  order  to  encourage  the  public  to  praspt  use 
of  shelters.  Thus  the  threat  THE  LOTTED  STASES  IB  IOTER  RUCIKAR  ATTACK  is  bed- 
anred  by  the  protective  instruction  TAKE  SHELTER.  Similarly,  the  etetesmnt 
T0l>  ATZ  Df  DAJKZR  is  balanced  by  the  statemnt  TOO  CAR  SAVE  TOW  LITE  BT 
DMEDIACtiT  TAJCDD  SHELTER. 

The  use  of  the  expression  TM  LOTTED  STATES  IB  UXOER  ATTACK  was  considered  as 
an  alternative  to  tbs  expression  TEE  LOTTED  STATES  2B  DUD  RUCLEAR  ATTACK. 

The  latter  was  chosen  somsvhat  arbitrarily  in  the  hopee  of  being  more  specific 
and  in  using  whatever  emotional  value  the  term  TOOLBAR  carries  with  it.  (See 
Section  5.4.2).  The  implied  promise  of  safety  in  TOO  CAR  SATE  TOOT  LITE...  may 
lead  to  emotional  problems,  possibly  severs  ones,  among  thoae  who  do  taka  shalter 


1.  Janie,  op.  clt. ,  pp.  73-7^.  77;  >•  I*  Hudson,  Anxiety  in  Response  to  tbs 
Unfamiliar,"  Jouroal  of  Social  Issues,  July  195^*  10  (3)#  PP-  53-60. 
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and  discover  that  all  those  who  took  shelter  (either  with  them  or  in  other 
shelters)  do  not  survive.  Any  weaker  formulation  appears  likely  to  be  less 
effective  In  bringing  people  Into  shelter.  Thus  a  statement  YOU  KAY  SAVE  YOUR 
LIFE...  appears  likely  to  Introduce  an  element  of  doubt  In  the  efficacy  of  the 
available  protection.  Such  an  element  of  doubt  may  delay  the  decision  of 
people  to  take  shelter.  Until  the  lscpact  of  such  subletles  Is  evaluated  In 
controlled  laboratory  tests,  It  Is  recommended  that  a  strong  formulation  be 
used:  YOU  CAR  SAVE  YOUR  LIFE  BY  D#CD  LATELY  TAKING  SHELTER. 

5.3  STRATEGIC  WARRING  JCSSACE 

The  strategic  warning  message  Is  not  a  true  warning  message :  It  only  vsnu  of 
a  generalised  emergency  and,  therefore,  cannot  prescribe  specific  protective 
measures  (aee  Section  5*2).  The  response  of  the  auditor  generally  need  not  be 
so  timely  as  his  response  to  a  tactical  warning.  The  strategic  warning  message 
should  be  official  and  unequivocal;  but  It  cannct  be  personal,  Impressive,  or 
balanced,  at  least  ss  these  ter&s  have  been  defined  In  Section  5*2.  Because 
of  the  lack  of  a  specific  threat,  balance  la  Impossible;  consequently  the 
message  must  play  down  the  Impressiveness  of  a  warning  over  the  warning  receiver 
In  order  not  to  cause  undue  alarm  and  maladaptive  responses. 

The  alert  signal  Is  not  used  because  of  the  necessity  to  reserve  It  for  a 
tactical  warning  which  requires  a  time-critical  response.  It  Is  race— mndsd 
that  the  first  cycle  of  the  strategic  warning  message  be  broadcast  at  s  sound 
pressure  level  of  90  db  at  10  feet  In  order  to  Increase  the  probability  of 
attracting  attention  without  tL^  necessity  of  using  an  alert  signal;  sub¬ 
sequent  cycles  of  the  strategic  warning  message  are  to  be  broadcast  at  a 
sound  pressure  level  of  T5  db  at  10  feet  to  Increase  their  Intelligibility. 
Delivery  of  the  message  must  connote  Immediacy,  but  not  imminent  danger.  The 
strategic  warning  message  Is,  therefore,  more  accurately  characterised  ss  an 
advisory  announcement  of  a  more  specific  warning  to  be  disseminated  via 
commercial  radio  and  TV  stations.  Presumably  the  radio  or  television  sat, 
when  the  listener  turns  it  on,  will  give  him  more  information  about  a  probable 
nuclear  attack,  but  the  strategic  warning  massage,  Itself,  is  sufficiently 
general  that  It  can  be  used  for  any  purpose  grave  enough  to  warrant  warning 
the  entire  nation. 

Tables  4-6  and  4-7  contain  the  propoeed  strategic  warning  message.  Two 
different  messages  are  proposed,  one  for  areas  served  by  a  special  lov- fre¬ 
quency  station  (Table  4-6);  the  other,  for  areas  served  by  local  AH,  FM,  and 
TV  stations  (Table  4-7). 


1.  See  Sections  1.2  and  5*5*3 i  Chapter  Two,  Section  4.3.4. 
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Table  k~6.  Propoeed  Strategic  Warning  Me  t  tag*  for  Art  as 
Served  by  a  Loe-Frsquency  Station 


I  tea 

Content 

«s _ J 

woru 

Count 

Tlas 

(Sec.) 

1 

n:z£=acY--DCicE»CT 

2 

2 

TEES  23  AX  BCKUC! 

A 

3 

I  XCFEAT— TSZ3  23  AX  DOGEXCT 

6 

A 

FOR  IXFQRMXi'IOK  TURX  OX  TOUR  RATIO  OX  TV 

8 

5 

2  REJUff  -TURX  OX  TOOK  RADIO  OR  TV  FOX 
2XFQXHATI0X 

10 

15 

6-10 

(Seas  as  1-5) 

30 

15 

11 

TB  BTASTCOX  TOO  05UALLI  L22TTKX  TO  MAT 

ROT  M  OX  TB  AIR- -IX  TEAT  CASS  TDK  TO 

AIT  RADIO  OR  TV  STATE*  THAT  23  OX  TB  AIR 

27 

12 

12-16 

(Seas  as  1-5) 

30 

15 

Total 

117 

57 

5. 5.1  Istabllahung  tbs  Official  Character  of  a  Strategic  U arc  104 

Tot  strategic  v  am  Inf  ass sage  could  Indicate  Its  official  character  verbally, 
but,  as  vas  tbs  case  for  the  tactical  vara  In*  ass saga  (ate  Section  $A.l),  this 
appears  inappropriate.  VhUe  the  tins  constraints  that  apply  to  a  tactical 
vara  try*  do  not  apply  to  a  strategic  earning,  tbs  specific  threat  contained  la 
tbs  tactical  earning  Is  also  absent  fron  a  strategic  earning  An  aaaouaceasnt 
to  tbs  sffset  that  TZHB  DCXK9C7  AKKOCDCVr  HAS  BZKX  OXDOXD  BT  TB  I1IIMT 
Of  TB  1IB0  8TA3XS  Is  nsanlaglsss;  tbs  strategic  earning  Is  not  an  SMsrgsery 
ass  sacs  par  as,  but,  rather,  an  announce—nt  of  tbs  intention  to  present  saar- 
gsney  information.  Tbsrsfore,  It  appears  appropriate,  as  In  tbs  ease  of  a 
tactical  earning,  to  depend  upon  tbs  sjrstea  itself  for  certifying  tbs  official 
nature  of  tbs  aeaaaga.  In  a  tense  tbs  strategic  earning  Message  affords  a 
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Taole  4-7.  Proposed  Strategic  Warning  Message  for  Areas 
Served  t>y  an  AM,  7H,  or  TV  station 


Iten 

Content 

Word 

Count 

EsMij 

1 

EJCRGEXCT—  EHSRCEXCT 

2 

2 

THIS  IS  AX  EMEKXXCY 

It 

3 

1  REPEAT- -THIS  IS  AX  DCKZXCY 

6 

4 

FOR  IXFOHMATICR  TU1B  TO  RADIO  STATIOX 

WXYZ,  1250  OR  TOUR  RADIO 

ll 

•-OR-" 

FOR  IXFORMATIOR  TURX  OR  TV  8TATIDR 

VXXZ-TV,  CRARML  10 

10 

5 

I  REPEAT— TOME  TO  RADIO  STATICR  VXT2 

1250— 1250— OR  TOUR  RADIO  DIAL  FOR 

XXFORKATIOR 

15 

Radio  ■  25 

--OR”- 

I  REPEAT-TORX  OR  miYIBXOR  STATICR 

OCT2-TV,  CHAMEL  10— CHANEL  10— FOR 

DPORMATXCH 

lk 

TV  ■  25 

6.10 

(8sm  as  1-5) 

Radio  •  38 

Radio  ■  25 

TV  =  37 

TV  •  25 

Total 

Radio  •  76 

Radio  *  50 

TV  =73 

TV  •  50 
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acre  critical  challenge  to  the  system  than  does  a  tactical  warning.  The  very 
generality  of  the  strategic  warning  message  may  make  Its  use  attractive  In  sit- 
uatloi  1  less  grave  than  one  of  potential  nuclear  attack.  Careless  use  of  the 
strategic  warning  message  can  degrade  the  entire  system.  The  availability  of 
this  message  opens  the  possibility  of  undermining  any  official  status  that  the 
public  assigns  to  messages  from  the  Radio  Warning  System.  Too  many  marginal 
"strategic  warnings'1 —like  too  many  false  alarms— may  undermine  the  official 
status  of  a  tactical  warning,  If  such  a  warning  is  ever  disseminated.  In  add- 
It  ion  to  reserving  the  strategic  warning  message  for  suitably  grave  emergencies, 
the  message  can  be  given  further  official  sanction  by  such  factors  as  effective 
testing,  reliable  operation,  and  public  education  (see  Section  5-^*1)- 


5.5*2  Prcrrid 


li vocal  Instructions 


As  In  the  case  of  the  tactical  warning  (see  Section  5*^- 3) ,  the  strategic  warn¬ 
ing  should  be  unequivocal .  The  time  constraints  upon  the  Individual  listener's 
responses  are  not  as  severe  as  for  tactical  warning,  but  It  Is,  nevertheless, 
undesirable  to  Introduce  any  ambiguity  or  undue  sophistication  or  complexity 
Lite  tbs  strategic  warning  message. 


There  are  a  vast  variety  of  circumstances  that  can  cause  the  dls ■  cmlnut ion  of 
a  strategic  warning.  These  can  range  from  a  sudden  surprise  attack  upon  an  ally 
to  the  slow,  Inexorable  escalation  of  a  crisis  to  the  point  at  which  armed  con¬ 
flict  appears  Inevitable.  Similarly,  there  are  a  range  of  countermeasures  that 
can  be  taken  by  the  various  levels  of  government  and  the  public  from  preparing 
shelter  kits  to  participation  In  expedient  actions  to  Improve  the  defensive 
posture  of  the  country.  The  anticipated  time  span  for  tavlng  protective  actions 
may  range  from  hours  to  days.  Vo  prerecorded  message  can  encompass  this  vast 
variety  of  threats,  protective  actions,  and  time  spans.  Therefore,  only  one 
Instruction  is  feasible:  FOR  UFOFXATIDH  TURK  OR  TOUR  RADIO  OR  IV.  (note  that 
the  formulation  Is  FOR  HFORMATIDV. not  FOR  MORI  HFORNATIOI  ..  As  has  been 
pointed  out  In  Section  5*2,  the  strategic  warning  message  Itself  provides  no 
Information;  rather  It  announces  a  more  specific  warning  to  be  disseminated  via 
the  broadcast  media.) 


The  simple  Instruction  ..  TOPS  OR  TOUR  RADIO  OR  TV  may  give  rise  to  some  problems. 
If  the  Emergency  Broadcast  System  exists  and  operates  as  It  does  currently,  seme 
local  stations  will  be  off  the  air.  Ik  an  emergency  this  Inavailability  of  in¬ 
formation  from  normal  channels  may  prove  confusing.  Therefore,  the  message 
broadcast  to  a  specific  area  by  a  commercial  AN,  7M,  or  TV  station  participating 
In  the  Radio  Warning  Systea  Includes  the  identity  of  the  specific  radio  or  TV 
station  that  is  to  provide  local  Information.  (See  Table  k-7,  items  K  and  5*) 
m  contrast  no  such  specificity  is  possible  for  areas  served  by  low-frequency 
stations j  therefore,  the  messages  broadcast  by  these  transmitters  only  give 
general  information  to  turn  on  a  familiar  station  or  any  one  that  Is  00  the  air. 
(See  Table  W ,  item  11.)  It  la  necessary,  then,  that  each  operating  ccHserclsu 
a  tat  Ion  periodically  indicate  the  specific  local  area  that  It  la  covering  and 
how  to  locate  the  one  serving  seme  other  local  area. 
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5.5*3  Other  Aspects  of  the  Strategic  Warning  Message 

The  strategic  warning  taessage  lacks  specificity.  For  this  reason  it  1*  even 
harder  to  personalize  than  is  the  tactical  warning  message.  There  is  no  specific 
danger  that  the  listener  can  Identify  as  a  threat  to  himself  nor  are  there  any 
countermeasures  that  he  can  prepare  to  take.  This  Information  cost  come  from  the 
subsequent  broadcast  via  the  conxaerrlel  media.  In  fact  the  only  means  of  person* 
alizatlon  is  the  use  of  direct  address :  TORN  ON  YOUR  RADIO  OR  TV  or  TORE  TO  RADIO 
STATION  WXYZ,  1250  ON  YOUR  RADIO. 

The  strategic  warning,  furthermore,  cannot  be  balanced;  as  presented  by  the 
Radio  Warning  System  the  message  does  not  Identify  a  specific  threat  and  the 
appropriate  protective  measures.  Because  of  this  limitation* -because  of  the 
very  lack  of  specificity  In  the  message--lt  Is  Imperative  that  the  strategic 
warning  message  not  be  an  impressive  message  In  the  action-stimulating  sense 
that  characterizes  a  tactical  warning.  In  this  respect  delivery  is  as  important 
as  verbal  content:  There  Is  no  attention-getting  alarm;  the  tone  of  voice  used 
in  the  prerecorded  message  must  be  emphatic  and  calm,  underplaying  the  tone  of 
urgency  that  appears  appropriate  for  a  tactical  wemlng.  (it  le  uncertain 
whether  the  strategic  warning,  lacking  as  it  does  any  alert  signal,  can  pene¬ 
trate  ambient  noise  adequately  to  attract  attention  during  the  hours  of  dally 
activity  or  whether  It  Is  intense  or  meaningful  enough  to  awake  a  sleeping  pop¬ 
ulation  at  night.  This  Is  s  topic  that  warrants  further  experimental  study.) 

Similarly,  the  messages  in  Tsblc  k-6  end  V-7  lack  intensive  personalization  and 
cannot  be  either  impressive  or  balanced.  All  the  characteristics  of  s  tactical 
vamlng  messege  (and  most  emphatically  personalis  at  loo,  impressiveness,  and 
balance) must  be  carefully  built  into  any  detailed  strategic  warning  that  is 
disseminated  via  the  broadcast  media;  the  Radio  Warning  System  may  gain  an  audi¬ 
ence  for  strategic  information,  but  it  remains  the  task  of  the  civil  defense  system, 
using  tbs  broadcast  medie,  to  secure  s  positive*,  prompt  response  from  the  public. 

5.6  CANCEL  FALSE  ALARM  HSttAGt 

This  type  of  mss  sags  Is  not  s  waning  message;  It  cancels  a  prior  falsa  alarm 
that  reached  the  public.  It  may  be  time  critical.  If  tbs  false  alarm  was  an 
apparent  tactical  warning,  and  the  public  has  been  trained  to  take  shelter 
promptly,  as  has  been  assumed,  then  s  timely  cancel  message  will  minimise  the 
Inconvenience  and  confusion  by  countermanding  shelter-movement  Instructions. 

If,  however,  the  false  alarm  vas  an  apparent  strategic  warning,  then  the  dis¬ 
semination  of  s  cancel  message  is  lass  time  critical  because  no  shelter  move¬ 
ment  is  involved.  Tbs  message  should  be  official  and  unequivocal,  as  defined 
in  Sect  it  m  5.2,  but  It  cannot  be  impressive,  balanced,  or  personal.  Sc— one  or 
something  associated  with  tbs  Radio  Warning  System  delivered  en  “official"  warn¬ 
ing;  the  cancel  message  suet  overcome  the  apparent  official  nature  of  tbs  prior 
message.  It  must  leave  tbs  auditor  completely  certela  that  tbs  "official"  warn¬ 
ing  was,  Indeed,  s  false  alarm.  There  Is  no  possibility  of  personalizing  such 
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a  message;  there  is  no  danger  for  the  listener  to  identify  as  a  threat  to 
himself.  The  lack  of  threat,  and  the  consequent  cancellation  of  Instructions 
to  take  protective  action,  invalidate  the  possibility  of  preparing  an  Impres¬ 
sive  or  a  balanced  message.  The  message  Itself  is  critical  because  it  aids  in 
minimizing  potential  compromise  of  the  Radio  Warning  System  and  of  the  entire 
civil  defense  system  that  may  result  from  a  large-scale  false  alarm. 

Table  4-8  contains  the  text  of  the  proposed  cancel  false  alarm  message.  It  is 
reccemrsnded  that  the  cancel  false  alarm  message  be  presented  at  a  sound 
pressure  level  of  75  db  at  10  fe«.t. 

5.6.I  Establishing  the  Official  Character  of  a  Cancel  raise  Alarm  Message 

This  type  of  message  is  highly  problematic;  the  more  successfully  the  Office 
of  Clv'l  Defense  establishes  the  Radio  Warning  System  as  the  official  source 
of  valid  warn  lag  information  (see  Sections  5*4.1  and  5.5*1);  the  more  difficult 
it  will  be  to  cancel  a  false  alarm  without  undue  confusion.  Ideally  the  level 
of  reliability  and  security  built  into  the  Radio  Warning  8ystem  should  make 
this  message  unnecessary;  but,  since  any  system  works  at  less  than  the  ideal 
level,  the  message  must  be  provided  as  insurance  against  a  systca-vide  faleo- 
alarm  failure .  furthermore,  since  each  broadcast  facility  In  tbs  system  1a 
equipped  with  prerecorded  tapes,  it  can  accidentally  false  alarm  the  area  it 
serves.  Each  of  these  facilities  should,  therefore,  also  be  capable  of  dis¬ 
seminating  a  cancel  falre  alarm  mss  sage  to  countermand  any  warning  message 
that  is  accidentally  disseminated  by  a  failure  at  the  local  station.  It  la  not 
possible  to  Include  any  unique  information  that  the  public  will  iasedlstely 
recognise  as  a  positive,  uncoofueing  cancellation  of  a  prior  warning  message. 

The  cancel  false  alarm  message  can  gain  its  effectiveness  only  by  being  last 
in  the  transmission  sequence,  only  by  following  the  message  that  it  cancels. 

As  was  pointed  out  in  8ection  5.4.3,  people  who  are  confused  tend  to  seek  clar¬ 
ification  from  direct  contact  with  nearby  people,  through  the  use  of  the  tele¬ 
phone,  and  from  radio  and  television  broadcasts.  In  a  false  alarm  situation  it 
is  natural  to  expect  people  to  turn  to  these  tLr«e  sources  of  information  for 
guidance.  Most  Important  is  the  availability  of  the  ccnerclal  broadcast  media. 
The  nation's  radio  and  IV  stations,  however,  cannot  simply  broadcast  their  normal 
progressing  as  an  Indication  that  the  alert  was  a  false  alarm;  they  wet  quickly 
broadcast  positive  messages  similar  to  that  in  Table  4-8,  followed  later  by  explan 
ation  of  the  cause  of  the  false  alarm  and  of  the  steps  being  **V*n  to  prevent 
future  false  alarms. 

When  the  false  alarm  was  a  tactical  warning  message  die  animated  for  a  period 
of  time  long  enough  for  people  to  start  to  shelter,  then  it  is  also  necessary 
that  shelter  managers,  police,  end  other  authorities,  prepared  for  the  possi¬ 
bility  of  a  false  alarm,  are  available  to  explain  the  situation  to  people  who 
actually  attempt  to  reach  shelter. 

Thus  capabilities  outside  the  Radio  Warning  System  must  be  used  to  give  the 
cancel  false  alarm  message  official  status.  / 
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Table  4-8.  Proposed  Cancel  False  Alarm  Message 


Itce 

Content 

Word 

Count 

Tine 

(Sec.) 

1 

FALSE  ALARM— FALSE  ALARM 

4 

2 

THE  ALERT  SIGNAL  OR  EMERGENCY  ICSSAGE 

YOU  JUST  HEARD  WAS  A  FALSE  ALARM 

13 

3 

I  REPEAT— A  FALSE  ALARM  MAS  JUST  SENT 

OUI  OVER  THE  RADIO  WARNING  SYSTEM 

14 

4 

DISREGARD  ANY  tJJERT  SIGNAL  OR  EMERGENCY 
MESSAGE  YOU  JUST  RECEIVE)  FROM  YOUR 
UARXDfO  RECEIVER 

14 

5 

I  REPEAT— DO  NOT  CARRY  OUT  ANY  EMERGENCY 
INSTRUCTIONS  YOU  KAY  HAVE  RECEIVED  FROM 
YOUR  WARNING  RECEIVER 

17 

6-7 

(Sane  as  2  and  3) 

27 

44 

8 

IN  ORDER  NOT  TO  INCONVENIENCE  YOU 

FURTHER,  «  ARE  NOW  ENDING  THIS  FALSE 
ALARM  MESSAGE 

15 

9 

WF  ROPE  YOU  HAVE  ROT  BEEN  BADLY 
INCONVENIENCE)  BY  THIS  FALSE  ALARM 

12 

13 

Total 

116 

57 
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5.6.2  Providing  Unequivocal  Instruction* 

In  an  inherently  equivocal  situation  the  need  for  absolute  verbal  clarity  is 
critical.  The  explanation  given  in  the  cancel  neasage,  however  Bust  be  very 
limited.  The  cause  of  the  false  alarm  can  range  from  spoofing  or  sabotage  to 
human  error  or  an  equipment  malfunction.  The  cancel  false  alarm  message  must 
be  transmitted  as  soon  as  possible  after  the  false  alarm  is  detected.  Any 
attempt  to  "explain"  the  false  alarm  appears  likely  to  be  inaccurate,  Inadequate, 
or  both.  Therefore,  formulations  such  as  Tffi  EMERGENCY  MESSAGE  YOU  JUST  HEARD 
WAS  AN  ACCIDENTAL  FALSE  ALARM  or  THE  EMERGENCY  MESSAGE  YOU  JUST  HEARD  WAS  BROAD¬ 
CAST  THftOlfcH  Ah  fcKROR  have  been  excluded  from  the  message,  furthermore,  people 
have  been  inconvenienced,  perhaps  awakened  in  the  middle  of  the  night,  possibly 
frightened;  it  appears  appropriate  to  make  the  cancel  message  as  short  and 
direct  as  possible.  Once  the  warning  receiver  le  quiet  the  listener  can  attempt 
to  resume  normal  activities  or  to  determine  the  cause  of  the  falee  alarm 
sequence  to  which  be  was  Just  subjected. 

5.6.3  Providing  a  Timely  Cancel  false  Alarm  Message 

It  is  not  anticipated  that  the  message  in  Table  k-8  will  be  repeated  indefi¬ 
nitely  as  is  the  case  with  the  tactical  and  strategic  warning  messages.  Rather 
It  le  reccsmaended  that  a  single  repetition,  as  proposed  in  Table  k-8,  be  used. 
Since  it  can  be  assumed  that  the  original  false  claim  attracted  peoples' 
attention,  the  cancel  message  need  only  announce  the  false  alarm  and  turn  off 
the  Radio  Warning  System. 

If  it  is  de-imed  necessary  to  transmit  the  body  of  the  cancel  false  alarm  message 
(items  1  through  7)  more  than  once,  one  of  two  techniques  has  to  be  smployed. 

If  the  Radio  Warning  System  does  not  have  to  time  share  the  operation  of  two 
low-frequency  transmitters  having  overlapping  coverage  00  the  earns  frequencies , 
then  It  is  possible  to  prerecord  items  1  through  7  as  many  times  as  is  deter¬ 
mined  to  be  adequate.  These  repetitions  of  items  1  through  7  would  be  followed 
by  a  single  broadcast  of  Items  8  and  9»  which  would  sod  the  transmission  of  the 
usual  message.  If,  however,  the  Radio  Warning  System  does  have  to  time  share 
low-frequency  transmitters  with  overlapping  coverage  on  the  same  frequencies, 
then  the  message  cannot  be  expended  by  simple  prerecorded  repetition  of  items 
1  through  7;  each  such  repetition  would  delay  by  approximately  seconds 
receipt  of  the  cancellation  by  people  living  In  areas  of  overlapping  low- 
frequency  coverage.  Therefore,  In  a  system  using  tlms  shared  frequencies  and 
repetition  of  items  1  through  7,  these  Items  would  have  to  be  a  separate 
message  to  be  repeated  as  required  in  the  appropriate  time-sharing  sequence. 

Items  6  and  9  covld  also  be  a  separate  message  to  be  transmitted  ooce  at  the 
end  of  the  cancellation  notification#;  or  these  two  items  could  be  dropped  from 
the  message.  Once  again  the  rscoameodatioa  must  be  reiterated  that  a  single 
transmission  of  tbs  caneal  false  alarm  message,  as  proposed  in  Table  k-8, 
supported  by  timely  coaerclal  radio  and  TV  announcements  and  by  tbs  use  of 
trained  shelter  managers,  police,  and  other  authorities,  If  required,  seems 
be  the  most  effective  way  of  restoring  order  as  quickly  as  possible. 


to 
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5.6.*  Countermanding  false  Alarms  that  Result  in  the  Dlaaemlnatlon  of 
Ambiguous  Messages 

The  cancel  false  alarm  Mi  sage  in  Table  4-8  la  designed  to  counteract  a 
variety  of  false  alarm  conditions  that  are  essentially  ambiguous.  The  oper- 
a  tors  of  the  Radio  Warning  System  may  recognize  a  false  alarm  that  seems  to  be 
any  of  the  legitimate  messages,  In  various  stages  of  delivery: 

1.  Tactical  Warning 

a.  Alert  signal,  first  cycle  (no  voice  information  has  been 
disseminated) 

b.  Warning  information,  first  cycle  (a  complete  voice  message 
haa  not  been  disseminated) 

c.  Second  and  subsequent  eye  lee  (at  leaat  one  complete  alert  and 
vmmlng  am  a  sage  haa  been  disseminated) 

2.  Strategic  Warning 

a.  first  cycle  (condition  similar  to  l.b) 

b.  Second  end  subsequent  cycles  (condition  similar  to  l.c) 

3.  Test  (vlth  or  vltbout  modified  alert  signal) 

a.  Incomplete  message 

b.  Completed  message 

The  message  proposed  makes  no  provision  for  countermand! ng  a  test  message 
disseminated  at  an  unscheduled  and  unexpected  time  as  a  result  of  a  system 
fa-lure.  It  appears  that  acknowledging  such  a  failure  as  a  false  alarm  is 
inappropriate;  this  situation  might  better  be  treated  as  an  unannounced  test 
of  the  system  with  tbs  appropriate  test-oriented  follov-up  In  the  press  and 
on  radio  and  TV.  The  proposed  message  is  general  enough  to  allow  system 
operators  to  countermand  a  false  tactical  or  strategic  warning  in  any  of  the 
stages  described  in  1  and  2,  above.  Tbs  proposed  cancel  false  alarm 
message  achieves  its  gsosrallty  by  recognising  several  possible  conditions 
(...ALERT  8IGXAL  Gft  UAWTDP  MESSAGE...),  by  using  gsosral  terms  (...A  TklEL 
ALARM  WAS  JUST  LiJflP  OUT...),  sad  by  providing  general  instructions  (..TTI OT 

CXEfff  arr  ajtt  e^jcoct  urnocnow  you  hat  ravi  received...). 

Tbs  generality  inherent  in  the  proposed  message  is  e  scarce  of  possible 
confusion.  The  onlyuLL  tentative,  however,  is  to  record  separate  cancel  false 
alarm  messages  for  each  of  the  conditions  listed  above  and  to  allow  the  timing 
and  logic  mechanisms  that  control  the  operation  of  the  system  to  select  the 
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appropriate  recording.  The  use  of  Multiple  cancel  false  alarm  kim^ci  appears 
to  be  overly  sophisticated  and  la  not  reccssaended ;  if  the  high  level  of  relia¬ 
bility  specified  for  the  Radio  Warning  System*  is  achieved,  the  general  arts  aft* 
presented  in  Table  h-6  is  adequate  to  cover  the  remote  contingency  of  a  false 

alara. 


5.7  TEST  MESSAGES 

Test  Messages  are  routine  aessages  to  which  the  public  will  be  exposed  with 
some  frejuen*  .  The  public  response  to  these  eessages  can  be  highly  signi¬ 
ficant:  the  aessages  can  help  to  (l)  familiar  lie  the  public  with  the  operation 
of  the  system,  (2)  locate  failed  or  failing  receivers,  and  (3)  identify  the 
system  as  a  source  of  meaningful,  potentially  lifesaving  information.  These 
messages  art  time  critical  in  a  special  sense;  they  a'^ould  always  occur  at  a 
time  selected  to  reach  the  largest  number  of  people.  They  should  also  have 
the  characteristics  of  the  tactical  warning  message  Itself,  though  to  an 
extent  limited  by  the  fact  that  they  are  being  used  in  testa.  Tbe  test  messages 
can  be  used  to  condition  the  public  to  the  possibility  of  bearing  a  warning 
message  over  the  Radio  Warning  System  and  to  the  need  fbr  each  listener  to 
take  the  protective  action  specified.  Thus,  while  a  teat  message  la  not,  by 
ltaelf,  a  critical  message,  an  ineffectively  designed  or  used  test  message  can 
vastly  degrads  response  to  an  attack  warning  when  it  is  ultimately  disseminated, 
while  an  effectively  designed  and  used  test  message  can  enhance  tbe  response 
to  an  attack  warning. 

Tables  e-9  and  k-10  contain  proposed  test  messages.  Tbe  message  in  Table  k-9 
la  designed  primarily  to  familiarize  the  public  with  the  operation  of  tbe 
Radio  Warning  System  and  to  help  locate  failing  receivers.  The  message  in 
Table  h-10,  in  contrast,  is  primarily  designed  to  help  condition  the  public 
to  recognize  and  respond  to  tbe  alert  signal  used  in  the  tactical  warning 
message.  It  is  recoemended  that  the  texts  of  both  test  messages  be  presented 
at  sound  pressure  levels  of  6s  db  at  10  feet,  end  that  the  alert  slfml,  when 
used,  be  presented  et  a  sound  pressure  level  of  60  db  at  10  feet. 

5.7.1  Establishing  the  Official  Character  of  the  Test  Messages 

As  is  the  case  with  all  the  messages  previously  described,  test  messages  gain 
their  official  status  from  the  Radio  Warning  System  itself.  Warning  messages 
can  only  have  the  sanction  conferred  by  officialdom  if  the  public  considers  the 
Radio  Warning  System  as  the  official --and,  by  implication,  the  effective- 
source  of  warning  Information.  Test  messages,  In  contrast,  nstd  not  depend 
upon  the  tract  that  they  are  received  on  a  warning  receiver  to  confer  official 


1.  Chapter  Two,  Section  k.5.1 
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Table  4-9*  Proposed  Test  Message  without  Alert  Signal 


Item 

Content 

Word 

Count 

Time 
(Sec. ) 

1 

TESTING --TESTING 

2 

2 

THIS  IS  A  TEST  OF  THE  RADIO  WARNING  SYSTEM 

9 

3 

I  REPEAT— THIS  IS  ONLY  A  TEST 

7 

9 

4 

ATTENTION  TO  THIS  TEST  MESSAGE  COULD 

SAVE  YOUR  LIFE 

9 

5 

'WE  ARE  TESTING  YOUR  WARNING  RECEIVER 

6 

6 

IF  YOUR  RECEIVER  DOES  NOT  SOUND  RIGHT,  PLEASE 
TAKE  IT  TO  YOUR  NEAREST  FIRE  HOUSE  FOR 

TESTING  OR  REPLACEMENT  AT  NO  COST  TO  YOU* 

24 

19 

7 

IN  AN  EMERGENCY,  A  MESSAGE  ON  YOUR  WARNING 
RECEIVER  WOULD  TELL  YOU  WHAT  TO  DO 

15 

8 

PROMPT  RESPONSE  TO  A  WARNING  COULD  SAVE  YOUR 
LIFE 

9 

12 

9 

THIS  CONCLUDES  A  TEST  OF  THE  RADIO  WARNING 
SYSTEM 

9 

10 

I  REPEAT— THIS  HAS  BEEN  A  RADIO  WARNING 

SYSTEM  TEST 

10 

9 

Total 

100 

49 

*  For  illustrative  purposes  only;  see  Section  5*7.3 
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Table  4-10.  Proposed  Test  Message  wltn  Modified  Alert  Signal 


item 

Content 

Word 

Count 

- HK - 

(Sec . ) 

1 

TESTING  —TESTING 

2 

2 

THIS  IS  A  TEST  OF  THE  RADIO  WARNING  SYSTEM 

9 

3 

I  REPEAT— THIS  IS  ONLY  A  TEST 

7 

9 

4 

ATTENTION  TO  THIS  TEST  MESSAGE  COULD  SAVE 

YOUR  LIFE 

9 

5 

IN  CASE  OF  A  NUCLEAR  ATTACK  ON  THE  UNITED 
STATES,  THE  FOLLOWING  SIGNAL  WOULD  BE 

SOUNDED  LOUDLY: 

17 

13 

6 

(Alert  Signnl  at  low  volume) 

10 

7 

THIS  IS  ONLY  A  TEST 

5 

8 

I  REPEAT— THIS  IS  ONLY  A  TEST 

7 

9 

IN  A  NUCLEAR  ATTACK  THE  ALERT  SIGNAL  YOU 

JUST  HEARD  WOULD  BE  FOLLOWED  BY  THE 
INSTRUCTION  TO  TAKE  SHELTER  IMMEDIATELY 

20 

10 

PROMPT  RESPONSE  TO  THE  ALERT  SIGNAL  AND 

THE  INSTRUCTION  TO  TAKE  SHELTER  COULD 

SAVE  YOUR  LIFE 

16 

24 

11 

THIS  CONCLUDES  A  TEST  OF  THE  RADIO  WARNING 
SYSTEM 

9 

12 

I  REPEAT -THIS  HAS  BEEN  A  RADIO  WARNING 

SYSTEM  TEST 

10 

9 

Total 

ill 

65 
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status  upon  them.  The  only  effective  use  of  test  messages  directed  to  the 
public  requires  that  listeners  be  in  the  vicinity  of  receivers  in  order  to 
validate  the  performance  of  these  receivers. ^ 

There  are  three  methods  of  assuring  the  maximum  number  of  listeners  at  the 
time  of  any  test:  (l)  scheduling  tests  for  a  time  likely  to  find  a  maximum 
number  of  people  in  the  vicinity  of  their  warning  receivers;  (2)  always 
holding  tests  at  the  same  time;  and  (3)  giving  each  test  the  appropriate 
publicity  in  the  press,  on  radio  and  TV,  and  through  other  media.  All  of  these 
techniques  give  emphasis  to  the  official  cha-acter  of  the  system  and  its 
messages,  both  warning  and  test  messages. 

5*7.2  Making  Test  Messages  Impressive 

The  test  messages  can  be  made  impressive  only  in  a  limited  sense.  There  is  no 
immediate  source  of  danger;  there  may  not  be  even  a  vaguely  recognizable  threat 
at  the  time  of  any  particular  test  message.  The  test  messages  proposed,  if 
used  in  a  rigorously  controlled  program  of  testing,  can  serve  as  a  source  of 
important  conditioning  stimuli  to  the  public.  Unless  these  test-message 
stimuli  are  appropriately  impressive,  however,  the  test  messages  will  probably 
have  no  significant  impact  upon  the  public.  (Obviously  the  stimuli  in  the  test 
messages  must  be  supported  by  a  general  education  and  training  effort  in 
support  of  the  Radio  Warning  System  as  an  element  of  the  total  civil  defense 
system. ) 

The  stimuli  built  into  the  test  messages  are  particularly  suitable  to  the  task 
of  conditioning  the  public  because  they  emanate  from  the  warning  receiver 
itself.  They  help  keep  the  receiver  operative.  They  familiarize  the  public 
with  the  alert  signal.  They  provide  a  direct  reminder  that  a  prompt,  positive 
response  to  the  tactical  warning  message,  if  it  were  ever  disseminated,  could 
save  the  listener's  life. 

Two  separate  messages  are  proposed.  It  is  anticipated  that  the  test  message 
described  in  Table  4-9  (i.e.,  without  an  alert  signal)  will  be  used  for  most 
of  the  testing;  the  test  message  in  Table  4-10  (i.e.,  with  an  alert  signal) 
will  be  used  on  a  limited  basis  so  as  not  to  overcondition  the  public  to  the 
alert  signal.  It  is  not  possible  at  this  time  to  determine  the  exact  mix  of 
the  two  messages  that  should  be  used  for  testing,  but  as  a  working  hypothesis 
it  is  suggested  that  the  test  message  with  alert  signal  be  used  once  in  four 
tests.  (The  time  intervals  between  test  messages  is  discussed  further  in 
Section  5*7.4.) 


1.  Test  lights  and  similar  devices  can  signal  the  receipt  of  a  test  message. 

This  type  of  signal  can  even  retain  the  information  that  a  test  message  was 
received  until  the  condition  is  recognized  and  acknowledged.  Such  devices, 
however,  do  not  test  the  ability  of  the  receiver  to  produce  intelligible  sounds; 
therefore,  the  only  fully  effective  way  to  test  a  receiver  is  for  a  listener  to 
determine  that  the  receiver  actually  sounded  and  that  the  message  was  intelligible. 
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The  verbal  content  of  both  test  messages  is  designed  to  be  impressive: 

ATTENTION  TO  THIS  TEST  MESSAGE  COUID  SAVE  YOUR  LIFE;  PROMPT  RESPONSE  TO  A 
WARNING  COULD  SAVE  YOUR  LIFE ;  and  PROMPT  RESPONSE  TO  THE  ALERT  SIGNAL  AND  THE 
INSTRUCTION  TO  TAKE  SHELTER  COULD  SAVE  YOUR  LIFE  These  statements— coupled 
with  others  designed  to  support  the  overall  civil  defense  program  and  communi¬ 
cated  via  other  media— can  help  to  build  the  personal  sense  of  danger  necessary 
to  achieving  prompt,  effective  responses  to  a  tactical  warning. 

5.7.3  Providing  Unequivocal  Instructions 

The  test  messages  provide  several  types  of  instructions.  Of  initial  importance 
is  the  infonnation  that  THIS  IS  A  TEST  OF  THE  RADIO  WARNING  SYSTEM.  The  infor¬ 
mation  that  the  system  is  being  tested  has  negative  value.  It  is  repeated 
throughout  both  test  messages  to  prevent  listeners  from  mistaking  a  test 
message  for  a  valid  warning.  The  positive  information  in  the  message  relates 
to  receiver  maintenance  and  to  a  future  threat  and  suitable  protection. 

It  is  impossible  to  use  the  Radio  Warning  System  to  tell  a  person  with  a  failed 
receiver  that  he  should  turn  it  in  for  repairs  or  replacement.  The  newspapers 
and  commercial  radio  and  TV  must  do  so  before  and  after  each  test.  The  Radio 
Warning  System  can  remind  a  person  that  if  his  receiver  does  not  sound  right 
to  him  that  he  can  have  it  tested  and,  if  necessary,  repaired  or  replaced. 

(The  message  in  Table  4-9  is  based  upon  the  assumption  that  test  facilities 
will  be  available  in  local  fire  houses  and  that  receivers  will  be  replaced 
without  charge  to  the  owner.  Both  of  these  assumptions  have  no  necessary 
validity,  but  were  selected  to  provide  illustrative  content  for  the  message.) 

The  test  message  with  an  alert  signal  (Table  4-10)  is  quite  explicit  in  identi¬ 
fying  the  threat  as  nuclear  attack  and  the  available  protection  as  taking 
shelter.  The  alert  signal  is  presented  for  only  10  seconds,  which  appeals  Just 
long  enough  to  provoke  a  minor  irritation  reaction  from  the  listener;  the 
signal  is  also  presented  at  reduced  volume  to  preserve  its  full  impact  for  the 
tactical  warning  situation.  A  level  of  60  db  at  10  feet  is  suggested.  The 
test  message  without  alert  signal  (Table  4-9)  is  general  in  its  information 
because  it  is  designed  to  cover  both  tactical  and  strategic  warnings.  Both  of 
these  messages  have  to  be  supported  by  detailed  instructions  in  other  media 
aimed  at  getting  each  individual  to  his  own  shelter  in  a  timely  manner. 

5*7.4  Timing  of  Test  Messages 

Since  these  messages  do  not  require  an  inmediate  response,  message  time  is  of 
relatively  little  significance.  It  is  desirable  to  make  test  messages  as 
short  as  possible  so  as  to  minimize  their  intrusion  into  activities  in  the 
home.  A  far  more  critical  timing  factor  has  to  do  with  the  regularity  with 
which  messages  are  presented.  Past  experience  indicates  that  the  best  test 
strategy  is  testing  at  a  standard  tlme.^  The  use  of  a  verbal  message  as  part 


T.  Mack  and  feaker,  op.  cit.,  pp.  11,  29. 
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of  the  test  minimizes  possible  confusion  between  a  test  and  a  valid  warning. 
However,  only  if  a  person  is  conditioned  to  expect  a  test  at  a  fixed  time  is 
there  any  hope  of  creating  in  him  a  reliable  awareness  of  a  missed  test  and  a 
failed  receiver. 1 

Since  most  receivers  will  be  in  homes,  it  appears  desirable  to  test  when  the 
most  people  are  at  home.  This  appears  to  be  during  the  early  supper  hour  from 
approximately  6:00  to  7:00  p.m.  The  most  likely  day  to  test  appears  to  be 
Monday  or  Tuesday.  (These  dates  are  based  upon  limited  evidence  derived  from 
such  sources  as  the  days  restaurants  tend  to  close  and  must  be  confined  before 
they  can  be  used  for  planning.)  Ideally  each  test  should  occur  at  a  common 
time  (say  6:30  p.m.)  in  each  time  zone;  but  this  appears  impractical,  since 
there  is  no  conformity  between  transmitter  coverage  and  time  zones.  Therefore, 
testing  should  be  as  close  to  a  common  time  for  as  many  people  as  possible  in 
each  time  zone,  with  everyone  aware  of  the  actual  time  that  his  receiver  is 
tested.  Daylight  saving  time  raises  some  problems  because  the  time  may  vary 
an  hour  in  some  areas  depending  upon  whether  the  system  and/or  the  area  goes 
onto  daylight  saving  time. 

The  situation  is  further  complicated  by  the  possibility  of  timesharing  a 
single  frequency  between  two  low-frequency  transmitters  with  overlapping 
coverage.  If  timesharing  is  used,  the  strategy  of  testing  as  close  to  a 
common  time  as  possible  cannot  be  used  because  some  areas  of  overlapping 
coverage  are  served  by  transmitters  in  two  time  zones;  residents  of  such  areas 
would  receive  two  test  messages.  In  a  system  using  time 3 hared  frequencies 
the  strategy  of  testing  all  the  receivers  in  the  country  at  some  common  time 
such  as  9:00  p.m.  Eastern  Standard  Time  appears  most  suitable.  Again  each 
person  must  know  the  local  time  at  which  his  receiver  is  to  be  tested. 

5.7.5  Making  Test  Messages  Personal  and  Balanced 

Again  there  is  no  present  danger  to  personalize  in  the  test  messages.  Only- 
potential  future  danger  can  be  personalized:  PROMPT  RESPONSE  TO  A  WARNING 
COUID  SAVE  YOUR  LIFE  or  ATTENTION  TO  THIS  TEST  MESSAGE  COUID  SAVE  YOUR  LIFE. 
Similarly,  since  there  is  no  specific  threat,  there  are  also  no  specific 
countermeasures.  Only  the  countermeasures  available  for  future  use  can  be  used 
for  balance:  the  danger  of  a  nuclear  attack  is  paired  with  the  information 
that  prompt  movement  to  shelter  could  save  the  listener's  life.  Yet  personal¬ 
ization  is  critical;  only  if  the  individual  listener  identifies  the  potential 
danger  with  himself  can  he  be  expected  to  act  effectively  when  and  if  that 
danger  becomes  actual.  Similarly  the  balance  of  danger  and  protection  is  the 


1.  The  only  exception  to  this  logic  results  from  a  system  failure  that  pxesents 
a  test  message  as  a  false  alarm  at  some  unscheduled  or  unexpected  time.  See 
Section  5*6.4. 
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only  factor  likely  to  keep  the  listener  from  shutting  the  whole  problem  of  a 
nuclear  attack  out  of  his  mind  through  the  defensive  response  that  it  could 
not  happen  to  him. 


6.0  1CSSAGE  CHARACTERISTICS  AHD  SYBTEM  DESIGN 

Careful  design  of  the  messages  transmitted  over  the  Radio  Warning  System  can 
effectively  provide  most  of  the  attributes  discussed  in  Sections  4.0  and  5.0. 
Additional  data  gathered  from  Radio  Warning  Systems  tests,  research  projects, 
or  disaster  analyses  can  be  used  to  make  future  Improvements  to  the  effective¬ 
ness  of  these  messages.  Seme  problems,  however,  cannot  be  designed  out  of  the 
Radio  Warning  System,  but  are  problems  cf  the  entire  civil  defense  system. 

The  most  serious  of  these  civil  defense  system  problems  relate  to  the  national 
character  of  the  Radio  Warning  System  and  its  messages,  to  the  limited  time  in 
which  the  tactical  warning  message  has  to  be  delivered,  and  necessary  use  of 
other,  more-or-less  local,  sources  of  information  to  augment  the  Radio  Warning 
System.  These  problems  have  been  disc  visaed  in  conjunction  with  the  detailed 
discussions  of  the  various  messages;  the  problems  act  as  limitations  upon  the 
Radio  Warning  System  and  must  be  resolved  before  the  Radio  Warning  System  can 
operate  with  complete  effectiveness. 
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CHAPTER  FIVE 

REVIEW  AND  EVALUATION  OF  NIAC  SIGNALING  METHODS 


1.0  INTRODUCTION 

The  mate  rial  presented  in  this  chapter  reviews  and  evaluates  the  activities  to 
date  of  the  Federal  Communication  C emission  (FCC)  In  the  development  of  broad¬ 
cast  radio  signaling  techniques  related  to  civil  defense  alerting  and  warning.1 
The  FCC  effort  was  undertaken  through  a  special  working  group  of  the  National 
Industry  Advisory  Committee  (NIAC)  and  was  started  early  in  1963* 

The  review  and  evaluation  presented  below  considers  the  approach  and  techniques 
employed  by  NIAC  without  considering  in  detail  the  actual  techniques  and  equip¬ 
ment  under  development  by  NIAC  members.  (A  summary  of  techniques  and  equipment 
appears  In  Table  5-1;  other  technical  details  are  Included  In  the  Annex  to  this 
chapter. ) 


2.0  CONCLUSIONS 

Examination  Indicates  that  the  lack  of  clearly  defined  requirements  caused  each 
of  the  NIAC  proponents  to  establish  his  own  set  of  requirements  (some  explicitly 
defined,  others  Implicitly  suggested).  Even  though  some  of  the  requirements  set 
forth  are  presented  by  several  proponents,  these  conmon  requirements  are  often 
assigned  different  weights  by  the  various  manufacturers;  in  some  cases,  one  pro¬ 
ponent's  requirement  Is  another's  undesirable  feature.  This  lack  of  standardized 
requirements  makes  It  impossible  to  select  one  system  as  superior  to  any  other; 

In  fact,  It  Invalidates  much  of  the  work  performed  by  NIAC.  NIAC  attempted  to 
establish  a  severe  environment  In  which  to  test  receivers  for  false  alarm  and  no 
alarm  failures.  This  environment  was  established  through  a  combination  of  bench 
testing  and  field  testing.  The  bench  testing  appears  to  have  been  rigorously 
planned  and  standardized,  but  without  the  establishment  of  precise  test  duration. 
The  field  testa  were  also  carefully  designed,  but  operated  for  so  short  a  time 
as  to  make  impossible  any  guarantee  that  the  t^st  environment  exhaustively  repre¬ 
sents  the  full  range  of  environments  In  which  operational  receivers  would  have  to 
function. 


T.  tiie  material  In  this  chapter  was  largely  derived  from  a  briefing  presented 
to  the  Working  Group  for  Radio  Warning,  Office  of  Civil  Defense,  Washington, 

D.  C.,  29  September  1964.  This  chapter  replaces  Review  and  Evaluation  of  NIAC 
S^alJLngMethoda ,  which  was  originally  published  as  TO-L-1960/022/00,  dated 
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While  the  NIAC  effort  provides  some  useful  information,  the  lack  of  standardized 
requirements  and  of  exhaustive  testing  make  selection  of  alerting  and  warning 
signaling  techniques  and  an  associated  receiver  premature.  This  is  true  even  if 
the  receiver  is  used  only  for  initiating  Emergency  Broadcast  System  (EBS)  opera¬ 
tions  in  the  participating  radio  stations.  Acceptance  of  one  of  the  proposed 
techniques,  even  if  it  is  only  for  controlling  EBS,  will  tend  to  preempt  signal¬ 
ing  techniques  used  for  home  alerting  and  warning.  It  is  likely  that  the  imple¬ 
mentation  of  one  of  the  NIAC  signaling  techniques  for  EBS  control  will  make  the 
broadcasters  reluctant  to  Implement  a  second  technique  for  home  alerting  and 
warning.  If  a  technique  is  selected  for  EBS  control  before  a  technique  is 
selected  for  public  alerting  and  warning, it  is  possible  that  the  optimum  public 
alerting  technique  may  be  incompatible  with  the  EBS  control  technique. 


3.0  REVIEW 

NIAC  undertook  the  development  of  alerting  and  warning  techniques  suitable  for 
use  by  cotmerdal  radio  and  IV  broadcast  stations  early  in  1963*  Initially, 

NIAC  attempted  to  devise  techniques  applicable  to  Indoor  public  alerting  and 
warning  for  use  in  individual  homes,  transient  accommodations,  and  places  ox 
business.  In  March  1964,  however,  the  NIAC  effort  was  redirected  toward  develop¬ 
ment  of  signaling  techniques  suitable  for  initiating  EBS  operations. 

As  a  result  of  a  public  notice  in  February  1963,  thirteen  proposals  for  alerting 
and  warning  techniques  were  submitted  to  NIAC.  These  proposals  were  reviewed  by 
NIAC.  Those  proposals  not  supported  by  technical  detail  adequate  to  establish 
their  feasibility  were  rejected.  Some  attempt  was  made  to  eliminate  proposals 
that  did  not  contribute  to  the  variety  of  approaches  to  the  problem.  Some  pro¬ 
posals  were  eliminated  because  they  did  not  conform  to  certain  ground  rules 
based  largely  upon  commercial  broadcast  practices. 

From  those  proposals  submitted,  four  were  selected  for  further  development  and 
testing.  The  selected  proposals  were  originated  by: 

1.  Columbia  Broadcasting  System  (CBS) 

2.  Fhllco  Corporation  (Philco) 

3.  General  Electric  Company  (GE) 

4.  Zenith  Radio  Corporation  (Zenith) 
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Experimental  prototype  equipment  was  constructed.  Bench  and  field  testa  wire 
completed  in  January  1964.  Final  reports  were  submitted  to  FCC  in  April  and  May 
1964. *  These  reports  were  prepared  by  the  four  NIAC  members  who  had  submitted 
equipment  for  evaluation  and  by  the  representatives  of  two  caanercia?  radio 
stations  (WHAS,  Louisville,  Kentucky,  and  VMT,  Cedar  Rapids,  Iowa).  As  of  the 
date  (25  November  1964)  on  which  the  material  in  this  chapter  was  prepared, 

NIAC  had  not  yet  recamnended  one  of  the  four  proposals.  The  requirement  for 
such  a  recamnendation  was  tempore'ily  lifted  by  FCC  in  April  1964,  vfcen  the 
possible  conflict  between  OCD  plans  for  public  alerting  and  warning  and  revised 
FCC  plans  for  the  EBS  became  apparent  to  members  of  NIAC.  (At  a  later  date, 
however,  NIAC  reduced  the  field  of  competitors  from  four  to  two:  Fhllco  and 
Zenith.  See  Chapter  Nine,  below.) 


4.0  NIAC  OPERATIONS  AND  PHILOSOPHY 

Th»  mode  of  operation  used  by  NIAC  is  typical  of  its  handling  of  other  problems. 

F L'C  played  a  key  role,  for  example,  in  the  selection  of  a  color  TV  broadcasting 
system  and  of  an  FM  stereo  broadcasting  system.  In  both  the  color  TV  and  FM 
stereo  efforts,  NIAC  methods  were  similar  to  those  used  in  selecting  alerting 
and  warning  techniques. 

NIAC  capitalizes  upon  the  potential  coonerclal  profit  that  a  successful  proponent 
stands  to  gain  from  his  effort.  Several  of  the  proponents  urged  that  a  subsidiary- 
service  capability  be  built  into  any  alerting  and  warning  system;  this  capability 
would  allow  receivers  to  be  selectively  activated  for  the  dissemination  of  oews  or 
weather.  All  of  the  proponents  designed  such  subsidiary-service  capabilities  into 
their  receivers. 

Perhaps  the  most  significant  criticism  of  the  NIAC  approach  is  its  Inherent  lack 
of  comprehensiveness .  NIAC  responds  only  to  proposals.  It  does  not  designate 
certain  techniques  as  requiring  further  study,  and,  therefore,  it  can  only  select 
the  most  promising  of  those  proposals  submitted  to  it. 

The  NIAC  effort  on  alerting  and  warning  techniques  suffers,  unfortunately,  from 
fallings  of  incompleteness  that  transcend  the  limitations  of  Its  proposal  pro¬ 
cedure.  It  is  seriously  limited  by  the  fact  that  normal  cosnercial  goals  are 
largely  inapplicable  to  the  development  of  an  alerting  and  waning  system.  An 
alerting  and  waning  system  must  be  designed  and  Implemented  with  a  rigorousness 


1.  Federal  Communications  Commission,  National  Industry  Advisory  Comnittee  (Field 
Test  Ad  Hoc  Cocmittee),  Report  of  Field  Tests  of  Emergency  Alerting  8ystems  for 
Use  With  Standard,  FM  and  Television  Broadcast  Stations,  Washington,  D.C.,  3  April 
1964;  Federal  Coonunlcations  Comission,  National  Industry  Advisory  Committee 
(Systems  Analysis  Ad  Hoc  CcMittee),  Chairman's  Report  of  Comparative  Analysis  of 
ttwrgency  Alerting  Systems  for  Use  With  Standard,  FM  and  Mevision  Broadcast 
Stations,  Washington,  D.C.,  15  May  1964. 
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of  approach  equal  to  or  exceeding  that  applied  to  the  development  of  most 
military  communications  systems;  the  lives  of  millions  of  people  as  veil  as  the 
effective  utilization  of  shelters  and  othei  civil  defense  facilities  and  plans 
may  well  depend  upon  the  successful  operation  of  a  public  alerting  and  warning 
system.  Yet,  NIAC  never  received  adequate  guidance  an  to  the  requirements  that 
such  a  system  would  have  to  meet.  Instead,  each  of  the  four  proponents  proceeded 
to  the  task  of  devising,  testing,  and  evaluating  hardware  to  meet  performance  re¬ 
quirements  that  he  devised  on  his  own. 


5-0  POSITIONS  TAKEN  BY  PROPONENTS 


In  accord  with  the  normal  method  of  NIAC  operation,  each  proponent  prepared  a 
final  report  that  evaluated  his  effort  in  comparison  to  those  of  the  other  pro¬ 
ponents.  (This  material  appeared  in  the  final  report  of  the  Systems  Analysis 
Ad  Hoc  Conmittee,  which  was  cited  above.)  A  brief  review  of  these  final  reports 
indicates  the  variety  of  approaches  taken  by  the  proponents.  This  variety  reflects 
the  honest  attempts  of  the  proponents  to  get  their  jobs  done  in  the  absence  of  firm 
guidance.  Table  5*1  is  a  summary  of  proponents'  signaling  techniques. 

5.1  CBS  REPORT 

The  CBS  report  Includes  a  limited  characterization  of  requirements;  it  does, 
however,  try  to  put  down  in  one  place  performance  requirements  for  receiver  design, 
transmitter  design,  and  general  system  operations.  Security  from  false  alarms 
is  a  basic  requirement.  The  receiver  must  be  reliable  in  the  presence  of  signal 
fade  and  noise.  The  same  system  ought  to  apply  to  any  broadcast  medium  (AM,  PM, 
TV).  The  system  ought  to  achieve  wide  public  acceptance  and,  therefore,  the 
system  ought  to  have  subsidiary  uses.  The  alert  signal,  however,  should  not  be 
associated  with  subsidiary  uses.  There  are  additional  CBS  requirements  (see 
Annex  to  this  chapter),  but  regardless  of  their  merits,  they  are  completely  the 
proponent's  own  creation.  CBS  maintains  In  its  brief  treatment  t  it  the  field 
tests  were  Inadequate  to  Judge  ore  receiver  against  another  and  concludes  with 
a  general  re  comae  ndat  ion  that  the  CBS  Home  alert  receiver  is  best  on  the  basis  of 
the  limited  requirements  that  CBS  has  Itself  established.  There  Is  no  analysis 
of  the  CBS  system,  as  such,  from  either  a  mathematical  or  an  engineering  stand¬ 
point.  There  is  no  comparison  of  features  of  the  CBS  system  versus  the  other 
systems.  The  CBS  analysis  Is  generally  an  argmaent  to  a  special  point,  namely, 
the  CBS  product  is  best. 

5-2  PHILCO  REPORT 

Fhilco,  in  contrast  to  CBS,  does  nothing  to  categorize  requirements.  This  is 
not  to  say  that  it  does  not  list  or  imply  requirements,  but  these  are  never 
drawn  together  and  made  explicit.  Fhilco  Instead  places  its  emphasis  upon  a 
lengthy,  intuitive  engineering  analysis.  There  is  a  detailed  analysis  of  the 
false  alarm  problem  and  a  rather  elementazy  assigning  of  weighting  factors  based 
on  the  number  of  elements  employed  in  the  radio  signal;  on  this  basis  the  Fhilco 
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and  Zenith  systems  are  rated  at  a  false  alarm  factor  of  five,  GE  at  three,  CBS 
at  two  --  the  higher  the  number,  the  better.  (Zenith  disagreed,  even  though 
Zenith  rated  with  Fhilco;  CBS,  rated  lower,  also  disagreed.  There  is  obviously 
little  agreement  on  this  particular  analysis.) 

Fhilco  also  makes  a  comparison  of  the  four  proposals  on  the  basis  of  features, 
feature  for  feature.  It  lists  certain  features  and  considers  and  ranks  them 
as  desirable  or  undesirable.  This  ranking  is  hardly  an  adequate  basis  for  defense 
of  one  system  over  another,  since  there  is  no  standardization  on  either  the 
factors  to  be  considered  or  the  relative  weight  to  be  assigned  each. 

Fhilco  concludes,  however,  that  of  the  four  systems  tested,  not  one  was  optimum. 
Fhilco  proposes  four  alternate  systems,,  and  goes  through  its  entire  analysis  of 
false  alarms  and  another  comparison  of  system  features.  The  Fhilco  report  recom¬ 
mends  that  the  "best"  of  these  four  alternates  be  the  subject  of  all  future  NIAC 
activities.  Despite  the  recommendation,  Fhilco  neither  built  nor  tested  any  of 
the  alternate  systems. 

5.3  GE  REPORT 

The  GE  report  contains  no  discussion  of  requirements.  Its  analysis  is  based 
entirely  upon  a  fairly  detailed,  quasimathematical  analysis  of  false  alarms. 

It  concludes  that  the  GE  system  is  more  secure  against  false  alarming  than  the 
Fhilco  system  by  a  factor  of  six,  the  Zenith  system  by  a  factor  of  ten, 
the  CBS  system  by  a  factor  of  seventeen  million.  These  figures  are  a  function 
of  the  number  of  days  that  a  receiver  can  be  expected  to  operate  without  false 
alarming.  The  GE  advantage  is  not  quite  so  conclusive  as  it  appears  at  first 
glance.  GE  has  to  qualify  its  seventeen-million- to-one  advantage  over  CBS  by 
stating  that  if  the  receiver  or  signal  is  detuned,  the  falsing  probability 
increases.  In  fact,  detuning  the  receiver  makes  the  GE  and  the  CBS  receivers 
very  similar  in  performance.  The  analysis  is  further  marred  by  a  mathematical 
error  that  leads  to  faulty  conclusions.  (This  error  is  documented  in  Chapter 
Six,  below.) 

GE  makes  a  comparison  of  systems,  again,  on  the  basis  of  features  it  considers 
desirable  and  features  it  considers  undesirable.  (The  GE  comparison  of  system 
features  was,  furthermore,  added  as  an  obvious  afterthought^  and  the  page  is  not 
clearly  identifiable  as  a  GE  contribution.)  This  comparison  lacks  standardization 
because  of  the  lack  of  requirements.  GE  set  their  own,  and  they  differ  from 
those  established  by  the  other  proponents.  The  end  conclusion  is  that  the  GE 
system  is  best  because  it  is  most  secure  against  false  alarms. 

5.4  ZENITH  REPORT 

The  Zenith  report  also  makes  no  attempt  to  pull  together  requirements  or  state 
them  explicitly  in  one  place.  Zenith  again  is  one  of  the  proponents  that  main¬ 
tains  that  the  field  tests  were  inadequate.  It  also  disagrees  with  Fhilco' s 
analysis  and  challenges  the  necessity  of  an  alternate  system.  Zenith  makes  a 
tabular  comparison  of  systems,  again  with  no  better  basis  for  the  comparison 
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than  any  of  the  others.  It  also  concludes  that  Zenith's  system  is  best  because 
it  has  the  best  features. 

5.5  SUMMARY  TABLES 

It  is  possible  to  collect  from  each  proponent's  report  information  that  can  be 
considered  as  the  proponent's  assessment  of  system  requirements.  In  some 
cases,  it  is  necessary  to  infer  requirements  from  a  proponent's  discussion  of 
his  technique  or  from  his  comparison  of  that  technique  with  those  of  the  other 
proponents.  Tables  5-2  through  5-5  summarize  some  of  the  key  requirements. 

(The  Annex  to  this  chapter  contains  a  more  complete  listing  of  these  require¬ 
ments.)  It  is  important  to  reiterate  that  these  requirements,  explicit  or 
implicit,  are  very  frequently  sharply  in  disagreement.  One  proponent's 
requirement  is  another  proponent's  undesirable  feature.  Tables  5-2  through 
5-5  cannot  even  begin  to  suggest  the  different  weights  assigned  each  require¬ 
ment;  these  tables  only  suggest  the  scattergun  effect  of  establishing  system 
requirements  on  a  do-it-yourself  basis. 


6.0  NIAC  TESTING  TECHNIQUES 


The  NIAC  tests  of  the  proposed  signaling  techniques  were  divided  into  bench 
tests  and  field  tests.  Emphasis  was  upon  determining  immunity  from  false 
alarms  caused  by  noise  or  broadcast  material  during  normal  situations,  and 
immunity  to  no  alarm  failures  in  the  presence  of  a  legitimate  alarm  signal. 

The  bench  tests  were  oriented  toward  three  things: 

1.  Determining  the  operating  range  of  the  alert  receiver  with 
field  strength  variations. 

2.  Establishing  the  immunity  of  the  receiver  to  false  alarms 
resulting  from  complex  modulation  effects  or  signal  interference. 

3.  Measuring  the  ability  of  the  alert  receiver  to  operate  in  the 
presence  of  noise. 

These  bench  tests  were  rigorously  designed,  but  with  no  great  amount  of  con¬ 
trol  over  the  extent  of  the  bench  testing.  The  success  or  failure  of  the 
bench  test  has  to  be  accepted  more  or  less  on  the  say-so  of  the  proponent, 
who  did  his  own  bench  testing. 

The  field  tests  for  AM  stations  were  conducted  in  Florida  (9-21  November  ?,c>5 3 ) , 
and  in  Philadelphia  for  JM  and  TV  stations  (23-25  January  1964).  The  tests 
included  false  alarm  tests  and  operational  tests.  The  false  alarm  tests  were 
made  by  tuning  the  alert  receiver  to  various  commercial  broadcast  stations 
and  monitoring  the  output  of  the  alerting  circuitry  for  evidence  of  activation 
during  normal  broadcast  use.  The  operational  tests  were  made  during  the 


31  January  1966 


5-8 


IN- 1^1960/090/00 


31  January  1966 


5- ID 


TM-L-1960/090/00 


nonfunctioning  hours  of  the  participating  stations  and  were  an  attempt  to 
determine  that  when  an  actual  alarm  condition  prevails  the  system  does 
disseminate  an  alert.  The  tests  were  conducted  for  AM  with  groundwave  and 
skywave,  strong  and  weak  signals,  and  so  forth.  FM  and  TV  receivers  were 
tested  in  a  high  field  strength  location  and  a  fringe-area  location. 

While  it  has  been  demonstrated  in  Section  5*0,  above,  that  the  system  require¬ 
ments  effort  was  so  scattered  as  to  be  nonexistent,  it  can  be  maintained 
equally  strongly  that  the  test  results  developed  by  NIAC,  while  they  aim 
informative,  are  unconvincing  because  they  do  not  establish  the  fact  that 
they  were  dealing  with  the  total  radio  environment.  Two  of  the  proponents  , 
(CBS  and  Zenith)  took  this  position  formally. 

All  four  systems  operated  satisfactorily  under  test  conditions;  such  failures 
as  were  encountered  were  due  to  failures  in  the  receiver  and  not  failures  in 
the  alert-signal-detection  circuitry.  The  bench  tests  indicated  that  the 
proposed  techniques  would  all  operate  under  extremely  strong  impulse  noise, 
such  as  that  produced  by  lightning  and  spherics. 

All  systems  would  produce  false  alarms  if  program  material  contained  signals 
equivalent  to  those  used  for  the  control  function.  However,  no  normal  pro¬ 
gramming  material  was  found  that  would  do  this,  and  only  an  off-beat  organ 
record  with  a  sustained  pedal  note  produced  false  alarms  in  the  CBS  receiver. 
Some  overmodulation  conditions  produced  false  alarms  in  the  GE  receiver. 


7.0  SIGNALING  COMPATIBILITY 

Perhaps  the  most  interesting  lesson  to  be  learned  from  the  NIAC  testB  is  that 
signaling  techniques  devised  without  adequate  coordination  may  be  incompatible. 
For  example,  most  of  the  proponents  decided  that  Broadcast  Emergency  Communi¬ 
cations  and  the  signaling  technique  used  for  alerting  and  warning  should  not 
interfere  with  each  other.  GE  took  this  position,  and  yet  its  signaling 
technique  did  Interfere  with  BHECOM.  The  lesson  is  well  taken:  any  decision 
on  a  signaling  technique  for  EBS  may  invalidate  other  techniques  suitable  for 
public,  indoor  alerting. 
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ANNEX  TO  CHAPTER  FIVE 

SYSTEM  REQUIREMENTS  AS  EXPRESSED  IN  THE  FOUR  REPORTS  OF  THE 
PROPONENT  MANUFACTURERS  AND  TWO  RADIO  STATIONS  (WHAS  AND  VMT) 


These  requirements  were  gleaned  from  the  reports  of  the  proponents  to  the  Ad 
Hoc  Committee  on  Systems  Analysis  and  are  not  arranged  In  any  particular  order 
or  grouped  by  subject. 

The  requirements  were  either  listed  explicitly  by  the  reports  as  requirements 
or  were  assumed  from  the  comparative  rating  charts  contained  in  the  vau^'s 
reports.  If  a  particular  feature  of  the  system  vas  listed  as  advantageour ,  a 
requirement  for  the  feature  vas  assumed  and  listed. 

After  each  requirement  is  listed  the  number  of  the  page  on  vhich  that  require¬ 
ment  vas  expressed  or  from  vhich  it  vas  inferred. 


A.l  CBS  RECgJIHEMEHTO 

1.  The  system  must  be  reliable  in  the  presence  of  signal  fade  and 
noise  (p.  67). 

2.  Security  from  false  alarm  is  a  basic  requirement  (pp.  68,  76). 

3.  Receivers  should  not  require  critical  tuning  (p.  67). 

U.  Notch  filters  can  be  used  at  lov  frequencies  (p.  68). 

5.  Latching  is  an  undesirable  feature  (p.  69)* 

6.  Receivers  should  not  require  unnecessarily  critical  components 

(p.  69). 

7.  The  same  system  should  be  used  for  AM,  FM,  and  TV  (p.  69). 

8.  It  is  necessary  to  achieve  vide  public  acceptance  of  the  system 

(p.  69). 

9«  Receivers  should  be  inexpensive  (p.  69)* 

IX).  Transmitter  modifications  should  be  minimal  (p.  70)  - 

11.  The  convenience  of  broadcasters  is  not  as  important  as  the  con¬ 
venience  of  the  public  (p.  70). 
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12.  The  system  should  have  subsidiary  uses  (p.  71)* 

13*  No  subsidiary  use  should  be  made  of  the  alert  signal  (*..  71). 

14.  The  duration  of  the  alert  signal  required  to  unmute  receivers 
should  be  1  to  2  seconds  (p.  71)* 

15.  The  ability  to  transmit  an  unmuting  signal  and  a  warning  message 
simultaneously  is  a  desirable  feature  (p.  71)* 

16.  Subsidiary  use  can  provide  needed  testing  of  the  system  (p.  71)- 
A. 2  PHILCO  RETIREMENTS 

1.  It  is  desirable  that  the  system  have  subsidiary  uses  (pp.  73> 

76,  77). 

2.  Public  acceptance  of  the  system  is  desirable  (p.  73). 

3*  Receivers  should  be  simple  (p.  74). 

4.  Receivers  should  be  reliable  (pp.  74,  76). 

5.  The  system  should  provide  a  minimum  of  complexity  for  broadcast 
station  operating  personnel  (p.  76). 

6.  No  subsidiary  use  should  be  made  of  the  alert  signal  (pp.  79,  83). 

7.  Transmitter  modifications  should  be  minimal  (p.  83). 

8.  Notch  filters  should  not  be  used  at  any  frequency  (p.  83). 

9>  Security  from  false  alarms  is  a  basic  requirement  (p.  83). 

DO.  Signal  insertion  at  transmitters  is  not  desirable  (p.  83). 

11.  The  same  system  should  be  used  for  AM,  FM,  and  TV  (p.  83). 

12.  An  audible  alert  tone  is  desirable  (p.  84). 

13*  Latching  is  undesirable  (p.  84). 

14.  Full  modulation  for  the  alert  signal  and  warning  message  is 

desirable  (p.  84). 

■*  ■'*—  • 

15.  Interference  with  BRECCM  la  undesirable  (p.  85). 

16.  Frequency  modulation  (IN)  is  undesirable  (p.  85). 
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17*  Susceptibility  to  Jamming  la  undesirable  (p.  86). 

18.  Square -wave  modulation  la  desirable  for  the  alert  signal  (p.  87). 

19.  Manual  remuting  Is  undesirable  (p.  87). 

20.  Two  alert  signals  are  desirable,  one  for  emergency  and  one  for 
subsidiary  use  (p.  88). 

21.  A  continuous  subaudlble  frequency  is  desirable  for  unmuting 

(p.  88). 

22.  The  audible  alert  signal  should  last  a  minimum  of  15  seconds 

(p.  88). 

23.  The  alert  tone  should  be  between  to  and  1,000  Hz  (p.  88). 

A.  3  OK  REQUIREMENTS 

1.  Security  from  false  alarm  la  a  basic  requirement  (p.  l4) . 

2.  A  subaudlble  unmutlng  signal  la  desirable  (p.  l4). 

3.  Controlled  or  automatic  remuting  la  desirable  (p.  l4). 

4.  The  same  system  should  be  used  for  AM,  FM,  and  TV  (p.  14). 

5.  A  nonlatching  system  la  desirable  (p.  l4). 

6.  Alert  signal  activation  equipment  should  be  located  at  broadcast 
studios  (p.  l4). 

7*  Alerts  should  be  pretaped  (p.  l4). 

8.  Raucous  tones  are  undesirable  for  alerting  (p.  14) . 

9*  Transmitter  modifications  should  be  minimal  (p.  14). 

10.  The  system  should  not  Interfere  with  BRBCCM  (p.  14). 

11.  The  receiver  should  be  sliqple  (p.  14). 

12.  A  continuous  latching  signal  ii  desirable  (p.  l4) . 

13.  Modulation  levels  of  the  alert  signal  should  not  be  critical  (p. 

14.  Alert  signal  frequency  tolerances  Miould  not  be  critical  (p.  14) . 
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A. 4  ZENPM  REQUIREMENTS 

1.  Single  tone  systems  do  not  have  inherently  adequate  security 
against  false  alarm  (p.  27). 

2.  The  same  system  should  he  used  for  AM,  FM,  and.  TV  (p.  27 ) • 

3.  Frequency  modulation  (JM)  for  standard  broadcast  stations  (AM) 
is  not  desirable  (p.  27). 

4.  Controlled  or  automatic  unlatching  is  an  undesirable  feature 
(pp.  29-30). 

5.  A  system  using  only  /M  stations  is  desirable  (p.  33)* 

6.  Receivers  should  be  transistorized  (pp.  34-35). 

7*  Security  against  false  alarms  is  a  basic  requirement  (p.  37). 

8.  The  duration  of  the  alert  signal  required  to  unmute  receivers 
should  be  between  2  and  3  seconds  (p.  39)  • 

9>  A  latching  system  is  desirable  (p.  4l). 

10.  Different  alert  tones  should  be  used  for  nuclear  attack  and 
natural  disaster  (pp.  43,  45). 

12.  Pretaped  alert  signals  are  not  desirable  (p.  44). 

12.  The  alerting  tone  should  be  between  500  and  1,000  HZ  (p.  44). 

13.  Square-wave  modulation  should  be  used  for  the  alert  signal 
(p.  44). 

14.  Alert  signal  insertion  should  be  at  broadcast  studios  (p.  27). 


A.  5  WHAS  REQUIREMENTS 

1.  The  system  should  be  used  and  maintained  daily  to  Insure  readiness 
for  alert  (p.  17). 

2.  The  system  should  be  tested  weekly  (p.  17). 

3.  No  subsidiary  use  should  be  made  of  the  alert  signal  (p.  17). 

•  r*  f  >  *  /  ,*  ,/  ,,}  ;  f 

4.  Two  tones  should  be  used  to  increase  reliability  —  one  for 
unmuting,  a  second  for  the  alert  (p.  17). 
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5-  Square -vave  modulation  should  be  used  (p.  lfi). 

6.  Automatic  remuting  or  remutlng  from  the  transmitter  are  undesirable 
(p.  lfi). 

7.  The  same  system  should  be  used  for  AM,  FM,  and  TV  (p.  lfi). 

8.  Frequency  modulation  (FM)  of  standard  broadcast  modulated 
transmitters  (AM)  is  not  feasible  (p.  18). 

9*  A  sub  audible  unmuting  signal  is  undesirable  (p.  18). 

IX).  Notch  filters  should  not  be  used  at  any  frequency  because  they 
degrade  normal  transmission  (p.  19)  • 

11.  All  alerts  should  be  pretaped  to  minimize  the  complexity  of 
action  by  broadcast  station  operating  personnel  (p.  19) . 

12.  An  audible  alert  tone  is  desirable  (p.  19).  . 


A. 6  VMT  REQUIREMENTS 


1.  The  system  should  not  require  modification  of  transmitters  (p.  21). 

2.  The  same  system  should  be  used  for  AM,  FM,  and  TV  (p.  21). 

3*  The  alert  signal  activation  equipment  should  be  located  at 
broadcast  studios  (pp.  21-22). 

4.  The  alert  signal  should  be  distinctive  (p.  22). 

5.  The  alert  signal  should  be  subject  to  transmission  over  any  audio 
ccmnunlcations  link  (p.  22). 

6.  The  alert  signal  frequency  should  be  between  200  and  2, 500  Hfc 

(p.  22). 

7*  The  same  alert  signal  should  be  used  for  nuclear  attack  and 
natural  disaster  (p.  22). 

8.  All  alerts  should  be  pretaped  to  minimize  the  complexity  of 
action  by  broadcast  station  operating  personnel  (p.  23) . 
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CHAPTER  SIX 

PROBIHC  OF  PREDICTI1VO  RECEIVER  RELIABILITY 


1.0  IRTRCDUCTIOW 

This  chapter  contains  a  discussion  of  the  use  (and  misuse)  of  probabilistic 
models  for  predicting  the  false -alarm  reliability  of  receivers  for  the  Radio 
Warning  System.*  The  need  for  a  discussion  of  this  subject  has  been  shown 
as  a  result  of  an  examination  of  two  such  probabilistic  models  derived  by 
corporate  members  of  the  Rational  Industry  Advisory  Committee  (HIAC)  Systems 
Analysis  Ad  Hoc  Subcosmittee.2  One  of  the  models  was  devised  by  the  Radio 
Receiver  Department  of  General  Electric  Company  and  the  other  by  Fhllco 
Corporation. 


2.0  CCWCLOBICMB  AW?  HECOM5HDATIOHB 

The  General  Electric  model  contains  several  critical  errors  of  mathematical 
detail.  More  Important,  however,  both  the  General  Electric  and  the  fhllco 
models  may  be  in  error  on  more  basic  grounds.  The  aim  of  the  discussion  is 
twofold:  first,  to  point  out  previous  analytical  errors  in  order  that  they 
will  hopefully  not  be  made  in  the  future;  second,  to  show  sane  of  the  com¬ 
plexities  inherent  in  the  problem  of  predicting  the  likelihood  of  false 
alarms  caused  by  program  material  in  the  absence  of  empirical  data  upon  which 
to  base  such  prediction.  It  is  recommended  that  either  such  empirical  data 
be  obtained  or  that  attempts  at  such  prediction  through  mathematical 
be  avoided  in  the  future. 


3.0  MATHEMATICAL  MCDELB  ARP  FALSE  ALARMS 

The  current  desire  for  rational  planning  within  government  and  Industry  has 
led  to  great  importance  being  placed  on  the  use  of  mathematical  techniques 
for  establishing  a  basis  for  decision-making.  If  mathematical  methods  are  to 
be  used  in  this  way,  the  mathematician  who  lays  the  decision -making  ground¬ 
work  must  not  betray  the  mathematically  unskilled  dec  is  loo.  maker  by  making 


1.  This  chapter  replaces  Some 
which  was  originally  published 


on  Prsdictl 


Receiver  Bellabillt 
ited  3  EeoSEer 


2.  Federal  Communications  Commission,  Rational  Industry  Advisory  Committee 
(Systems  Analysis  Ad  Hoc  Coaaittee) ,  Chairman’s  Report  of 
of  Inergency  Alerting  bystems  for  Use  With  13 tan 
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faulty  assumptions  or  by  allowing  errors  to  mar  his  work.  A  mathematical  - 
model  of  a  real  process  Is  only  as  valid  as  the  assumptions  upon  which  It  Is 
based,  and  the  assumptions  are  valid  only  to  the  extent  that  they  reflect 
the  process  they  are  attempting  to  model.  Often  it  Is  valid  to  make  relatively 
simple  assumptions  In  order  to  make  the  manipulation  of  the  model  easy  because 
no  one  will  suggest  that  extremely  complex  processes  must  be  reflected  In 
greater  detail  than  Is  necessary  to  determine  the  behavior  of  the  critical 
parameters  which  sure  being  examined;  before  such  simplifying  assumptions  can 
be  made,  however,  one  must  have  an  appreciation  of  the  complex  interrelation* 
ships  that  really  exist,  but  which  are  being  ignored  In  the  model.  In  the 
problem  at  hand,  that  of  predicting  the  likelihood  of  receiver  false  alarm, 
two  broad  areas  of  Interrelationships  between  parameters  are  not  frown  fully. 
First,  the  relative  Impact  of  such  characteristics  of  broadcast  program 
material  as  frequency,  amplitude,  and  duration  on  the  likelihood  of  false 
alarms  is  not  clear;  therefore,  it  Is  not  possible  to  assign  weighting  factors 
to  these  parameters  with  any  degree  of  assurance.  Second,  the  degree  to  which 
the  characteristics  mentioned  above  are  mutually  related  In  the  likelihood  of 
their  assuming  certain  values  is  not  known.  One  thing  appears  clear,  there 
are  dangers  present  in  treating  program  material  as  a  random  process.  Music 
and  speech  consist  of  organized  patterns  of  sound,  and  more  analysis  remains  to 
be  done  before  the  effect  of  this  organization  on  receiver  performance  can  be 
understood. 

With  these  difficulties  to  be  faced,  what  courses  are  open  to  OCD  in  deter¬ 
mining  the  receiver  to  be  used  In  the  Radio  Warning  System?  There  appear  to 
be  two,  and  they  are  mutually  exclusive.  The  first  Is  to  explore  the  unknown 
areas  mentioned  above  in  order  to  provide  sufficient  empirical  knowledge  of 
the  basic  parameters  Involved  to  enable  a  valid  reliability  model  to  be 
devised.  The  second  Is  to  forego  any  appeal  to  such  mathematical  justification 
for  the  reliability  of  one  receiver  over  the  other  and  Instead  base  such 
decisions  on  an  appeal  to  common  sense.  No  claim  Is  made  here  for  the  rela¬ 
tive  merits  of  either  course  of  action.  Rather  it  Is  urged  that  one  or  the 
other  be  adopted  In  order  to  avoid  a  situation  where  lip  service  Is  paid  to 
the  fact  that  reliability  models  are  really  oversimplified  and  not  to  be 
trusted,  while,  at  the  same  time,  such  models  are  used  because  they  seem  to 
fortify  a  position  which  is  being  taken  for  other  reasons. 


4.0  ANALXBIS  OF  THE  GENERAL  1UCTRIC  MODEL  TOR  FALSE  ALARM  RELIABILITY 

As  part  of  its  activity  for  the  Systems  Analysis  Ad  Hoc  Subcommittee  of  NIAC, 
General  Electric  prepared  a  mathematical  analysis  of  the  probability  of  a 
false  alarm  as  a  function  of  broadcast  program  material.  This  mathsmatical 
analysis,  or  model,  has  been  found  to  contain  several  errors.  Two  of  than 
involve  mistaken  analytical  assumptions,  one  an  error  In  the  manipulation  of 
certain  terms  which  has  a  critical  effsct  on  the  result  of  the  analysis. 
Because  of  one  of  the  analytical  errors,  the  assumption  that  the  three  para¬ 
meters  used  axe  statistically  Independent,  it  Is  believed  that  the  entire 
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nodal  la  Invalid*  Nevertheless,  In  order  to  show  the  effect  on  the  results 
of  such  an  analysis  of  mathematical  errors  of  detail,  an  attempt  has  been 
made  to  "correct"  the  model  and  recalculate  the  results  originally  obtained 
by  General  Electric. 


The  error  of  manipulation  mentioned  above  is  found  in  the  derivation  of  the 
probability  that  a  given  tone  will  be  sustained  longer  than  the  time  constant 
of  the  time  delay  circuit  in  the  receiver.  The  frequency  function  used  to 
find  this  probability  Is  given  as 

/ 

0  for  t  <  0 


f(t)  -  /  tat 


for  0  <  t  < 


for  t  > 


1 

% 


1 

In  going  from  the  frequency  function  above  to  the  probability  distribution 
function  that  gives  the  probability  that  a  tone  vill  last  longer  then  t  ■  T 
seconds,  it  Is  necessary  to  integrate  the  frequency  function  and  evaluate  the . 
constant  h. 


and 
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In  hi*  derivation  of  this  last  probability,  the  GE  analyat  arrived  at  the 

answer 


[t>e  .  £# 

it»3 


which  Is  clearly  In  error  as  an  evaluation  of  the  integral  will  show. 


f It  1 

J?  ? 


That  the  correction  of  this  error  results  In  a  faulty  conclusion  In  evaluating 
the  perfbxnsnce  of  a  receiver  Is  nov  evident.  As  used  by  General  Electric, 

T 

the  probability  derived  above  Is  multiplied  by  the  factor  ^  to  obtain  Pg, 

the  probability  that  a  tone  or  tones  will  last  longer  than  the  on  time 
constant  of  the  receiver*  The  constant  0.3  is  used  because  it  is  the  assusMd 
average  tine  for  the  appearance  of  a  new  tone.  Therefore,  for  a  receiver 

T 

with  time  constant  T,  there  will  be  ^  trials  during  the  period  T  which  can 

cause  the  tine  delay  circuit  to  charge  up.  The  result,  in  the  General  Electric 
analysis  is  as  follows: 


0.685  m  .0*5 
Hr 


On  the  other  hand  the  value  of  obtained  with  the  "corrected"  version 
derived  above  is 


2.67 

TOT 


556 
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Hote  that  the  result  lc  a  constant.  Since  Pj  purports  to  measure  the  proba¬ 
bility  that  a  tone  will  last  longer  than  the  time  constant  of  ths  receiver, 
and,  since  P^  is  Independent  of  that  time  constant,  then  one  of  two  situations 

must  be  present;  either  time  delay  is  unnecessary  in  the  receiver  or  the 
analysis  Is  in  error*  Since  the  former  conclusion  is  not  reasonable  on  the 
grounds  of  logic,  the  latter  must  be  the  case. 

It  is  apparent  from  the  expression  for  P^  reached  in  the  General  Electric 

analysis,  that  the  probability  of  a  tone  lasting  longer  than  the  time  constant 
of  the  receiver  is  much  smaller  than  a  proper  evaluation  of  the  frequency 
distribution  based  upon  the  underlying  assumptions  would  indicate.  It  is 
apparent  that  a  second  error  was  also  made  in  the  derivation  of  P^.  This 

error  involves  the  multiplication  of  the  quantity  derived  from  the  frequency 
T 

function  by  .  The  General  Electric  analysis  states  that  this  multipli¬ 
cation  is  necessary  since,  in  the  time  T,  tones  will  enter  the  receiver  at  the 
rate  of  one  every  0.3  seconds  and,  therefore,  will  have  to  be  tested  by  the 
detection  circuitry  to  determine  if  they  are  in  fact  control  tones  transmitted 
to  activate  the  receiver.  This  reasoning  is  false.  P?  represents  the 

probability  that  any  given  tone  will  be  sustained  longer  than  the  value  t  ■  T. 
In  a  like  manner,  PM  and  P?  are  the  probabilities  that  a  given  tone  will  have 

the  proper  modulation  level  and  will  lie  in  the  proper  frequency  band.  There¬ 
fore,  the  Joint  probability  of  the  three  occurrences,  determined  again 
erroneously  by  General  Electric  to  be  the  product  of  the  three  separate 
probabilities,  gives  the  probability  that  a  given  tone  will  last  longer  than 
the  critical  time  T,  will  have  the  proper  modulation  level,  and  will  lie  in 
the  proper  frequency  band.  Once  this  quantity  is  obtained,  one  can  worry  about 
how  many  tones  will  enter  the  receiver.  This  process  is  carried  out,  this 
time  correctly  by  General  Electric,  in  the  expression  for  the  duration  of 
expected  false-alam-free  operation  for  the  receiver: 


It  has  been  argued  that  even  though  the  numerical  results  of  the  General 
Electric  analysis  are  in  error,  the  ranking  of  the  tested  receivers  will 
remain  the  same  after  the  formulas  are  corrected.  This,  however,  is  not  the 
case.  In  the  erroneous  expression  fbr  ?T,  given  by  General  Electric,  PT 

varies  inversely  as  the  square  of  the  time  constant.  (It  varies  with  the 
square  only  because  of  the  second  error  in  the  analyses.  If  that  error  had 
not  been  made,  it  would  have  varied  inversely  with  the  cube  of  the  time 
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constant.)  It  should  vary  Inversely  as  the  first  power  of  the  time  constant. 
This  has  aa  affect  on  the  relative  ranking  of  the  Philco  and  Zenith  receivers. 
In  the  General  Electric  ranking,  the  Philco  receiver  had  the  second  longest 
expected  duration  of  false  -alarm-  free  operation;  Zenith,  the  third.  It  is 
apparent  that  the  reason  for  this  ranking  was  the  short  time  constant  of  the 
Zenith  receiver,  the  effect  of  which  far  outweighed  In  the  analysis  the  wider 
bandwidth  used  to  filter  out  the  control  tones  In  the  Philco  receiver.  To 
demonstrate  that  this  change  In  ranking  does  occur,  two  sets  of  results  were 
recalculated  using  modified  fonts  of  the  General  Electric  model.  In  the  first 
recalculation,  the  only  change  was  to  substitute  the  correct  font  of  the 
Integral  for  P_  Into  the  expression  for  P.  As  mentioned  above,  if  this 
substitution  IS  carried  out,  the  value  of  P_  remains  constant  (P_  ■  *336). 

was  removed  from  the  expression  for 

PT  In  order  to  "correct"  the  second  error  made  by  General  Electric.  If  this 
is  done,  P^  becomes  a  function  of  the  reciprocal  of  T. 


Table  6-1  shows  the  results  of  these  recalculations. 

Table  6-1.  A  Comparison  of  Results  Obtained  with  the  Uncorrected  and 
"Corrected"  General  Electric  False  Alans  Analysis 


Receiver 

Expected  Duration  of  Fslse-Alaxm-Free  Operation 

PT  -  .OkQ/T2 
Original  GE 

Pj  -  .556 
First  Modifi¬ 
cation 

P  -  .167/P 
Second  Modifi¬ 
cation 

CBS 

12  hours 

13  minutes 

13  minutes 

Philco  * 

1,300,000  days 

12  hours 

786  days 

Zenith  * 

990,000  days 

271  days 

2,710  days 

GS 

6,300,000  days 

fc88  days 

lto,000  days 

.. 

*  Order  reversed  between  first  analysis  and  other  analyses. 


© 


31  January  1966 


6-7 


TM-L-1960/090/00 


5.0  CRITIQUE  OF  ASSUMPTIONS 

The  results  shown  above  indicate  more  than  that  an  error  can  yield  faulty 
results*  They  show  the  critical  nature  of  weighting  factors  in  a  mathematical 
expression  such  as  was  used  in  this  analysis.  In  the  original  General  Electric 
model,  the  time  constant  of  the  receiver  was  implicitly  weighted  more  heavily 
because  of  the  squared  quantity  in  the  denominator.  This  increased  weighting 
factor  was  sufficiently  important  to  result  in  a  receiver  with  filters  of 
very  large  bandwidth  being  rated  better  than  one  with  filters  of  a  much 
narrower  bandwidth.  Nov,  it  may  be  true  that  the  length  of  time  over  which 
the  signal  is  integrated  is  more  important  than  the  bandwidth  of  the  filters 
in  determining  the  false  alarm  probability  of  a  given  signaling  technique, 
but  if  it  is,  it  is  not  because  a  mathematical  formula  says  so.  Rather,  the 
reverse  is  true.  The  mathematical  formula  must  reflect  what  has  been  deter¬ 
mined  to  be  true  after  an  empirical  analysis  has  been  made  of  the  noise  and 
program  material  to  which  the  receiver  will  be  subjected.  The  analysis  made 
by  Philco  for  the  NIAC  Systems  Analysis  Ad  Hoc  Committee  also  involves 
weighting  factors,  but  in  their  attempt  io  'be  fair,  Philco  assigns  all 
weighting  factors  a  value  of  one.  The  question  arises  as  to  whether  this  is 
more  valid.  The  answer  remains  that  one  cannot  be  sure  without  proper 
empirical  evidence  upon  which  to  base  a  decision. 

It  was  mentioned  above  that  the  General  Electric  analysis  erroneously  states 
that  the  probability  of  the  occurrence  of  a  tone  which  has  the  proper  time 
duration,  modulation  level,  and  frequency  equals  the  product  of  the  probabil¬ 
ities  that  a  tone  will  have  these  three  characteristics  separately.  To  see 
that  this  is  an  erroneous  conclusion,  we  must  discuss  the  concepts  of  statis¬ 
tical  dependence  and  independence.  The  statement  that  the  probability  of  the 
joint  occurrence  of  A  and  B  equals  the  product  of  the  probability  of  the 
occurrence  of  A  and  the  probability  of  the  occurrence  of  B  is  true  If  and 
only  if  A  and  B  are  independent  events.  In  other  words,  the  occurrence  of  A 
must  not  be  affected  in  any  way  by  the  occurrence  of  B  and  vice  versa.  The 
question  as  to  whether  the  time,  amplitude  and  frequency  of  a  given  tone  are 
independent  naturally  arises.  The  answer  must  be  that  we  do  not  know,  but 
that  It  Is  not  likely  that  they  are  independent.  As  mentioned  previously, 
music  and  speech  are  organized  patterns  of  sound.  An  examination  of  music, 
for  instance,  indicates  that  in  the  more  serious  types  of  compositions,  low 
frequency  notes  have  a  greater  probability  of  being  sustained  for  a  longer 
time  than  do  higher  frequencies.  The  same  may  be  true  for  other  types  of 
music  as  well.  In  the  upper  frequency  ranges,  there  is  a  tendency  for 
transient  tones  to  appear  not  only  as  overtones,  but  as  coaiponeats  of  impulse 
sounds.  This  leads  to  a  strong  suspicion  that  the  probability  of  a  tone 
being  sustained  beyond  a  given  length  of  time  is  dependent  upon  frequency. 

It  also  leads  to  a  question  of  whether,  as  claimed  by  its  authors,  the 
General  Electric  analysis  really  established  a  worst  case  enrlroosent  for 
the  receivers  which  are  controlled  by  low  frequency  tones.  As  long  as  the 
three  parameters  are  treated  independently,  an  assumption  that  all  frequencies 
are  apt  to  occur  with  equal  probability  Is  in  fact,  laamterl&l  since  the 
correlation  between  the  parameters  is  not  considered  at  all. 
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Om  can  also  derive  Intuitively  a  suspicion  that  the  modulation  lsvel  is 
dependant  upon  frequency,  hut  such  suspicions  are  only  based  on  Intuition. 
They  cannot  he  Incorporated  into  a  mathematical  expression  for  reliability 
until  the  exact  nature,  If  any,  of  the  Independence  Is  known.  This  will 
require  extensive  analysis  of  all  types  of  prograa  material  found  in 
broadcasting. 
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CHAPTER  SEVER 

A  TECHNIQUE  TOR  PREVENTING  PROGRAM  MATERIAL 
FROM  FAIflELY  ACTIVATING  HOME  RECEIVERS 


1.0  INTRODUCTION 

It  is  the  purpose  of  this  chapter  to  present  a  method  for  preventing  a  broad¬ 
cast  station  from  ever  transmitting  demuting  signals  to  radio  warning  receivers 
tuned  to  it  during  normal  broadcast  operations,  while  at  the  same  time  this 
proposed  method  removes  the  objections  that  station^owners  would  have  to 
use  devices  that  would  degrade  their  transmissions. 


2.0  CONCLUSIONS  AND  RECOtfENDATIOnS 

The  technique,  described  below,  uses  notch  filters  to  remove  the  demoting 
tones  from  broadcast  material.  The  technique  overcomes  the  objections  of 
broadcasters  by  inserting  the  notch  filters  dynamically  into  the  station 
programing  line  only  when  the  demuting  tones  appear  for  a  long  enough  period 
of  time  to  threaten  a  false  alarm.  If  a  valid  warning  is  required,  the  notch 
filters  would  be  removed  from  the  programing  line,  again  dynamically,  before 
the  demuting  tones  were  transmitted.  Thus,  the  notch  filters  would  be  in  the 
programing  line  only  so  long  as  they  were  needed  to  prevent  a  false  alarm 
and  would  not  degrade  the  quality  of  normal  program  material.  It  is 
recommended,  therefore,  that  all  future  planning  for  the  Radio  Warning  System 
Include  the  dynamically  controlled  filtering  technique  described  below. 


3.0  DYNAMICALLY  CONTROLLED  NOTCH  FILTER 

One  of  the  more  difficult  problems  of  the  Radio  Warning  System  to  be  solved  is 
the  design  of  a  secure  unmuting  circuit  for  a  warning  receiver  which  operates 
in  the  commercial  broadcast  band.  This  circuit  must  be  made  Impervious  to  the 
high-level  audio  modulation  of  relatively  unknown  spectral  content  that  exists 
in  program  material.  A  practical  solution  to  this  problem  was  suggested  by 
some  members  of  the  Rational  Industry  Advisory  Coemittee  (BIAC) .  This  was  to 
use  notch  filters  at  the  commercial  broadcast  transmitter  to  prevent  the 


1.  This  chapter  replaces  A  Suggestion  for  Preventing  Program  Material 
Falsely  Activating  Radio  Warning  Home  Receivers,  which  was  originally” 
pudfshmTal  W-E liW/SdJ/MVlal -  ' 


ited  4  February  1965* 
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unmuting  signal  from  ever  being  transmitted  to  the  home  receiver.1  This 
solution  is  basically  sound  as  It  attacks  the  problem  at  its  source  and  makes 
unnecessary  an  involved  analysis  to  select  frequencies  that  have  a  low 
probability  of  being  present  in  program  material.  There  is  a  basic  drawback 
of  this  solution,  as  was  pointed  out  by  one  member  of  the  comnlttee,  0.  W.  Towner, 
Director  of  Engineering  for  station  WHAS,  Louisville,  Kentucky.  This  is  the 
objection  that  the  use  of  notch  filters  degrades  the  quality  of  the  broadcast 
material  and  that  "most  stations  would  seriously  object  to  the  degradation 
they  create.”2  Whether  or  not  the  degradation  is  substantial  can  be  argued 
pro  and  con,  but  it  is  doubtful  if  station  owners  could  ever  be  convinced  that 
any  degradation  is  not  serious .  In  any  program  requiring  voluntary  partici¬ 
pation  in  a  Radio  Warning  System  this  would  be  a  serious  hurdle  to  overcome. 

It  would  seem  that  the  use  of  notch  filters  to  prevent  false  activation  of 
home  receivers  might  create  more  problems  than  it  solves,  especially  since 
proof  is  lacking  that  program  material  does  contain  the  combination  of  tones 
to  unmute  the  receivers. 

In  order  to  increase  signaling  security,  use  is  made  of  the  signal  Integration 
feature  of  the  home  receiver.  In  order  to  prevent  activation  on  noise 
bursts  and  short-duration  sequences  of  program  material  that  contain  the 
unmutlng  tones,  the  home  receivers  will  delay  activation  until  the  tones 
persist  for  same  nominal  period  of  time.  Ten  seconds  has  been  mentioned 
as  a  reasonable  delay  period.  The  same  unmuting  circuit  that  is  used  in 
the  home  receiver  could  be  installed  at  the  broadcast  station  to  monitor 
t?je  program  line.  The  delay  time  of  this  monitor  circuit  could  be  made 
somewhat  shorter  than  the  delay  time  of  the  home  receivers  so  that  it  will 
operate  before  the  home  receivers  have  had  time  to  unmute.  When  the  time 
delay  of  the  monitor  has  been  overcome,  it  will  activate  not  an  unmutlng 
gate,  but  a  switch  to  insert  a  notch  filter  in  the  program  line  and  remove 
the  activating  signals  from  the  program  material  being  broadcast.  The 
discharge  time  of  the  monitor  circuit  could  be  made  long  enough  to  retain 
the  filter  in  the  program  line  until  the  home  receiver  delay  circuits  have 
been  completely  discharged.  This  method  would  effectively  prevent  any 
combination  of  tones  that  might  contain  the  activating  signals  from  being 
broadcast  for  a  sufficient  length  of  time  to  activate  the  home  receivers. 

As  the  notch  filter  will  only  be  switched  in  when  the  program  material 
contains  tones  that  could  causa  false  alarms,  station  owners  could  hardly 
take  the  position  that  their  legitimate  program  material  was  being  degraded. 

To  argue  otherwise  would  place  them  in  the  untenable  position  of  maintaining 
their  right  to  initiate  false  alarms.  As  reasonable  precautions  will  already 


1.  Federal  Coamunicatlona  Commission,  Rational  Industry  Advisory  Committee 
(Systems  Analysis  Ad  Hoc  Committee),  Chairman's  Report  of  Ccyaratlve  Analysis 
of  Emergency  Alertinj~gystema  for  Use  With  Standard,  FK  acd  RlsTlslon 
IflUU  15  May  15557  P*  68* 


2.  Ibid.,  p.  19. 
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have  been  taken  to  devise  unnut  log  tone  sequences  that  have  an  extremely  low 
probability  of  existing  In  nomal  program  material,  activation  of  the  monitor- 
operated  filter  svitch  should  be  infrequent .  To  insure  that  the  filter  will 
not  be  exit  died  into  the  program  line  vhea  a  real  alert  is  being  broadcast, 
the  switch  that  connects  the  OCD  warning  equipment  to  the  transmitter  should 
be  inserted  in  the  program  line  on  the  transmitter  side  of  the  program  monitor. 

She  cost  of  this  device  should  be  relatively  low  as  the  sensing  circuitry 
is  almost  identical  to  the  demuting  circuitry  of  the  home  receiver,  undoubt¬ 
edly  the  most  expensive  components  would  be  the  notch  filters.  This  device 
could  be  installed  at  all  broadcast  stations  used  in  the  Radio  Warning  System 
regardless  of  the  type  of  receiver  finally  chosen  and  would  eliminate  one 
potential  source  of  false  activation  signals.  It  would  have  no  effect, 
unfortunately,  on  interfering  signals  from  other  sources  or  from  remote  noise 
sources,  but  this  is  believed  to  be  a  lesser  problem  than  that  presented  by 
program  material. 

An  advantage  of  using  this  method  is  that  it  is  completely  Independent  of 
the  characteristics  of  the  home  receiver  that  will  ultimately  be  chosen  for 
implementation,  except  that  the  notch  filters  must  be  designed  to  suppress 
the  particular  tones  used  for  activation.  It  will  improve  the  reliability 
against  false  alarm  of  any  type  of  receiver  and  will  do  so  at  a  reasonable 
cost. 
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CHAPTER  EIGHT 

COHERENT  RECEIVER  DEVELOPMENT 


1.0  INTRODUCTION 


This  chapter  contains  a  review  and  summary  of  work  performed  in  developing 
secure  signaling  methods  for  demuting  home  warning  receivers.  *  This  effort 
evolved  from  an  investigation  of  receivers  developed  by  the  National  Industry 
Advisory  Committee  (NIAC).2  During  this  Investigation  a  deficiency  noted  in 
the  NIAC  evaluations  was  the  attempt  to  enhance  several  of  the  reports  with 
mathematical  analyses  based  on  unsupported  assumptions  about  the  noise  and  pro¬ 
gram  material  environments  of  the  proposed  receivers.  A  thorough  discussion 
of  the  risks  that  beset  the  use  of  this  approach  are  presented  in  another 
chapter^  and  will  not  be  further  elaborated  here.  It  is  sufficient  to  say 
that  the  attempts  to  derive  quantitative  figures  of  merit  for  the  NIAC 
receivers  by  a  rigorous  analysis  of  the  circuit  parameters  have  been  thwarted 
by  lack  of  adequate  information  on  the  distribution  of  noise  in  the  broadcast- 
frequency  band.  Also  lacking  was  any  information  on  the  time,  duration,  and 
frequency  of  tones  that  exist  in  commercial  broadcast  program  material.  It 
Is  believed  that  such  data  are  nonexistent  in  the  form  needed  for  a  proper 
analysis  of  the  effects  of  program  material  on  receiver  demuting  circuitry  and, 
furthermore,  that  any  effort  to  collect  adequate  data  would  be  time  consuming, 
costly,  and  inconclusive.  The  presumption  was  that  any  attempt  to  evaluate 
receiver  susceptibility  to  false  alarm  would  inevitably  be  based  upon  an 
Intuitive  judgement  of  the  effects  that  signals  from  these  extraneous  sources 
would  have  on  the  receiver  circuitry.  Rather  than  attempting  to  apply  intuitive 
judgement  to  constructing  a  model  of  the  noise  environment  which  could  not  be 
justified  by  correlation  with  empirical  data,  it  was  decided  to  study  the 
possibility  of  developing  demuting  circuitry  which  would  respond  only  to  unique 
signals  that  would  not  normally  be  produced  by  either  natural  or  man-made 
sources. 


2.0  CONCLUSIONS  AND  RECOMMENDATIONS 

While  only  part  of  the  circuit  described  below  has  been  breadboarded  and  tested, 
it  is  believed  that  its  principle  is  sound  and  offers  the  real  possibility  of 
improving  the  false  alarm  characteristics  of  the  radio  warning  receiver.  As 
comparative  costing  figures  are  still  not  available,  it  is  not  possible  to  place  a 

Y.  tfhis  chapter  replaces  Coherent  Receiver  Development,  which  was  originally 
published  as  TM-L-I960/025/OO,  dated  ll  February  1965- 

2.  Chapter  Five,  "Review  and  Analysis  of  NIAC  Signaling  Methods." 

3.  Chapter  Six,  "Problems  of  Predicting  Receiver  Reliability." 
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dollar  value  on  the  coats  of  this  design;  however,  the  number  and  types  of 
components  vised  are  comparable  to  those  used  In  the  conventional  two-tone 
demutlng  circuit  currently  under  development  for  OCD,  and  It  Is  believed  that 
the  costs  should  be  In  the  same  range.  More  development  work  needs  to  be 
done  to  prove  out  the  operation  of  this  circuit,  but  It  la  believed,  that  such 
an  effort  would,  be  worthwhile  to  the  Radio  Warning  Program.  It  la  reccnmnded, 
therefore,  that  such  developmental  work  be  undertaken. 


3.0  RECEIVER  SUSCEPTIBILITY  TO  FALSE  ALARM 


The  demutlng  circuitry  used  In  a  warning  receiver  nay  be  compared,  to  a  locked  box, 
which  may  be  opened  when  the  correct  key  la  used.  If  the  key  consists  of  tones 
which  may  exist  In  the  noise  or  program  environment  in  which  the  receiver  must 
operate,  then  there  la  a  finite  probability  that  the  box  will  unintentionally 
be  unlocked  at  some  time.  This  situation  la  not  necessarily  bad.  as  the  proba¬ 
bility  of  the  "key"  tones  being  present  in  the  right  form  and  for  a  sufficient 
length  of  time  may  be  extremely  low.  If  this  Is  3,  the  cost  advantage  offered 
by  simple  demutlng  circuitry  may  outweigh  the  advantages  of  devising  a  more 
secure  lock.  The  difficulty  arises  in  attempting  to  prove  that  the  above  proba¬ 
bility  la  actually  low.  Even  If  adequate  data  were  available  and  dmaonstreted 
that  selected  demutlng  tones  have  a  low  probability  cf  appearing,  the  dynamic 
nature  of  the  noise  environment  and  the  rapid  change  In  music  forme  end  recorded 
program  material  would  create  doubt  that  past  samplings  of  the  environment  are 
truly  representative .  In  addition,  the  purposeful  production  of  the  demutlng 
by  unscrupulous  persons  seeking  publicity  would  always  post  a  problem  If  no 
great  effort  la  required  by  them  to  produce  the  demutlng  tones.  These  consider¬ 
ations  point  to  the  uncertainty  that  will  always  confront  the  analyst  In  his 
attaapt  to  derive  a  quantitative  measure  of  the  susceptibility  of  the  home 
receiver. 

On  the  other  hand.  If  a  demutlng  signal  could  be  devised  that  is  not  normally 
produced  by  natural  or  man-made  noise  sources,  and  cannot  exist  In  program 
material,  the  receiver  would  be  secure.  If,  furthermore.  It  takes  special 
equipment  to  produce  the  demutlng  then  the  purposeful  production  of  the 

tones  by  unauthorised  persona  will  be  inhibited.  Of  course,  any  key  can  be 
duplicated  where  the  details  of  the  lock  are  a  matter  of  public  knowledge,  but 
the  use  of  such  a  key  would  laply  a  malicious  Intent .  A  legal  defense  based  on 
lack  of  intent  to  produce  a  false  alarm  would  be  difficult  to  prove.  This  makes 
the  policing  of  the  improper  usage  of  the  key  by  unauthorised  persona  much  easier. 


4.0  EVOLUTION  OF  THE  OOEEREBCY  CONCEPT 

Several  configurations  involving  special  usage  of  single  or  dual  tranmaltters 
with  particular  receiver  designs  were  investigated.  Elementary  breadboard 
models  were  constructed  in  some  instances  to  validate  the  concepts.  The  three 
most  noteworthy  of  these  early  designs  are  discussed  below  in  the  evolutionary 
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order  in  vhich  they  were  conceived.  These  various  configurations  are  considered 
to  he  technically  feasible,  hut  were  rejected  for  possible  application  in  the 
Radio  Warning  System  because  of  excessive  costs. 

4.1  TWO-TRANSMITTER  CONCEPT 

A  suggestion  was  made  to  util*  at  two  cooperating  radio  tranmnitters.  One  trans¬ 
mitter  could  he  a  comae rcial  broadcast  station.  The  second  transmitter  would 
he  tuned  to  a  frequency  differing  from  the  first  station's  frequency  by  the  inter¬ 
mediate  frequency  (i.f . ) .  The  local  oscillator  in  the  receiver  would  he  replaced 
by  a  radio  frequency  (r.f.)  stage  tuned  to  the  second  station. 

Without  a  local  oscillator,  the  receiver  would  he  muted.  When  the  secorl  station 
came  on  the  airy  it  would  provide  the  frequency  normally  provided  by  the  local 
oscillator  and  would  unmute  the  re  cel  sr.  Additional  security  could  he  provided 
by  a  single  resonant  reed  relay  and  the  transmission  of  a  denut ing  tone. 

While  this  technique  has  some  merit  from  the  standpoint  of  receiver  simplicity 
and  a  fair  degree  of  security  from  false  alarms,  it  la  cumbersome  and  expensive 
at  the  tranaaltter  end.  It  suffers  from  the  high  probability  of  signals  being 
present  at  the  second  tranaitter  frequency  during  the  nighttime  hours. 

4.2  TWO-STATION  COHERENT  SIGNAL  CONCEPT 

To  avoid  special  transmitter  requirements,  it  appeared  to  be  practical  to  uee 
any  two  radio  stations  located  in  a  given  city  to  tranalt  a  coherent  control 
signal.  The  stations  would  be  linked  by  telephone  line.  The  control  cods 
would  consist  of  a  single  low-frequency  tone  tranasltted  by  the  first  station, 
and  the  same  tone  phase  inverted  and  traneaitted  by  the  second  station.  The 
receiver  would  require  two  front  ends  up  to  the  first  audio  stage.  At  that 
point,  the  receiver  would  Invert  the  phase  of  one  signal  and  add  the  two  signals. 
All  lu-phase  transmission  from  the  two  stations  or  from  noise  would  cancel, 
while  out-of -phase  signals  would  add.  This  technique  results  in  a  mors  expensive 
receiver,  since  it  represents  almost  two  complete  receivers. 

4.3  SINGIjr  JTATICN  COHERENT  SIGNAL  CONCEPT 

The  audio  spectrum  above  and  below  the  voice  frequency  range  could  be  used  for 
transmission  of  the  receiver  unmuting  cods.  If  two  frequencies  such  as  5  kHz 
and  8  kHz  ware  selected  to  act  as  carriers  of  a  low-frequency  modulation  tone, 
such  as  90  Harts,  it  should  be  possible  to  transmit  the  asms  low  frequency  over 
these  two  carriers,  but  with  the  phase  of  one  modulation  inverted  with  respect 
to  the  other. 

If  modulation  of  the  higher  frequencies  were  to  occur  naturally  or  accidentally 
by  a  lower  frequency,  both  carrier  tones  would  be  modulated  in  phase.  There 
would  be  no  probability  of  modulating  the  8  kHz  tone  by  90  Hsrts  while  simul¬ 
taneously  modulating  the  5  kHz  tone  by  tbs  same  90  Harts  pbasa  shifted  100°.  In 
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an  attempt  to  breadboard  and  teat  this  concept,  it  v&a  realized  fran.  the  initial 
circuit  diagram  that  lta  coat  would  be  prohibitive  due  to  the  nvmber  of  hlgh-Q 
filter a  needed. 

In  an  atteiipt  to  reduce  coat,  a  circuit  design  vaa  attempted  using  only  one 
carrier  tone  to  carry  the  90  Hertz  modulation.  A  phase -shifted  90  Hertz  tone 
could  be  transmitted  directly  without  the  aid  of  a  carrier.  This  modification 
preserved  the  two-path  coherent  signal  concept  and  reduced  by  one -half  the 
number  of  filters  required.  It  was  apparent,  however,  that  the  design  was  still 
more  complex  and  more  expensive  than  the  simple  scheme  of  two  low-frequency 
resonant  reed  relays  operating  an  AND  gate. 


5.0  LQW-C03T  COHERENT  RECEIVER 

As  costing  figures  were  not  available  to  SDC  to  enable  comparison  of  SDC  receiver 
circuitry  costs  with  those  of  the  OCD  receiver,  relative  costs  were  estimated  on 
the  basis  of  the  number  of  extra  components  that  use  of  the  coherency  principle 
entailed.  The  previously  discussed  designs  all  were  considerably  more  complex 
than  the  OCD  receiver  and,  therefore,  considered  to  be  more  costly.  One  fact 
became  evident;  the  excellent  narrow  band  mechanical  filter  characteristics  of 
reed  relays  could  not  be  duplicated  at  comparable  costs  with  passive  or  active 
electronic  components.  It  was  decided  to  Investigate  the  possibility  of  applying 
the  coherency  principle  to  reed  relays  as  a  means  of  bringing  costs  down  to  an 
acceptable  level. 

During  preliminary  experimentation  with  resonant  reed  relays,  an  Important 
property  of  the  reed  was  noticed.  The  mechanical  motion  of  the  resonant  rued 
phase  locks  to  the  electrical  phase  of  the  deriving  frequency.  Uhls  relation¬ 
ship  is  maintained  with  high  stability  throughout  the  frequency  bandpass  of  the 
relay.  At  one  end  of  the  reed  motion,  momentary  contact  is  made  to  complete  an 
electrical  circuit  once  each  cycle  Ohe  duration  of  the  contact  closure  is  a 
function  of  the  placement  and  resiliency  of  the  member  supporting  the  fixed 
contact.  Closure  time  can  be  made  from  leas  than  1  percent  of  the  cycle  to  over 
10  percent  of  the  cycle.  Figure  8-1  illustrates  the  reed  contact  timing  with 
respect  to  the  electrical  phase  for  two  frequencies  within  the  bandpass  of  the 
relay.  The  reed  vibrates  at  the  frequency  of  the  driving  signal  and  maintains 
a  fixed  phase  relationship  to  the  phase  of  the  driving  signal.  Polarity  reversal 
of  the  leads  to  the  relay  driving  coll  results  In  contact  closures  on  the  nega¬ 
tive  peaks. 

While  the  normal  practice  is  to  avoid  harmonic  relationships  between  two  re¬ 
sonant  reed  relays  in  a  given  application,  the  technique  described  here  makes 
use  of  the  harmonic  relationship  in  a  special  way. 

Two  resonant  reed  relay*  were  obtained  having  frequencies  -  251.4  and  » 

303  Herts.  The  fi  frequency  relay  was  manufactured  by  Branco  Controls  Company 
and  had  about  a  10  percent  contact  closure  time.  The  relay  warn  obtained 
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from  tne  W.  S.  Dean  Company)  whose  product  is  used  primarily  for  model  airplane 
flight  control.  It  had  a  fixed  contact  resulting  in  contact  closure  time  of 
about  1  percent.  The  reed  plate  In  the  Dean  relay  had  provisions  for  eight 
reeds,  but  only  one  reed  was  used. 

Two  oscillators  were  connected  as  shown  in  Figure  8-2.  The  first  oscillator 
at  frequency  fg  synchronized  the  second  oscillator  at  frequency  through  a 

phase  shift  control  network.  The  timing  diagrams  of  Figure  8-3  show  the 
contact  closure  times  with  the  phase  shifter  set  at  -45  ,  0°,  and  4*43°.  It 
was  found  that  the  relative  phase  relationship  between  f^  and  fg  could  be  set 

at  will  to  any  desired  point.  The  shift  to  the  new  position  occurred  as 
rapidly  as  one  could  manually  turn  the  phase  control  potentiometer.  The 
relative  stability  of  reed  contact  closure  timing  between  reed  f^  and  fg  was 

excellent.  No  drift  or  relative  motion  occurred  over  a  several  hour  period. 

The  two  resonant  reed  relays  can  provide  the  functions  of  narrowband  frequency 
detection  and  phase  comparison.  With  these  characteristics  available,  it  was 
evident  that  an  information  channel  had  become  available. 

It  should  be  noted  that  while  harmonically  related  tones  were  used  in  the 
experimental  setup,  coherence  is  the  phenomenon  required.  Coherence  between 
switch  closures  of  two  reeds  can  also  be  produced  by  several  other  frequency 
relationships.  Coherence  exists,  for  example,  between  f^  and  fg  where  f^/2 

■  fg/3  or  f^/3  ■  f2Ai  however,  as  the  two  frequencies  approach  each  other, 

there  is  less  phase  angle  available  for  modulation.  A  timing  diagram  for  the 
f^/2*  fg/3  relationship  is  shown  in  Figure  8-4. 

Creation  of  a  relatively  secure  code  for  demiting  the  receiver  would  require 
,the  selection  of  frequency,  phase,  and  phase  modulation  characteristics  that 
could  not  occur  accidently  and  that  could  not  be  generated  by  two  musicians  by 
intent.  Sustained  tones  of  approximately  five-seconds  duration  do  not  occur 
in  dialogue,  therefore,  the  principal  source  of  falsing  signals  would  exist 
in  music  or  sound  effects.  Assuming  that  both  and  fg  are  present  for  the 

specified  time  delay,  both  reeds  would  operate  to  produce  a  train  of  switch 
closures*  Only  two  conditions  can  exist;  the  tones  are  phase  locked,  or  they 
are  not  phase  locked.  One  nay  reasonably  expect  to  find  in  music  and  sound 
effects  f^  and  fg  with  phase  drift  or  with  phase  lock;  and,  in  either  case, 

they  may  be  amplitude  or  frequency  modulated.  Frequency  modulation,  when 
caused  by  wov  or  flutter  In  a  tape  drive,  will  be  In  phase  for  both  tones. 
Relative  phase  modulation  of  f^  with  respect  to  fg  could  occur  between  two 

individual  musical  instruments.  In  this  Instance,  however,  drift  is  also 
present  and  the  phase  modulation  will  not  persist  between  two  fixed  phase 
points.  A  secure  code  would,  therefore,  require:  (1)  no  phase  drift  at  any 
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Figure  8-2.  Connection  of  Oscillators  to  Produce  Relative  Phase  Shift 


Figure  8-3.  Phase- Shift  Timing  Diagram 


Figure  8-4.  Phase  Relation 
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time,  and  (2)  phase  modulation  between  the  two  tones  between  two  fixed  phase 
angles  above  a  minimum  rate  for  a  period  exceeding  the  time  delay.  Two  phase 
locked  oscillators  synchronized  through  a  phase  modulator  calibrated  in  terms 
of  phase  position  and  modulation  rate  are  required  to  generate  the  code. 

Decoding  in  the  receiver  is  not  difficult.  The  audio  signal  at  the  output  of 
the  audio  driver  stage  is  connected  to  the  reed  driver  coil.  The  contacts  of 
reed  relay  f^  are  shown  as  in  Figure  8-3;  and  the  contacts  of  reed  relay  f? 

as  Sg*  The  momentary  contact  of  produces  the  train  of  rectangular  voltage 

pulses  across  labeled  E(R^) .  The  capacitor  and  resistor  differentiate 

the  pulse  to  provide  the  wave  shape  across  Rg  marked  E(Rg).  The  generation  of 

positive  and  negative  pulses  permits  ready  detection  of  phase  drift  by  using 
the  negating  section  of  the  AND  gate  (gate  1,  Figure  8-5) .  Network  R^  and  Cg 

provide  a  fast-charge,  slow- discharge  time  delay  limited  to  acceptance  of  only 
negative  pulses.  It  recloses  slowly  by  discharge  of  through  R^.  The 

time  to  open  gate  1  depends  primarily  on  the  ratio  of  and  C,,.  The  time  to 

close  the  gate  depends  on  the  rate  at  which  bleeds  off  the  charge  on  C^. 

The  time  of  closure  of  S,,,  shown  in  the  timing  diagram  of  Figure  8-5  as  T(SgX 

will  coincide  at  some  point  in  time  with  the  negative  pulse  if  phase  drift  is 
present.  If  phase  drift  is  at  the  rate  of  1.0  Hertz,  then  there  will  be  a 
short  pulse  train  of  negative  pulses  repeated  once  each  second.  Prevention 
of  negative  pulses  require  phase  locked  signals  with  relative  phase  positions 
limited  to  the  small  region  between  A  and  B  of  Figure  8-5. 

The  alternation  of  relative  phase  positions  between  A  and  B  in  the  timing 
diagram  of  Figure  8-5,  alternately  charges  and  discharges  C^.  The  first  pulse 

of  a  positive  pulse  train  (phase  position  Bj  charges  and  C^.  The  charge 

on  is  determined  by  the  ratio  C^/C^.  Additional  positive  pulses  have  no 

effect,  since  and  are  fully  charged.  is  discharged  when  the  phase 

relation  is  at  point  A  through  CRg  and  Rg.  Another  positive  pulse  will 

recharge  and  add  to  the  charge  on  C^.  The  rate  at  which  is  charged  and 

discharged  must  exceed  the  bleed  off  rate  of  C^R^  if  gate  2  is  to  be  closed. 

Diode  CR^  prevents  discharge  of  when  Sg  is  at  phase  point  A. 

When  both  sections  of  the  AND  gate  are  closed,  an  output  voltage  is  developed 
across  R^,  which  may  be  used  to  control  the  bias  of  a  final  amplifier  stage. 

The  bias  on  the  base  of  gate  2  transistor  is  a  function  of  the  phase  modulation 
rate.  .  Modulation  rate  could,  therefore,  be  used  to  control  the  gain  or  audio 
level  in  the  receiver. 


Figure  8-5*  Deputing  Circuit  and  8^-Sg  Tina -Phase 
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If  represents  a  relay  in  the  speaker  circuit,  the  AND  gate  becomes  an  on- 

off  control  of  the  audio  output.  The  receiver,  once  turned  on,  can  be  turned 
off  by  discontinuing  the  phase  modulation.  The  receiver  will  remute  a  few 
seconds  later  due  to  the  delay  characteristics  of  gate  2.  Fast  turn-off 

would  be  accomplished  by  shifting  to  a  phase  locked  position  over  the  negative 
pulse  to  actuate  gate  1.  A  partial  breadboard  was  built  to  prove  the  feasi¬ 
bility  of  the  concept,  but  the  AND  gate  was  not  constructed. 

The  ability  to  control  and  rate -modulate  the  relative  timing  of  two  pulse 
trains  permits  a  number  of  control  modes.  One  such  mode  consists  of  pulse 
shaping  the  f^  relay  pulses  to  provide  a  ramp  and  negative  spike  similar  to 

that  of  Figure  8-9*  A  negating  gate  triggered  by  the  negative  pulses  prevents 
receiver  demutlng  on  nonphase-locked  signals .  A  demuting  gate  could  be 
operated  by  phase  modulation  between  points  A  and  B  (Figure  8-5) .  A  position¬ 
al  hold  at  some  point  such  as  B,  provides  a  pulse  train  of  fixed  DC  level. 
Receiver  volume  could  be  controlled  simply  by  sliding  point  B  up  or  down  the 
zasqp. 
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CHAPTER  NIKE 

A  COMPARISON  OF  NIAS  AMD  PCD  RECEIVERS 


1.0  INTRODUCTION 


The  material  in  this  chapter  compares  three  radio  warning  home  receivers: 
those  receivers  proposed  by  Philco  Corporation  and  Zenith  Radio  Corporation 
to  the  National  industry  Advisory  Group  (NIAC)  of  the  Federal  Communications 
Commission;  and  that  receiver  under  development  for  the  Office  of  Civil  x 
Defense  (OCD). 


In  order  to  compare  logically  these  receivers,  one  with  another,  scam 
standard  criteria  must  be  established  as  a  basis  for  the  comparison.  So 
far,  the  only  authoritative  document  which  has  been  widely  disseminated  and 
generally  accepted  within  OCD  is  that  ifcich  defines  the  operational  require¬ 
ments  for  the  Radio  Warning  System.  This  document  contains  a  few  requirements 
ifclch  refer  specifically  to  the  radio  receiver  component  of  the  system. 

There  are  other  receiver  requirements  ifcich  derive  from  these  operational 
requirements  and  from  practical  considerations.  These  requirements  have 
been  generally  accepted  by  those  who  have  been  associated  with  the  development 
of  an  OCD  receiver. 


2.0  CONCLUSIONS 

The  development  of  a  set  of  operational  requirements  generally  acceptable 
within  OCD  provides  a  yardstick  against  vfcich  various  receiver  designs  can 
be  measured.  Using  these  requirements  as  such  a  yardstick,  it  is  evident 
that,  of  the  three  receivers  compared,  only  the  OCD-proposed  receiver  is 
compatible  with  the  mission  of  a  civil  defense  public  warning  system. 


3-0  OCD  RADIO  RECEIVER  CPgRATICNAL  HgggggggBB 

The  following  list  is  a  (ampliation  of  those  requirements  pertinent  to  the 
home  receiver.  The  source  or  Justification  of  thv  requirement  is  found  as 
indicated. 


1.  This  chapter  replaces  A  Comparison  of  NIAC-2,  NIAC-6,  and  OCD-k  Receivers, 
which  was  originally  published  as  TM-I*-l#k>/02d/00,  dated  31  March  1£65. 
NIAC-2  and  NIAC-6  are  the  Fhilco  and  Zenith  receivers,  respectively;  OCfrk 
is  the  OCD-propoeed  receiver. 

.  See  Chapter  One,  "Interim  Operational  Requirements." 
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1.  Receivers  shall  be  muted  when  not  in  operation  (Section  4.3-7^)* 

2.  Receivers  shall  be  under  positive  control  of  operator  (Section 
4.3.8).  Automatic,  timed  self  remitting  cannot  be  used  in  the  receiver. 
The  warning  message  length  is  subject  to  the  discretion  of  the  system 
operators  and  should  not  be  compromised  by  arbitrary  technical 
limitations  on  the  length  of  time  the  receiver  vlll  stay  unmuted. 

3.  The  alert  signal  generator  shall  not  be  located  in  the  home 
receiver  (Section  4.3.9). 

4.  Unmuting  tones  or  signals  eh  all  be  distinct  from  the  tones  used 
to  signal  an  alert.  Oils  requirement  is  implied  by  the  operational 
requirement  that,  "The  Radio  Warning  System  shall  be  capable  of 
transmitting  messages  to  the  public  /ith  or  without  the  accompanying 
alert  signal.”  (Section  4.3.10).  (Ms,  of  course,  cannot  be 
accomplished  if  the  unmuting  tones  «re  audible  each  time  the  system 
is  used  to  transmit  messages  and  if  the  same  audible  tones  serve 
the  double  function  of  unmuting  and  alerting. 

9*  Unmuting  tones  shall  be  nonraucous  and  not  easily  mistaken  for 
alerting  tones.  This  requirement  derives  from  the  operational 
requirement  to  transmit  a  message  to  the  public  without  an  alert 
signal  (Section  4.3.10).  If  the  unmuting  tone  is  in  the  audible 
frequency  band  passed  by  the  receiver  audio  circuitry  and  is  actually 
audible  through  the  receiver  loudspeaker  during  the  uxmutlng  process 
then  this  rule  applies.  If  the  unmuting  signal  is  not  audible 
througi  the  speaker,  its  particular  waveform  is  unimportant. 

6.  A  two-tone  unmuting  signal  shall  be  used.  Intuitive  evaluations 
of  program  material  and  noise  environment  Indicate  that  the 
probability  of  a  single  tone  occurring  is  sufficiently  high  to 
render  Infeasible  the  use  of  a  single  tone  for  unmutlng. 

7*  Signaling  techniques  shall  be  compatible  for  all  modes  of  use, 
l.e.,  AN,  m,  TV,  low-frequency.  Unnecessary  costs  would  be  incurred 
if  different  signal  generators  would  be  required  for  tbs  different 
types  of  transmitters  that  may  be  used  in  the  system.2 

8.  Recovery  from  a  false  alert  shall  be  automatic.  Receivers  must 
have  the  capability  to  remute  automatically  after  the  spurious 
signals  which  caused  the  unmuting  have  ceased.  This  requirement  is 


1.  Section  nunbera  refer  to  Chapter  Two. 

2.  Gautnsy  and  Jones  Coomunications,  Sac.,  Report  on  Choice  of  Nsthod  of 

BM  BteBbat  JfiUa&lfln  for  flfitt  liihflMdBDHHK  wwtBBBr&X: 
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for  the  purpose  of  preventing  a  potential  source  of  public  annoyance 
from  unattended  receivers  lfclch  continue  to  blast  out  program 
material  at  higi  volume  after  the  falsing  signals  have  disappeared. 

If  this  receiver  were  In  a  locked  apartment,  it  would  require  a 
forcible,  and  perhaps  illegal,  entry  in  order  to  abate  this  public 
nuisance. 

9.  Susceptibility  to  false  alert  shall  be  minimised.  Within  cost 
limitations,  the  most  important  single  requirement  for  the  receiver 
is  that  It  have  minimum  susceptibility  from  false  activation  by 
noise,  program  material,  or  malfunction. 

10.  Receiver  cost  shall  be  as  low  as  practicable  within  the  constraints 
of  the  forgoing  requirements.  Due  to  the  extremely  large  number  of 
receiver  units  that  will  be  required  for  the  system  even  small 
differential  costs  between  competing  receivers  can  total  to  large 
amounts  of  money.  If  performances  of  competing  receivers  are  about 
equal,  costs  will  be  the  controlling  factor  in  choosing  one  receiver 
over  another. 


4.0  EVALUATION 

Table  9-1  lists  the  significant  operational  parameters  of  the  Philco, 

Zenith,  and  OCD  receivers .  It  can  be  seen  that  the  frequencies  of  the 
unmuting  tones  employed  by  both  NIAC  receivers  place  them  clearly  in  the 
audible  range.  In  contrast,  the  OCD  receiver  employs  only  one  audible  tone, 
and  that  tone  disappears  before  the  receiver  unmutes.  Die  audible  tones 
used  by  the  NIAC  receivers  must  also  be  made  to  disappear  if  say  useful 
massage  is  to  be  transmitted  over  the  audio  channel.  Die  only  way  that 
these  tones  can  be  made  to  disappear  is  to  use  a  latching  circuit  to  hold 
the  receiver  in  an  unmuted  condition  then  the  tones  are  discontinued. 

Biis  lessens  the  control  that  the  operator  has  over  the  unmuting  function 
as  well  as  creating  a  potential  source  of  public  annoyance  and  thus  violates 
OCD' s  receiver  Requirements  2' and  8.  Use  of  narrow-band  rejection  filters 
in  the  receivers  to  remove  the  unmutlng  tone*  would  add  substantially  to 
the  receiver  costs  and  make  the  NIAC  receivers  noncospetltlve  on  the  basis 
of  Requirement  ID,  which  specifies  minima  receiver  costs.  One  other  method 
that  might  be  taployed  to  overcome  the  handicap  from  which  the  NIAC  receivers 
suffer  in  regard  to  Requirement  8  would  be  to  require  the  transmitter  to 
periodically  transmit  a  remuting  tone,  e.g.,  every  five  minutes,  to  remute 
any  receivers  Which  might  have  been  urmuted  by  false  signals.  This  places 
a  requirement  on  the  transmitters  tfclch  cannot  be  Justified  on  other  grounds 
and  wuld  be  intolerable  if  lepoeed  on  a  comae rclal  broadcast  station. 

Except  for  testing  or  circuit  (becking  the  transmitters  should  not  be 
required  to  transmit  except  in  me  operational  situation. 


1.  Cf .,  Chapter  10,  p.  10-4,  per.  2. 
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Table  9-2  list*  In  tabular  form  the  previously  dlacuased  receiver  requirements 
with  an  Indication  as  to  whether  the  receivers  meet  each  requirement.  The 
ffellco  receiver  does  not  neet  Requirement  4  and  8.  The  Zenith  receiver 
does  not  neet  these  requirements  and,  in  addition,  does  not  meet  Requirements 

5  end  7- 

The  slnlllarltles  between  the  RXAC  and  OCD  receivers  are  more  than  superficial. 
The  RP  sections  of  the  receivers  can  be  aede  to  meet  the  same  specifications 
without  difficulty.  The  only  real  differences  in  the  receivers  lies  In  the 
logic  of  the  donating  circuitry  and  the  philosophy  of  operation,  'the  OCD 
receiver  design  vas  the  result  of  a  careful  consideration  of  the  operational 
requirements  as  propounded  and  refined  by  numerous  discussions  and  working 
group  moot  Inga  with  OCD  technical  and  operational  personnel,  me  HAD 
receivers,  on  the  other  hand,  were  derived  independently  by  individual 
manufacturers  each  working  from  his  own  definition  of  the  operational 
requirements.3'  The  work  of  the  1TIAC  ccanlttee  vas  hwqpere^  and  the  results  are 
inconclusive  due  to  the  lack  of  a  standard  definition  of  the  operational 
requirements.  How  that  these  requirements  hare  been  produced,  the  only 
reasonable  approach  la  to  use  them  as  a  basis  for  evaluation  of  all  component 
parts  of  the  Radio  Warning  System,  including  the  radio  yarning  receiver. 


! 

i 
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! 
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See  Chapter  Five,  "Review  mid  Evaluation  of  HAD  Signaling  Methods 
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Table  9-2.  Capabilities  oT  Receivers  to  Meet  OCD  Requirements 


Requirement 


1.  Noted  itoen  Hot  Operated 

irr/.  •  ■  n.  ~.v:v  v  *\  .  >  *  >. 

1  *j  r  rt  ■  v.  1  iy  $>*.*  »  ^  ,  ».  ■.■•. -'V  fc  .“*• 

2.  Positive  Control  (Ranuting 

Rot  Tiaed) 

3.  Alert  Oenerstor  Rot  in  Receiver 

4.  Distinct  Unsutlng  Tones 
5*  Ronreucoue  Unauting  Tones 

6.  Two-Tone  Uniting  Signal 

7.  Compatible  Signaling  Methods 

8.  JutQMtic  False  Alert  Recovery 

9*  Low  Susceptibility  to  False  Alert 
ID.  Low  Receiver  Cost 


1  V.v„-  .vi/l  ^  V' <J*' 

Zenith 

OCD  - 

mi t 
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CHAPTER  TEN 

DETERMINATION  OP  CONTROL  FREQUENCIES  FOR 
THE  RADIO  WARNING  SYSTEM 


1.0 


INTRODUCTION 


This  chapter  contains  seme  extensions  of  ideas  presented  previously  in 
Chapter  Six .2  The  previous  chapter  expressed  a  great  deal  of  skepticism 
about  the  value  of  several  mathematical  models  which  purported  to  describe 
the  program  material  environment  in  which  the  Radio  Warning  System  receivers 
would  operate.  The  conclusions  reached  then  were  that  further  attempts  at 
using  such  mathematical  models  for  quantitative  evaluation  of  receiver  design 
be  foregone  until  further  studies  could  be  carried  out.  These  studies  would 
provide  sufficient  empirical  data  to  enable  the  derivation  of  a  model  that 
would  satisfactorily  relate  the  key  parameters  to  each  other  rather  than 
assume  that  they  were  statistically  independent.  The  focus  of  the  present 
chapter  is  on  a  slightly  different,  though  related,  problem:  Is  It  possible 
to  arrive  analytically  at  an  optimum  signaling  technique,  using  conventional 
methods,  that  will  minimize  the  probability  of  receiver  false  alarms  caused 
Inadvertently  by  normal  broadcast  program  material? 


The  approach  taken  In  solving  this  problem  may  appear  to  violate  the  conclu¬ 
sions  previously  presented  In  Chapter  Six  because  mathematical  models  are 
derived  and  used.  However,  the  models  are  qualitative,  not  quantitative,  and 
the  conclusions  drawn  from  them  are  based  on  empirical  knowledge  of  the  type 
of  program  material  that  the  models  describe.  The  result  Is  a  rec comended 
signaling  technique  for  controlling  the  public  receiver  components  of  the 
Radio  Warning  System.  Within  the  critical  constraint  that  the  signals  used 
must  not  require  unusual  receiving  techniques,  such  as  coherent  signals  do, 
the  rec  amended  technique  is  one  that  will  minimize  receiver  false  alarms. 

Work  continues  on  the  possibility  of  using  more  sophisticated  signals,  which 
cannot  be  inadvertently  duplicated  in  normal  broadcasting. 3  if  these  more 
sophisticated  techniques  can  be  shown  feasible  on  a  cost  basis,  then  a  revised 
recommendation  will  have  to  be  made,  since  the  effectiveness  of  such  a 
technique  in  minimizing  false  alarms  is  patently  clear. 


1.  This  chapter  replaces  The  Determination  of  Control 
Radio  Warning  Receiver,  which  was  originally  published 
dated  lfi  Nay  l965. 


les  for  the 


1960/029/00, 


2.  "Problems  of  Predicting  Receiver  Reliability." 
3*  Chapter  light,  "Coherent  Receiver  Development." 
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2.0  CONCLUSIONS  AID  RKCGMCHDATI0M3 


2.1  AUTOMATIC  RECOVERY  FROM  FALSE  ALARMS 

T 

Whatever  signaling  technique  la  used  to  activate  the  public  receiver,  it  Bust 
he  such  that  a  receiver,  accidently  activated  by  noise  in  the  radio  environment 
that  duplicates  the  affect  of  the  transmitted  control  tones,  automatically 
turns  off  In  the  absence  of  such  noise. 


2.2  "8UBAUDIBIZ"  CONTROL  TORES 

The  control  tones  used  to  activate  the  public  receiver  must  be  inaudible  at 
the  receiver  output,  lying  either  above  or  belov  that  portion  of  the  audio 
spectrum  used  by  the  human  voice.  Since  "superaudible"  frequencies  are 
reproduced  in  practically  all  combinations  in  the  course  of  musical  program¬ 
ming,  the  "eubaudible"  spectrun  appears  to  have  greater  potential  for  false- 
alarm-free  control.  This  potential  can  be  enhanced  by  the  proper  selection  of 
control  tones. 


2.3  PARAIUEL  OPERATION 

It  can  be  demonstrated  that  a  control  signaling  technique  which  uses  n  tones 
transmitted  simultaneously  la  inherently  more  reliable  than  a  technique  which 
uses  n  tones  transmitted  in  sequence. 


2,k  ccwmuous  suctrun  of  "Musical"  Tons 

■S'j  ■  ■  :r  .  .  -  . 

The  musical  scale  must  be  considered  as  a  continuous  spectrum  ae  far  as 
analysing  the  programing  environment  to  which  the  public  receiver  will  be 
exposed.  In  other  words  there  are  no  frequencies  that  cannot  appear  as  musical 
tones,  not  even  in  the  "subaudible"  range.  ■  t  ■ 

■  ......  -  •  cr  • 

2.5  CHARACTERISTICS  OF  BENOTIira  SIGNALS 

i  ■  f  :  it  , 

It  is  recomaended  that  the  signaling  technique  used  to  activate  the  public 
receiver  in  the  Radio  Warning  System  have  the  following  characteristics: 

1*  Two  Tone  Simultaneous.  The  system  should  use  two  simultaneous 
tones  to  activate  receivers. 

2.  Percent  Difference.  The  higher  tone  should  have  a  frequency 
22  percent  greater  thin  the  lower  tone. 
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3*  Octave  Band  of  50-100  Hz  The  two  tones  should  both  lie  in  the 
octave  band  between  5b  and  1(50  Hz  ,  which  Is  in  the  octave  band 
approximately  between  a3  and  A2. 

4.  Ten-8econd  Time  Delay.  The  two  tones  should  be  transmitted  for 
at  least  lo  seconds.  The  time  delay  of  the  receiver  should  also  be 
at  least  10  seconds. 

It  is  suggested  that  two  suitable  tones  for  use  in  receiver  control  be  87. 31 
Hz  and  106.32  Hz. 


3.0  "SUBAUDIBILITY"  REVISITED 

The  operational  requirements  for  the  Radio  Warning  System  specify  that  the 
public  receiver  shal.1  be  designed  to  operate  under  the  positive  control  of  the 
system  operator.  This  means  that  the  public  receiver  will  be  turned  on  and 
off  automatically  as  part  of  the  system's  operation.  Of  the  several  methods 
which  have  been  proposed  for  controlling  the  public  receiver,  this  requirement 
rules  out  those  using  clock  mechanisms  to  turn  the  receiver  off  after  a 
certain  time  period,  and  those  requiring  that  the  owner  turn  off  his  receiver 
by  meens  of  a  switch  after  be  has  received  the  message.  The  first  type  must 
be  ruled  out  because  no  time  period  can  be  established  that  will  encompass 
all  possible  situations  In  which  the  receiver  will  be  used.  A  solution  to 
this  problem  has  been  proposed  in  which  the  receiver  is  designed  to  demote  for 
a  short  period  upon  receipt  of  the  control  signal.  The  control  signal  must 
then  be  repeated  periodically  during  the  course  of  the  voice  message,  either 
during  pauses  In  the  course  of  the  message  or  in  the  form  of  an  inaudible 
signal  superimposed  on  the  message.  This  method  has  not,  however,  been  shown 
to  be  cost  competitive  with  other  equally  satisfactory  methods.  ^The  second 
type,  that  requiring  the  owner  to  turn  his  receiver  off,  must  be  ruled  out 
because  it  also  enables  the  receiver  owner  to  disable  his  receiver  at  a  time 
when  it  might  be  needed  for  other  messages.  This  method  also  suffer*  from  the 
inconvenience  to  neighbors  caused  by  an  unattended  receiver  continuing  to 
operate  after  it  has  been  activated  during  a  test.  The  two  principal  methods 
remaining,  which  meet  the  positive  control  requirement,  axe  the  use  of  separate 
signals  to  turn  the  receiver  on  and  off,  and  the  use  of  a  continuous  signal 
to  hold  the  receiver  on  once  it  has  been  turned  on.  The  first  of  these  two 
is  called  a  "latching"  receiver  method  since  the  receiver  is  locked  into  the 
on  condition  by  the  first  signal  and  stays  on  until  a  second  signal  is 
transmitted  to  turn  the  receiver  off.  From  an  operational  standpoint,  this 
type  of  receiver  is  not  satisfactory  despite  its  meeting  the  positive  control 
requiraawnts.  This  is  because  it  does  not  adequately  meet  the  problem  of 
minimising  the  false  alarm  potential  of  normal  programming  material  and  ran¬ 
dom  noise  that  may  appear  in  the  transmissions  of  e  radio  station.  If  the 
turn-on  signal  is  inadvertently  transmitted,  receivers  will  be  activated  end 
locked  into  the  on  condition  to  remain  there  until  a  turn-off  signal  is 
received.  Unless  the  transmissions  of  the  radio  station  are  continuously 
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aonltorad  by  station  oparatora  to  detect  such  inadvertent  turn-on  signals, 
there  will  he  no  say  of  knowing  when  receivers  have  been  accidently  activated. 
There  sill  be  added  cost  In  such  a  configuration  due  to  the  need  for  instal¬ 
lation  of  such  monitoring  equipment  at  each  transmitter.  Even  with  the 
monitoring  gear  Installed,  there  remains  the  problem  of  random  generation  of 
the  turn-on  signals  by  noise  In  the  radio  environment.  The  threat  here  Is 
that  receivers  in  a  locale  may  be  activated  and  the  owners  will  have  no  means 
available  to  turn  them  off  except  to  call  the  radio  station  and  request  that 
the  turn-off  signal  be  transmitted.  An  operationally  satisfactory  receiver 
must  have  the  ability  to  recover  automatically  from  accidental  false  alarms 
of  all  kinds. 

The  latching  receiver  suffers  several  other  weaknesses  as  well.  It  Is  subject 
to  the  possibility  of  accidental  turn-off  during  the  course  of  a  message 
delivery*  This  is  because  there  Is  always  a  finite  probability  that  the 
turn-off  signal  vlll  be  Inadvertently  generated.  Furthermore,  such  an  accidental 
turn-off  may  effect  only  a  portion  of  the  receivers  under  the  control  of  a 
particular  transmitter  If  the  false  alarm  Is  generated  by  noise  and  not  as 
part  of  the  transmitted  broadcast  signal.  Another  disadvantage  would  be  the 
added  circuitry  required  to  recognise  the  turn-off  signal.  If  two  tones  ware 
used  to  turn  the  receiver  on,  which  is  the  minimum  number  rec  reman  lid  to 
minimise  false  alarm  potential,  and  a  third  tone  were  used  for  turn-off,  there 
would  be  the  added  expense  for  recognising  the  third  tone  by  means  of  a  reed 
relay  or  some  comparable  device.  If  one  of  the  turn-on  tones  were  also  used 
for  turn-off,  there  would  be  the  added  circuitry  needed  to  enable  the  dual- 
purpose  tone  to  carry  out  two  functions.  It  is  for  these  reasons,  primarily 
the  Inability  to  recover  automatically  from  a  false  alarm  that  the  latching 
receiver  la  unsatisfactory. 

A  receiver  that  rmaalns  In  the  an  condition  as  long  as  the  proper  signal  Is 
transmitted  end  goes  off.  If  this  signal  is  terminated, provides  the  solution 
to  the  problem  of  automatic  recovery  from  accidental  false  alarm.  If  the 
proper  combination  of  tones  to  turn  on  the  receiver  accidently  appears  in 
some  program  material,  the  receiver  will  be  activated  only  during  the  time 
that  the  combination  persists.  Once  the  tones  change  or  disappear,  the 
receiver  will  automatically  turn  off.  This  Is  the  mode  of  operation  of  the 
receiver  currently  being  procured  by  OCD .  Two  control  tones  are  transmitted 
to  turn  the  receiver  on,  then  one  tone  cuts  out,  leaving  the  other  to  hold 
the  receiver  on. 

Because  the  receiver  will  be  used  to  send  voice  messages,  the  holding  tone 
must  be  "Inaudible,"  that  is,  it  must  lie  in  a  portion  of  the  audio  spectra 
which  Is  outside  the  bandpass  either  of  the  human  ear,  or,  more  practically, 
of  the  audio  reproduction  portion  of  the  receiver.  The  bandpass  of  the  loud¬ 
speaker  in  the  receiver  can  be  kept  relatively  narrow  because  the  receiver 
will  only  be  required  to  reproduce  voice  messages,  not  music.  It  can  be  said, 
therefore,  that  from  the  standpoint  of  the  OCD  operational  requirements,  any 
signal  below  150  lx  and  above  3»000  Hz  la  "inaudible." 
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ov  the  question  arises  Aether  to  use  control  tones  in  the  lov  range  of 
inaudibility  or  the  high  range.  Much  of  the  baa  is  of  the  arguments  presented 
in  this  chapter  is  derived  from  the  structure  of  music. 

Music  will  present  the  type  of  pragma  material  that  is  richest  in  potential 
false  alazm  signals,  both  from  the  standpoint  of  audio  content  and  amount  of 
programing  time  devoted  to  it  in  normal  cameerclal  broadcasting.  There  are 
far  rules  which  can  be  stated  with  authority  as  far  as  musical  composition 
and  performance  am  concamad.  In  training  the  problem  of  whether  to  use 
subaudlble  or  auperaudlble  control  tones,  however,  them  are  certain  rules 
that  can  be  used  to  advantage.  The  analysis  of  this  problem  is  carried  out 
In  greater  detail  in  Section  4.0^  below.  In  brief,  the  arguaent  rests  on  the 
fact  that  certain  combinations  of  sustained  musical  tones  in  the  frequency 
range  below  approximately  100  Hz  am  avoided  by  ccsiposers  and  arrangers 
because  they  hams  an  unpleasant  sound.  This  characteristic  is  trus  on  a 
probabilistic  basis  only;  there  is  no  absolute  guarantee  that  such  combina¬ 
tions  will  never  be  used  in  particular  compositions,  nevertheless,  enough 
probabilistic  ’bntybes"  will  result  in  an  "alnoet-never”  if  dsslgnsd  properly 
into  tbs  system.  Because  the  rules  about  sustained  tones  apply  almost  entirely 
to  the  lower  frequencies,  it  is  rsccemended  that  the  control  tones  for  tbs  0CD 
receiver  be  in  the  subaudlble  range. 


4.0  ggqunnAL  or  parallel  tomb 

Having  rer  emended  that  the  signaling  technique  for  controlling  the  Radio 
Warning  System  receiver  use  subaudlble  tones,  it  rsaa  m  to  determine  the 
— in  which  the  tones  should  be  transmitted.  In  the  course  of  tbs  analysis 
necessary  to  determine  the  manner  of  transmission,  the  recommendation  for 
sub-dibit  teem  will  be  Justified  as  wall.  In  order  to  specify  whether  the 
control  ton—  should  be  transmitted  simultaneously  or  sequentially,  tbs 
probability  that  n  ton—  will  appear  in  musical  program  material  either 
simultaneously  or  sequentially  must  be  determined.  Music  is  used  as  a  worst 
csss  bscauss  of  the  range  of  fraquanclas  which  occur  In  it  and  tbs  amount  of 
prrigrm— lag  tins  devoted  to  it. 

Previous  operational  aaalysaa  have  sttespted  to  determine  the  probabilities 
of  various  toms  appearing  in  program  material.  In  particular,  two  of  these, 
the  first  by  General  Klee  trie  and  the  second  by  Fhilco  Corporation,  were 
carried  out  as  a  part  of  the  HAC  alert  receiver  development  program.1  These 


1.  Federal  fr—einl  cations  Conaisslon,  national  Industry  Advisory  Committee 
(Systems  Analysis  Ad  Hoc  Ccsmlttss),  Chairman's  Report  of  Comparative  AaalysU 
of  —sr—acy  AlertlngTystom  for  PSo  ft.  th  Standard,  TM,  sad  Television  Broad - 


caa£  IffiSa!  b,  c..  1*!  E  IT'*- 
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analyses  hare  both  been  subjected  to  criticism  In  a  previous  chapter.1 2  Thslr 
Intent  was  to  provide  a  aathanatical  nodal  that  could  be  used  to  evaluate 
quantitatively  the  reliability  of  the  several  alert  receiver  designs  submitted 
to  the  ICC  by  1TIAC.  The  general  criticism  of  both  analyses  was  that  they 
failed  to  consider  the  functional  Interrelationships  among  the  variables  whose 
behavior  they  were  attempting  to  describe.  As  a  result,  the  mathematical 
models  derived  do  not  even  give  a  good  general  description  of  the  process 
involved,  let  alone  provide  a  tool  that  can  be  used  to  make  accurate  quantita¬ 
tive  ratings  on  the  reliabilities  of  alert  receivers. 

w  c  -  * 

In  order  to  discuss  the  relative  security  present  In  sequential  and  parallel 
signalling  schism  it  is  necessary  to  examine  the  general  form  of  a  mathematical 
expression  measuring  the  probabilities  associated  with  the  appearance  of 
musical  tones  In  program  material.  The  model  derived  here  differs  from  the 
models  previously  derived  In  two  respects: 

1.  The  previously  Ignored  correlation  of  parameters  Is  included. 

2.  It  Is  a  qualitative  model,  rather  than  quantitative. 

While  the  model  cannot  be  used  to  make  accurate  predictions  of  program  material 
behavior,  it  does  provide  an  insight  Into  the  processes  Involved  and  enables 
one  to  make  sons  useful  decisions  about  signaling  methods. 

The  heart  of  the  model  Is  a  probability  density  function.  This  Is  a  mathe¬ 
matical  expression  that  relates  any  reallzeable  combination  of  values  for  a  . 
set  of  variables  to  the  probability  of  that  combination  being  realized.  ^  in 
the  model  constructed,  the  probability  density  function  provides  the  proba¬ 
bility  that  a  tone  of  a  given  frequency  will  appear  In  the  course  of  a  radio 
program  at  a  given  level  of  energy  and  for  a  given  length  of  time.  There  are 
three  variables  involved:  frequency,  energy  level,  and  duration  (time).  Since 
there  is  an  associated  probability  with  each  combination  of  values  the  three 
variables  can  as  suae,  there  are  four  quantities  involved  In  the  function. 

The  geometric  representation  of  the  function  Is,  therefore,  a  four-dimen¬ 
sional  surface.  The  shape  of  this  surface  is  presently  unknown,  but  It 
would  seem  to  be  an  extremely  complicated  one.  Without  trying  to  visualise 
Its  shape,  however,  we  can  find  the  general  mathematical  expression  for  the 
surface.  This  expression  can  be  written  as: 


1.  See  Chapter  81x. 

2.  For  example,  the  probability  density  function  used  to  describe  the  pro¬ 
babilities  associated  with  the  rolling  of  two  fair  dice  would  be  a  function 
which  associated  the  value  1/36  with  the  number  12,  tbs  value  l/6  with  tbs 
number  7,  etc. 


O 
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p  -  f(F,I,T) 


where  F  la  tba  frequency  of  the  tone, 

S  la  the  energy  level  or  amplitude  of  the  tone, 

T  la  the  length  of  time  over  vhich  the  tone  persists, 
p  Is  the  probability  that  a  tone  of  frequency  F  will  appear  in 
program  material  with  amplitude  E  and  for  time  T,  and  f  represents 
the  presently  unknown  functional  relationship  between  the  variables 
Involved  and  the  probability  of  their  taking  on  specific  values  Jointly. 

In  the  problem  at  hand.  It  must  be  determined  whether  there  Is  a  difference 
in  the  probabilities  that  two  tones  will  appear  simultaneously  on  the  one 
hand  and  sequentially  on  the  other.  This  requires  the  examination  of  the  pro¬ 
babilities  associated  with  the  occurrence  of  two  tones: 


P2  -  f (F2,I2,T2) 

r*.  * ^  C  ■'>  *  ♦  .  '  f  -ff 

let  the  probability  of  the  simultaneous  occurrence  of  the  two  tones  be  denoted 
byP„  and  the  probability  of  tbs  sequential  occurrence  by  P-.  Then  the  follow¬ 
ing  functional  relationships  bold: 

••  :  TV-"  •'  '  *  '  *  • 


Jl)  l'i.‘ 

aJ 


P.  "  P1P2  *1+  p12 


<T  .1,/n  i 


pf  ■  Va  (1* 


•  .•  ■*  ;  w  .  g  *$y  CM*-  n  ctv 

f  ■  A  f 

where  p.0  and  p10  are  correlation  coefficients  which  provide  an  Indication  of" 

the  likelihood  that  tone  1  and  tone  2  will  appear  simultaneously  and  following 
each  other  respectively,  and  qu  ■  (1  -  pJ,  i.e*  the  probability  that  tone  i 
will  mot '.occur.  ’Jb  m -tiM  ttikav-Qs: 

The  correlation  coefflelenta  p  Jg  and  p£g  can  uium  values  from  minus  one  to 

plus  one*  They  take  on  specific  value#  for  each  combination  (p,p2)  of 

frequencies,  amplitudes,  and  durations.  In  other  words,  the  correlation 
coefficients  are  also  functions  of  the  ssbm  variables  as  p^  and  p2,  only  they 

are  functions  of  the  two  sets  of  variables  considered  Jointly.  One  cannot. 
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at  thia  time,  state  precisely  the  value  which  and  p^2  will  take  on  for 

any  set  of  variables,  and  (?2,K2,T2^  ’  on®  can  say 

with  a  great  deal  of  certainty  that  for  harmonically  unrelated  tones  In 

certain  octave  bands  p^  is  less  than  0^.  In  other  words,  for  certain 

groups  of  Ktslcally  discordant  tones,  tbs  probability  of  their  occurring 
simultaneously  is  less  than  that  of  their  following  each  other  sequentially. 
This  conclusion  is  based  on  the  difference  between  the  "rules"  governing  the 
haraonic  structure  of  music  and  those  governing  the  melodic  structure.  In 
general,  the  rules  of  harmony  place  more  severe  restrictions  on  the  composer 
or  arranger  than  do  the  rules  of  melody.  These  differences  provide  a  means 
by  which  the  system  designer  can  use  the  nonrandosmess  of  music  to  his 
advantage.  The  assumption  here  is  that  the  correlation  coefficients  are 
derived  from  the  entire  range  of  musical  program  material  a  station  might 
choose  to  transmit,  from  the  latest  popular  dance  music  to  the  most  esoteric 
contemporary  symphonic  music,  with  all  other  ranges  of  musical  styles  included. 
It  is  necessary  to  include  this  caveat  because  it  is  intuitively  clew  that 
the  correlation  coefficients  will  take  on  different  values  for  different 
musical  styles.  What  was  harmonically  unthinkable  in  the  eighteenth  century 
is  commonplace  today.  Furthermore,  the  average  values  of  the  correlation 
coefficients  which  we  are  discussing  must  weigh  the  correlation  coefficients 
of  the  various  styles  of  music  in  proportion  to  the  amount  of  performance 
time  they  enjoy  on  the  radio  stations  that  will  be  included  in  a  radio 
warning  system.  The  likelihood  of  certain  combinations  of  tones  appearing  on 
a  "hillbilly"  station  in  Tennessee  is  far  different  from  their  appearing  on 
an  avant-garde  IK  station  in  San  Francisco  or  Hew  York. 

The  octave  bands  in  which  the  correlation  coefficients  can  be  used  to  advantage 
are  those  below  approximately  100  Hz  .  In  this  range  common  musical  practice 
requires  generally  that  sustained  tones  be  separated  by  at  least  a  fifth  (a 
frequency  ratio  in  the  equally- tempered  scale  of  1.^98:1.000)  and  more 
probably  by  an  octave  (2:1) .  The  lover  in  the  musical  scale  one  descends, 
the  greater  the  separation.  While  it  is  true  that  these  restrictions  may  be 
violated  in  certain  cases,  on  the  whole  they  will  be  observed  because  their 
violation  results  in  an  unpleasant,  "muddy"  sound.  In  the  octave  bands  above 
100  Hz,,  restrictions  are  not  as  severe.  In  fact,  one  of  the  key  develop- 
,  meats  in  musical  style  over  the  past  several  centuries  has  Involved  the 
breaking  dome  of  the  rules  governing  the  closeness  with  which  tones  can  be 
sounded  simultaneously  or  "harmonically"  in  these  regions  of  the  audio 
spectrum.  Today,  one  can  find,  compositions  in  which  tones  more  closely 
spaced  then  a  half-step,  the  minimum  frequency  difference  (ratio  of  1.0^9*1.000) 
available  on  the  piano,  are  sustained  harmonically*  While  these  works,  are 
few,  they  may  Indicate  a  trend,  nevertheless,  even  in  such  exotic  music, 
there  rmailns  the  tendency  to  keep  the  deep  bass  tones  more  widely  separated. 
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The  results  of  this  analysis  Indicate  that  advantage  can  be  taken  of  certain 
nonrandom  characteristics  of  music  to  decrease  the  probability  of  accidental 
triggering  of  system  receivers  by  program  material.  The  use  of  two  or  more 
simultaneous  tones  that  an  harmonically  unrelated  appears  to  be  one  method 
by  which  this  minimizing  process  can  be  accomplished. 


5.0  DISAPPEARING  DISCRETENESS  OF  THE  MUSICAL  SCAIE 

It  has  been  suggested  that,  since  our  musical  scales  are  based  upon  a  system 
of  discrete  frequencies,  a  signaling  technique  using  one  or  more  tones  not 
Included  In  that  system  would  be  relatively  free  from  false  alarms.  This 
proposal  assumes  that  there  are  so-called  musical  frequencies  that  can  be 
anticipated  In  system  planning.  While  it  is  true  that  In  any  given  musical 
performance,  there  will  be  a  certain  set  of  discrete  frequencies  that  will 
generally  be  adhered  to  within  certain  limits ,  It  Is  fairly  easy  to  demon¬ 
strate  that  the  basis  for  each  set  of  frequencies  will  vary  sufficiently 
that  it  is  impossible  to  consider  the  audio  spectrum  used  In  music  as  being 
anything  other  than  continuous.  Therefore,  even  if  the  two  or  more  harmon¬ 
ically  unrelated  signaling  frequencies  are  chosen  based  on  the  analysis 
presented  In  Section  4.Q  above,  one  cannot  guarantee  that  one  or  more  of 
them  will  not  occur  In  a  given  musical  performance. 

The  critical  factors  In  this  portion  of  the  analysis  are  the  bendvldths  of 
the  sensing  elements  of  the  receivers,  and  the  tuning  systems  used  In  music. 

It  is  Intuitively  obvious  that  a  receiver  that  employs  broadband  detectors, 
which  can  be  triggered  by  tones  lying  in  a  broad  portion  of  the  audio  spectrum, 
will  be  more  prone  to  false  alarm  than  a  receiver  employing  narrow-band 
detectors,  which  are  more  critically  tuned  to  signalling  frequencies.  This 
is  true  simply  because  the  receiver  with  the  broader  bandwidth  detectors  will 
be  sensitive  to  more  tones  capable  of  triggering  it.  It  has  been  suggested 
that  reed  relays  provide  the  tuning  accuracy  necessary  in  a  satisfactory 
receiver.  Without  any  consideration  of  the  reliability  and  longevity  of  reed 
relays,  it  would  certainly  appear  that  they  do  provide  a  sufficiently  narrow 
bandwidth  within  the  severe  cost  constraints  that  the  system  designer  faces. 
Nevertheless,  a  reed  relay  or  its  equivalent,  still  has  a  certain  bandwidth 
over  which  it  will  respond  to  signals.  Generally,  the  response  of  a  reed 
relay  will  be  about  f  on  down  at  +  1  percent  of  its  fundamental  frequency. 
Therefore,  there  will  be  variation  in  receiver  response  introduced  by  the 
bandwidth  of  its  detectors. 

There  are  two  physical  standards  for  tuning  prevalent  in  the  musical  world. 

In  the  Ubited  States,  the  standard  is  440  Is  for  A  above  middle  C.  In 
Europe,  the  standard  is  439  Hz  for  the  same  tone.  Figure  10-1  shows  the 
standard  frequencies  for  the  "musical”  tones  between  03,  two  octaves  and  a 
fourth  below  middle  C,  and  middle  C. 
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It  can  be  aaaa  that  tba  minimum  frequency  separation  between  two  discrata  tanas 
of  dlffarant  nominal  pitch  varies  in  tba  two  systsns  tram  2.33  Hl  at  the 
low  and  to  11.71  Hs  at  the  high  and  of  tba  range.  This  difference  represents 
approximately  3  percent  of  the  lower  tone's  frequency,  or  a  bandwidth  of  about 
+  2.5  percent  Into  which  a  control  signal  can  ba  Inserted. 

This  bandwidth  assustts,  of  course,  precise  tuning  to  the  established  standard. 
This  Is  seldom  accomplished  in  actual  practice.  A  study  by  Shower  and 
Blddulph1  showed  that  the  smallest  discernible  frequency  change  in  pure  tones 
wa  s  about  2  or  3  Hz  In  the  range  200  Hz  •  This  result  would  show  that  it 
would  be  fortunate  if  all  of  the  instruments  in  an  orchestra  were  tuned  to  an 
accuracy  of  +  1  percent.  As  a  result,  the  bandwidth  available  for  the  control 
signal  Is  narrowed  to  a  maximum  of  +  1.5  par  cent  of  the  frequency  chosen. 
Renumbering  that  the  bandwidth  of  tfie  reed  relay  will  be  approximately  ♦  1.0 
percent  of  the  chosen  frequency,  there  r ms  ins  but  >0.5  percent  as  a* 

"guard"  band. 

The  "guard"  band  disappears  when  the  standards  of  sound  recording  and  repro¬ 
duction  established  by  the  Rational  Association  of  Broadcasters  (htLSl  and  the 
International  Consultative  Committee  on  Radio  (CCIR)  are  considered.2  The 
HAB  standards  established  a  tolerance  of  ♦  0.3  percent  for  speed  variation 
in  recording  and  reproducing  turntables. 3" 

The  CCIR  standards  allow  a  speed  variation  of  ♦  0.5  percent  in  both  disk  and 
magnetic  recording.  The  CCIR  standards  will  apply  to  records  Imported  into 
the  United  States.  Therefore,  in  a  worst-cast  situation,  a  recording  made 
at  the  limit  of  the  CCIR  standard  for  speed  variation  and  reproduced  la  the 
united  States  at  the  limit  of  the  HAB  standard,  there  will  be  a  variance  of 
+  0.8  percent  and  the  "guard"  baud  of  ♦  0.5  percent  will  no  longer  exist. 

As  a  result.  It  must  be  concluded  that  the  portion  of  the  audio  spectrum  in 
the  range  that  Is  being  considered  for  control  slfaals  has  to  be  treated  as 
a  continuous  spectrum  of  musical  fTeqpaacles.  There  are  no  "musical"  fre¬ 
quencies  as  such.  On  the  other  hand,  however,  one  cannot  asstas  that  all 
frequencies  have  equil  probability  of  being  used  musically.  While  one  cannot 
state  precisely  the  p.'obability  that  a  given  frequency  will  appear  In  a 


1.  E.  0.  Shower  and  R.  Blddulph,  Differential  Pitch  Sensitivity  of  the 
Ear,"  in  Journal  of  the  Accoustlcal  Society  of  America,  (3,  275)*  PP*  153*155* 

2.  A  P.  Walker,  Xd.,  IAB  Engineering  Handbook,  McGraw-Hill  Book  Company, 
Inc.,  Hew  York,  i960,  PP*  374*  3^;  4?/,  3&* 

3.  The  HAB  does  not  specifically  establish  a  speed  variation  tolerance  for 
magnetic  recording.  The  CCIR  standard  for  magnetic  recorder  speed  variation 
Is  the  same  as  for  turntables,  ♦  0.5  percent.  It  seems  reasonable  to  assume, 
therefore,  that  the  IAB  allows  a  +  0.3  percent  speed  variation  for  magnetic 
recorders. 
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■us leal  performance,  one  can  say  on  strong  intuitive  grounds  that  those 
frequencies  which  are  near  the  standard  frequencies  for  nusical  tones  will 
have  a  higher  probability  of  appearing  than  those  situated  halfway  between 
two  adjacent  standard  frequencies.  The  actual  probability  distribution  is, 
however,  unknown  at  this  tine. 


6.0  THE  CHOICE  OF  EREQUEHCIES 

Having  shown  the  advantages  present  in  choosing  frequencies  In  a  specific 
area  of  the  audio  spectrum  and  having  shown  that  none  of  these  frequencies 
can  be  regarded  as  being  "sub i cal"  per  so,  an  attempt  must  be  aade  to  lay  a 
groundwork  for  deciding  which  frequencies  to  use  in  the  systen.  Thus  far  the 
analysis  has  assumed  that  n  tones  would  be  used  for  control.  It  Is  Intuitively 
clear  that  the  greater  the  number  of  tones  used  to  activate  the  receiver,  the 
less  likely  It  Is  that  a  false  alarm  will  occur.  On  the  other  hand,  the 
greater  the  number  of  tones,  the  more  complex  must  be  the  detection  circuitry 
and,  as  a  consequence,  the  more  expensive  and  less  reliable  the  receiver.  The 
use  of  a  single  control  tone  does  not  provide  any  guarantee  whatever  against 
a  false  alarm  unless  a  prohibitively  long  delay  time  is  built  Into  the 
receiver.  It  has  been  shown  above  that  there  can  be  no  guarantee  against  any 
single  frequency  occurring  In  music.  Furthermore,  with  a  single  tone  there  Is 
no  opportunity  to  make  the  nonrandosmess  of  music  work  to  prevent  false  alarms. 
The  minimum  number  of  tones  necessary  to  utilise  this  nonrandom  aspect  of 
music  to  advantage  Is  two.  This  number  also  minimises  the  complexity  of  the 
circuitry  Involved  and,  thereby,  for  equivalent  methods  of  detection,  max¬ 
imises  the  reliability  of  the  receiver.  Therefore,  two  frequencies  are 
recoawnded  as  the  optimum  choice  for  the  Radio  Warning  System  within  the 
constraint  that  conventional  signal '"<5  techniques  are  used. 

As  to  the  separation  of  the  two  tones  In  terms  of  frequency,  it  Is  apparent 
that  the  Interval  should  be  one  not  normally  used  In  music.  At  the  same 
time,  the  tones  must  be  spaced  far  enough  apart  that  the  detection  circuitry 
will  be  able  to  distinguish  between  them.  In  other  words,  the  bandwldths  of 
the  two  detectors  must  not  overlap.  It  was  pointed  out  In  Section  4.0  that 
the  minimum  separation  generally  utilised  In  the  octave  beads  below  100  Hs 
Is  a  fifth  (frequency  ratio  of  1.496:  1.000).  Therefore,  the  control  Interval 
should  be  less  than  a  fifth.  An  elegant  choice  Is  to  use  an  Interval  which 
falls  halfway  between  a  major  and  minor  third,  the  recommended  frequency 
ratio  being  1.22:  1.00.  This  Interval  at  once  meets  the  requirement  of  being 
less  than  a  fifth  and  of  being  one  which  Is  extremely  unlikely  to  occur  in 
normal  programing,  particularly  In  the  portion  of  the  spectrum  below  100.  Hs 

ljm  letter  Is  true  because  musically  the  third  Is  a  very  sensitive  Interval) 
it  determines  the  modal  state  of  the  music,  that  1%  whether  a  chord  is  a 
major  or  a  minor  chord.  It  is,  with  several  other  key  intervals,  one  on  which 
the  Intonation  of  the  performer  Is  critically  Judged.  Furthermore,  since  it 
Is  critical  In  determining  the  modal  state,  It  Is  generally  put  in  a  range  of 
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tha  spectrum  where  it  can  be  aaaily  beard,  In  the  octave  band a  wall  abort)  100 
Ha.  Tha ra fora,  two  tonaa  at  tha  mconmandad  frequency  ratio  will  definitely 

ba  harmonically  unrelated,  aufficiantly  ao  that  tha  probability  of  thalr  joint 
alaultanaoua  occurrenca  will  ba  alight. 

Using  thia  interval,  ona  cannot  naka  both  tonaa  equidistant  from  tha  atandard 
frequencies  ahown  in  Figure  10-1.  Nor  la  it  daalrabla  to  do  ao.  Rather,  it  would 
ba  mom  advantageous  to  cboosa  ona  of  tha  frequencies  as  a  standard  fraquancy 
for  tha  following  mason.  It  was  aantlonad  in  Section  $.0  that  tha  probability 
distribution  for  tha  occurmnca  of  particular  frequencies  in  auslc  la  not 
likely  to  ba  unifora.  Rathsr  it  will  show  bunching  around  tha  atandard 
fmquanclas,  l.a*  a  gmatar  probability  of  occurmnca  for  fmquanclas  in  tha 
iMadlata  ricinlty  of  tha  so  callad  musical  tones.  Since  tha  ranmeaiiilsil 
interval  (l.22:  1.00)  is  on a  which  is  halfway  between  two  legitimate  intervals, 
it  would  follow  that  if  ona  of  tha  tones  is  chosen  as  a  standard  frequency, 
with  a  correspondingly  high  probability  of  oc currency,  than  tha  second  tone 
will  ba  in  what  aaounts  to  a  trough  on  tha  probability  curve  and  will  have  a 
low  probability  of  occurmnca.  In  tha  absence  of  satirical  data  It  cannot  ba 
guaranteed  that  the  probability  of  tha  Joint  occurrence  of  these  two  tonaa  will 
ba  an  absolute  mlnlmim.  Nevertheless,  on  Intuitive  grounds,  it  would  appear 
that  a  local  minimum  can  be  anticipated  with  this  method.  As  fmquanclas  vary 
with  inexact  tuning  and  speed  variation  in  transcription  equlpamnt,  one  or  tha 
other  of  the  frequencies  will  tend  to  have  a  higher  probability  of  occurring, 
but  the  probability  of  Joint  occurrence  will  remain  low. 

As  to  the  frequencies  to  use,  reed  manufacturers  have  stated  that  a  definite 
price  break  occurs  for  reads  with  a  fundamental  frequency  above  80  Hz.1  If 
ona  choee  as  tha  lower  frequency  the  first  musical  tone  above  80  Ha.,  I2  at 
82.  kl  Hz,  the  second  tone  would  be  100. 5k  Hz.  Since  this  tone  is 
uncomfortably  close  to  100  Hz,  a  frequency  often  used  for  tasting  equipment 
in  tha  radio  Industry,  this  combination  must  ba  rejected.  Instead,  it  is 
rec namandail  that  tha  lower  frequency  ba  that  of  tha  second  musical  tone 
above  80  Hz,  namily  r  at  87. 31  Hz .  Than  tha  second  fraquancy  will  be 
106.52  Hz,  midway  between  G2  sharp  and  A2. 


7.0  TDC  DKLAY 

The  analysis  above  is  believed  to  ba  adequate  to  determine  a  recotaodsd  sat 
of  fmquanclas  for  use  in  activating  public  receivers  in  tha  Radio  Warning 
System.  In  tha  absence  of  a  foolproof  signaling  method,  l.e.,  ona  which 
would  utilise  signals  not  otherwise  found  in  program  material  and,  therefore, 
incapable  of  appearing  inadvertantly,  these  frequencies,  or  two  other 


1.  Source:  Telephone  call  to  George  Morgan,  Oautnay  and  Jonas  CoKunlcatlons, 
Inc.,  31  March  1965. 
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frequencies  apa cad  at  tba  rate— dad  interval,  abould  aerve  to  malaise  the 
probability  of  accidantal  tela#  ala m.  If  such  a  foolproof  aethod  la  deviaed, 
aueh  as  tba  method  of  eobaraet  signaling  now  under  investigation  at  8DC,  tba 
signaling  method  race— andad  hart  will  no  longsr  be  optimum  and  now  rain— 1- 
datlooa  will  bare  to  be  made. 

,  Tba  critical  nature  of  00a  par— star  baa  not  bean  considered  in  detail  abort. 
Tba  a— unt  of  tine  delay  built  into  tba  receiver  will  obvloualy  affect  its 
false  alam  tendencies.  In  determining  tba  proper  aaount  of  tine  delay,  the 
ays  tee  designer  aust  trade  ftlse  alarm  protection  lor  speed  of  warning  since 
there  art  operational  requirr— ate  stating  tba  tine  limits  within  which  tba 
ays  tee  abould  faction.  As  mentioned  in  Section  6.0,  a  single  control  tone 
will  not  be  satisfactory  unless  it  baa  a  prohibitively  long  delay  time.  As 
more  tones  are  added,  it  aeeea  itaaonabl  a  to  predict  that  the  aaount  of  delay 
can  be  decreased  for  an  equal  level  of  false  alam  protection.  In  the  rtcom» 
tended  technique,  tins  delay  is  still  required  even  though  it  is  unlikely 
that  tbs  proper  tonal,  eonblnatlon  will  occur.  On  no  grounds  other  than 


intuitive,  it  would  ease  that  a  10-eeeond  delay  would  be  adequate  and  this  is 


-i'w  m.x 
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APPENDIX  B 
GLOSSARY 


Alert.  The  attention  getting  signal  or  alarm  used  to  call  the  intended 
recipient  to  a  state  of  action.  An  alert  provides  only  an  initial  awareness 
of  a  threatening  situation  and  does  not  in  Itself  define  that  situation  or  the 
appropriate  response  to  it.  (See  warning.) 

Ambient  Noise.  The  total  residual  (or  background)  noise,  exclusive  of  any 
intentional  signal. 

Area  warning  Circuit.  That  portion  of  the  National  warning  System  (HA WAS) 
which  is  within  one” of  the  warning  areas  and  connects  the  warning  points  of 
that  area  with  a  warning  center. 

Articulation.  A  comparison  of  the  sounds,  syllables,  or  words  recorded  by  a 
listener  with  those  originally  spoken  yields  a  percentage  of  those  sounds, 
syllables,  or  wards  that  are  correctly  interpreted.  This  percentage  is 
called  the  articulation. 


Attack  Warning  System  (AWB) .  The  system  by  which  a  warning  or  other  emergency 
information  is  transmitted  throughout  the  nation.  It  consists  of  three  parts 
—  the  federal,  state,  and  local  portions.  (See  National  warning  System 
(IAHM).)  - - 

Auditory  Threshold.  The  sound  pressure  level  of  the  minimum  acoustic  signal 
that  evokes  an  auditory  sensation  for  50  percent  of  the  number  of  times  a 
signal  is  presented. 

Authentication.  A  message  or  signal  from  an  initiation  or  relay  point 
indicating  ike  validity  of  another  message. 


AUTCDPI  (AUTOmatlc  Digital  Network).  An  automatic  teletype  ns  sage  switching 
and  circuit  switching  network  operated  by  the  Defense  C enema  1  cations  Agency 
(DCA). 

AUTOVCM  (AUTOmatlc  voice _ Network).  An  automatic  voice  circuit  switching 
network  operated  by  the  ftefenae  Cesar  intentions  Agency  (DCA). 


BHKOM  (Broadcast  laermsnny  Coamunlcatlons) .  A  system  that  allows  the  trans¬ 
mission  of  teletype  via  standard  (AxJ  broadcast  stations  without  interruption 
of  normal  program  material.  This  development  is  being  undertaken  by  ICC  and 
the  broadcast  Industry  for  the  Defense  Communications  Agency— DCA  (g.v.). 
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Cloar  Channel*  A  cconerclal  AM  broadcast  channel  on  which  the  dominant 
station  renders  service  over  a  vide  area  and  which  is  cleared  of  objectionable 
interference  within  the  primary  service  area  of  that  station  and  over  all 
(or  a  substantial  portion)  of  the  station's  secondary  service  area. 

Clear  Channel  3tatloo.  A  commercial  AM  radio  station  that  is  assigned  the  use 
of  a  clear  channal~rj.y.)  • 

Complex  Tone.  A  sound  wave  composed  of  several  frequencies  (pure  tones). 

Control  Signal  (or  Control  Message)*  A  signal  or  message  used  in  the  alerting 
and/or  warning  system  to  activate  or  deactivate  other  components  or  subsystems 
of  the  system. 

Defense  Communications  Agency  (DCA).  An  agency  within  the  Department  of 
#  Defense  charged  with  overseeing  the  design  and  operation  of  military  1  rami  ml 
cations  systems. 

Decibel.  See  Sound  Pressure  Level. 

Demuted  Receiver.  An  alerting  and  warning  receiver  that  has  been  rendered 
capable,  by  receipt  of  a  demuting  signal  (q.v.),  of  sounding  an  alert  and 
warning. 

Desalting  Signal.  The  signal  that  causes  muted  alerting  and  warning  receiver 
to  fee  capable  of  sounding  an  alert  signal  and  a  warning  message.  In  saa* 
receivers  (in  particular  latching  receivers,  q.v.)  the  dsmutlng  signal  sad 
the  alert  signal  are  the  same;  in  others  (in  particular  nonlatching  receivers, 
q.v.)  the  dssutlng  signal  is  different  from  the  alert  signal. 

ftwrgency  Action  notification  (IAM)  System.  Circuits  and  associated  equip¬ 
ment  designed  to  transmit  an  Bsergency  Action  notification  message  containing 
authorisation  to  initiate  emergency  procedures  to  implement  the  lasrgency 
Broadcast  8ystam  plan. 

Emergency  Broadcast  System  (IBS) .  Those  broadcasting  stations  and  Intercan* 
necting  facilities  which  have  been  authorised  by  the  federal  Communications 
Commission  to  operate  in  a  controlled  manner  during  a  war,  threat  of  war, 
state  of  public  peril  or  disaster,  or  other  national  emergency* 

ftwraency  Operating  Center  (IOC) .  The  protected  facility  in  whichgovern- 
mental  and  civil  defense  officials  having  direct  emergnocy  responsibilities 
can  safely  carry  on  their  esMrgeney  operations* 

j  V  •  *  ♦  -f  t  *  - .  '  /  .  '*»  f  **  * 

fklse  Alarm  failure*  A  system  failure  which  results  in  the  activation  of  the 
alerting  and/or  warning  system  when  such  activation  is  not  desired  by  the 
system  operators.  (See  Mo  Alarm  failure.) 
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Situation 

Response 

Signal 

No  Signal 

Attack 

OK 

Ho  Alarm 
Failure 

lfo  Attack 

False  Alarm 
Failure 

OK 

Frequency.  A  phenoaenon  that  occurs  periodically  or  cyclically  In  tlae.  The 
number  of  repetitions  of  a  pattern  or  of  an  event  that  occur  in  unit  tlae. 

Oround  Wave  Transmission.  Radio  transmission  via  radio  saves  that  are  propa¬ 
gated  over  the  earth  and  are  ordinarily  affected  by  the  presence  of  the 
ground  and  the  troposphere.  Oround  saves  include  all  components  of  radio 
saves  over  the  earth  except  ionospheric  and  tropospheric  saves.  Distinguish 
from  skysave  transmission  (q.v.). 

Harmonics.  Those  components  of  a  complex  tone  whose  frequencies  are  Integral 
multiples'  of  the  fundamental  frequency  of  the  tone.  The  fundamental  Is  also 
called  the  first  harmonic;  the  second  harmonic  has  a  frequency  twice  that  of 
the  fundamental,  etc. 

Industry  Advisory  Committee.  One  of  the  advisory  committees  to  the  Federal 
Ccwunications  Commission.'  Each  committee  is  composed  of  representatives  of 
the  broadcasting  Industry  at  national  (HIAC),  regional  (RIAC),  state  (8IAC), 
or  local  (UAC)  level.  These  committees  assist  the  FCC  in  the  execution  .of 
its  responsibilities  pursuant  to  the  Executive  Order  that  directs  the  creation 
of  the  Emergency  Broadcast  System. 

Intelligibility.  The  measure  of  the  ability  of  a  listener  to  understand  the 
meaning  of  the  sounds  he  hears. 

Jamming.  The' radiation  or  re  radiation  of  electromagnetic  saves  in  order  to 
impair  the  use  of  a  specific  sepwnt  of  the  radio  spectrum. 

Latching  Receiver.  A  receiver  that  demutes  on  receipt  of  a  predetermined 
signal.  A  latching  receiver  may  be  unlatched,  or  deserted,  by  more  than  one 
method.  It  may  be  donated  by  the  transmission  of  a  distinct  desalting  signal. 
It  may  be  automatically  dasaated  after  seme  predetermined  period  of  time  by  a 
timing  device  In  the  receiver.  It  may  also  be  danuted  manually  by  means  of 
a  switch  on  the  receiver.  (See  Eonlatchlng  Receiver. ) 
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Local  Industry  Advlaory  Committee  (LIAC).  (See  Industry  Advisory  Committee.) 

Local  Warning  Center.  A  facility  capable  of  24- hour  operation  found  normally 
at  the  city  or  county  level.  The  local  warning  center  oust  be  capable  of 
performing  all  functions  required  to  provide  warning  to  the  Inhabitants  within 
its  Jurisdiction. 

Loudness.  The  Intensive  attribute  of  an  auditory  sensation  In  terms  of  which 
sounds  may  be  ordered  on  a  scale  extending  from  loud  to  soft.  Loudness  is 
determined  largely  by  the  Intensity  of  the  sound  stimulus,  but  is  also 
affected  by  frequency  and  waveform.  The  unit  of  loudness  Is  the  sone  (q.v.). 

Loudness-Levol.  See  Phon. 

MODEM.  Modulating  and  demodulating  equlpamnt. 

Muted  Receiver.  Descriptive  of  the  normal  operating  mode  of  any  alerting  and 
warning  receiver,  l-,e. ,  power-on,  operative,  receiving  any  material  trans¬ 
mitted  by  the  transmitter  to  which  It  is  tuned,  but  silent  because  it  has  not 
received  a  daunting  signal. 

f  » 

national  Defense  Emergency  Authorisation  (M31A) .  An  authorisation  issued  by 
the  Pfcc  permitting  operation  of  a  station  as  part  of  the  Emergency  Broadcast 
8ystem  during  an  emergency  condition. 

national  Industry  Advisory  Committee  (HIAC) .  (See  Industry  Advisory  Comalttee. ) 

national  warning  Center  (HWC).  The  OCD  facility  staffed  by  Attack  Warning 
Officers  and  situated  within  the  Combat  Operations  Center  at  HORAD  Bead- 
quarters.  The  EMC  controls  the  HAMAS  and  activates  the  Emergency  Broadcast 
8ystem. 

national  Warning  System  (HAWI8).  The  federal  portion  of  the  Attack  Warning 
System  used  for  the  dissWination  of  warning  and  other  emergency  information 
from  OCD  warning  centers  to  warning  points  in  each  state. 

Ho  Alarm  Failure.  A  system  failure  in  which  the  alerting  and/or  warning 
system  does  not  function  even  though  activated  by  system  operators.  (See 
False  Alarm  Failure) 

honlatchlng  Receiver.  A  receiver  that  damutes  upon  the  receipt  of  a  predeter¬ 
mined  signal  and  remains  damuted  only  as  long  as  that  signal  remains  present. 
Dean. ting  occurs  upon  a  failure  to  receive  the  dsmuting  signal. 

**•!■  *  «•»  *  1  •  <  '>b  .hi  '  -  „  .  ’  •  A  '  •  a,  ’  ,'3 

Horth  American  Air  Defense  Comaand  (HORAD) .  A  coordinated  defense  of  the 
dorth  American  continent  against  aerospace  attack.  The  defense  is  coordinated 
between  American  and  Canadian  Services  with  -oil  use  of  early-warning  radar. 
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Phon.  The  loudness -level  of  a  sound  is  the  in  tensity- level  of  a  1,000  Hz 
tone  which  sounds  equal  to  the  sound  in  loudness.  Loudness -level  is  measured 
in  decibels  or  phons  above  the  reference- intensity.  The  1,000  Hz  tone  is  the 
reference-tone  for  loudness  comparisons,  and  the  loudness -level  of  all  other 
sounds  expressed  in  terms  of  the  equally  loud  reference  tone. 

Pitch.  That  attribute  of  auditory  sensation  in  terms  of  which  „  nds  may  be 
ordered  on  a  scale  extendJng  from  low  to  high  frequency  such  as  a  musical 
scale.  Pitch  is  determined  largely  by  frequency,  but  it  is  also  affected  by 
intensity. 


Pure  Tone.  A  continuous  sound  of  a  single  frequency;  a  tone  not  accompanied 
by  overtones,  harmonics,  or  other  sounds. 

Radio  Frequencies.  Normally  expressed  in  kilo  Hertz  (kHz)  at 

and  below  30,000  kHz,  and  megacycles  per  second  (kHz)  above  this  frequency. 


Frequency  Sub-Division: 


Very  Low  (VLF) 

Low  (LF) 

Medium  (MF) 

High  (HF) 

Very  High  (VHF) 
Ultra  High  (UHF) 
Super  High  (SHF) 
Extremely  High  (EHF) 


Below  30  kHz 
30  to  300  kHz 
300  to  3,000  kHz 
3,000  to  30,000  kHz 
30,000  kHz  to  300  mHz 
300  mHz  to  3,000  mHz 
3,000  mHz  to  30,000  mHz 
30,000  mHz  to  300,000  mHz 


Myriametric  Waves 
Kilometric  Waves 
Hectametric  Waves 
Decametric  Waves 
Metric  Waves 
Declmetric  Waves 
Centlmetrlc  Waves 
Milllnetric  Waves 


Regional  Industry  Advisory  Committee  (RIAC).  (See  Industry  Advisory 
ConmitteeT) 


Regional  Warning  Officer.  A  staff  officer  located  at  each  OCD  Regional  Head¬ 
quarters  to  assist  states  and  local  areas  in  solving  warning  problems. 

Skywavc  Transmission.  Radio  transmission  via  radio  waves  that  reach  the 
receiving  location  after  reflection  from  the  ionosphere.  Distinguished  from 
groundwave  transmission  (q.v. ) . 

Sone.  The  sone  is  a  unit  of  loudness.  By  definition,  a  simple  tone  of 
frequency  1,000  Hz,  1*0  db  above  a  listener's  threshold,  produces  a  loudness 
of  one  sone.  The  loudness  of  any  sound  that  is  Judged  by  the  listener  to  be 
n  times  that  of  the  one  sone  tone  is  n  sones. 

Sound  Pressure  Level.  The  pressure  level,  in  decibels,  of  a  sound  is  20 
times  the  logarithm  to  the  base  10  of  the  ratio  of  the  pressure  P  for  this 
sound  to  the  reference  pressure  PQ.  Unless  otherwise  specified,  the  reference 

pressure  is  understood  to  be  0.0002  dyne  per  square  centimeter. 
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Spoofing.  The  action  of  deceiving  or  misleading  the  enemy  in  electronic 
operations.  An  example  of  spoofing  is  the  transmission  of  radio  messages 
containing  false  information  for  interception  by  the  enemy. 

State  Industry  Advisory  Committee  (SIAC) .  (See  Industry  Advisory  Committee.) 

Strategic  Warning.  A  notification  that  enemy- initiated  hostilities  may  be 
imminent. 

Subsidiary  Service.  An  application  of  an  alerting  and  yarning  technique  to 
some  application  other  than  nuclear  attack  warning.  Possible  subsidiary 
services  include  providing  weather  information  and  distributing  short  news 
bulletins. 

Survivability.  The  degree  of  liklihood  that  an  object  will  be  unaffected  by 
an  attack  directed  against  it. 

System.  An  assemblage  of  personnel,  hardware  components,  and/or  procedures 
functioning  together  in  an  orderly  and  prescribed  manner  to  carry  out  a 
predetermined  task. 

Tactical  Warning.  A  notification  of  enemy  initiated  hostilities. 

Threat  Warning.  A  report,  originating  at  the  NORAD  Comb*  t  Operations  Center, 
disseminating  early  warning  information  from  DEW  Line,  Mid- Canada,  and 
Pine  tree  Lines  to  lower  echelons  of  the  air  defense  system. 

Verification.  A  return  message  or  signal  to  an  initiation  or  relay  point 
indicating  that  a  signal  or  message  has  been  received,  understood,  and/or 
acted  upon. 

Vulnerability.  The  degree  to  which  an  object  is  survlvable  and  is  likely  to 
be  attacked  by  an  enemy.  (See  Survivability. ) 

Warning  Area.  A  geographical  area  consisting  of  a  number  of  states  which 
are  the  responsibility  of  one  of  the  presently  existing  OCD  warning  centers. 

Warning  Point.  A  facility  which  receives  warning  and  other  emergency 
Information  over  RAKAS  and  which  relays  this  information  according  to  instruc¬ 
tions  contained  in  state  and  local  civil  defense  plans. 

Washington  Warning  Area.  The  geographic  area  within  a  20  mile  radius  from 
zero  milestone,  Washington,  D.  C. ,  excepting  that  part  of  Howard  and  Ann 
Arundel  Counties  in  Maryland  falling  within  the  20  mile  radius. 
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Washington  Warning  Area  f ontrol  Point  (WWACP) .  The  location  that  controls 
tke  origination  and/or  dissemination  o t  warning  infonnation  to  the  Washington 
Warning  Area.  The  WWACP  also  acts  as  an  alternate  to  the  National  Warning 
Center  in  initiating  the  operation  of  the  Emergency  Broadcast  System. 

White  Bouse  Communication  Agency  (WHCA) .  A  subordinate  agency  of  the  Defense 
Communications  Agency  which  provides  ail  conmunications  facilities  for  the 
President. 

White  Noise.  The  spectrum  of  vhite  noise  is  characterized  by  the  presence  of 
all  the  frequencies  in  the  audible  range  at  the  same  amplitude  or  pressure. 

WWV,  WWVH,  WWVB,  WWVL.  Radio  Stations  operated  by  the  National  Bureau  of 
Standards  which  provide  time  and  frequency  standards  for  various  users. 
Stations  WWV  and  WWVH  broadcast  on  several  frequencies  in  the  HF  band.  WWV 
is  located  in  Belts  ville,  Maryland.  WWVH  in  Maui,  Hawaii.  WWVB  and  WWVL 
broadcast  in  the  lov  (60  kHz)  and  very  low  (20  kHz)  frequency  bands, 
respectively.  Beth  transmitters  are  located  in  Ft.  Collins,  Colorado. 
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